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JUSTERING AV PROTOKOLL

Protokoll: Karstyrelsemote 5
Verksamhetsdret 2020/21

Datum: 2020-11-23
Tid: 09.00
Plats: Zoom

Kallade: Karstyrelsen 20/21, kallelse@gota.gu.se
Ndarvarande: Sandra Magnusson* Araz Farkosh*, Sara Bergh*, Louise Kdéllstrom*, Ebba
Callenberg*, Arvid Danielsson*, Olle Anthin*, Daniel Johansson*, Lovisa Theander*, Felix
Larsvik* (frdn § 21-2.4 & § 4.1-7,3), Ertan Kantur.

*=Rostberdttigade

§ 1 Prelimindrer

§ 1.1 Métets 6ppnande och behériga utlysande
Féredragande: Sandra Magnusson

Sandra Magnusson 6ppnar moétet klockan  Kérstyrelsen beslutar

09.06.
att finna métet behdrigen utlyst.
§ 1.2 Val av métesordférande, motessekreterare och protokolljusterare
Foéredragande: Sandra Magnusson

Foérslag till beslut Karstyrelsen beslutar

att valja Sandra Magnusson till att valjo Sandra Magnusson till

métesordférande. mobtesordférande.

att valja Sara Bergh till métessekreterare.  attvdlja Sara Bergh till motessekreterare.
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att valja Arvid Danielsson och Ebba att valja till Arvid Danielsson och Ebba
Callenberg till justerare av dagens Callenberg till justerare av dagens
protokoll. protokoll.

§13 Godkénnande av féredragningslistan

Foéredragande: Métesordférande

Forslag till beslut Karstyrelsen beslutar
att godkdnna féredragningslistan. att godkdnna féredragningslistan.
8§14 Adjungeringar
Foéredragande: Métesordférande
Forslag till beslut Karstyrelsen beslutar
att hélla ett dppet moéte. att hdlla ett 6ppet ett mote.
§ 1.5 Féregdende moétesprotokoll

Féredragande: Kérpolitisk sekreterare
Foérslag till beslut Karstyrelsen beslutar

att ldgga féregdiende motesprotokoll till att |lGmna punkten.
handlingarna.

§ 1.6 Sluttid idag
Féredragande: Métesordférande
Foérslag till beslut Karstyrelsen beslutar
att sikta pd 12.00. att sikta pd 12.00.
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§2 Rapporter

§ 21 Covid-19: ldgesrapport
- Féredragande: Kérledningen

Lokala réd har forléingts till 13 december Karstyrelsen beslutar

och vi férlénger vart arbetssatt fram till

julledigheten. Féreningarna har ocksé att Idgga rapporten till handlingarna.
informerats om férléngning.

Universitetet har fattat beslut angéende
fysiska examinationer och skérpta
restriktioner p& campus. Nyheter om béda
dessa beslut har postats pé vér hemsida.

Presidiet fattade, efter diskussion med
heltidargruppen, ett beslut om att vérens
inspark ska vara helt digital. Berérda parter
ar meddelade.

§ 29 Ekonomisk uppféljning
Féredragande: Sandra Magnusson
Féredragning av skriftligt underlag. Karstyrelsen beslutar

att Idgga rapporten till handlingarna.

§ 2.3 Placeringsrapporter
- Féredragande: Sandra Magnusson

Styrelsen hade 6nskat lite foredragande av ~ Karstyrelsen beslutar
rapporten for att battre forstd sifforna.
att [dgga rapporten till handlingarna.

O
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Utbildningsradet

§2.4

Araz Farkosh redogér kort for

utbildningsrddets struktur. 2 olika sorters
moten. 1for stdd och diskussion och 1fér
arbete med verksamhetsplanens frégor.

§3

§3.1

Valdrenden

Forslag till beslut

att vdlja Leonardo Rhedin till projektledare
fér Inspire 2021

att valja Miranda Duzman till gruppledare
fér Inspire 2021 PR- och
marknadsféringsgrupp

att vdlja Frida Bodenheim, Erika Larsson,
Yuechen Pan och Johanna Helldén till
Inspire 2021 PR- och marknadsféringsgrupp

att valja Patricia Nissan till gruppledare for
Inspire 2021 Logistikgrupp

att vdlja Sofia Lundell, Tabea
Meveriuergens och Tommy Oberg till
Inspire 2021 Logistikgrupp

att valja Klara Stenman till gruppledare fér
Inspire 2021 Utstdllargrupp

Féredragande: Araz Farkosh
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Karstyrelsen beslutar

att Idgga rapporten till handlingarna.

Val av projektgrupp: Inspire 2021
Foéredragande: Louise Kallstrom

Karstyrelsen beslutar
att ta besluten i klump.

att valja Leonardo Rhedin till projektledare
for Inspire 2021

att valja Miranda Duzman till gruppledare
for Inspire 2021 PR- och
marknadsféringsgrupp

att vdlja Frida Bodenheim, Erika Larsson,
Yuechen Pan och Johanna Helldén till
Inspire 2021 PR- och marknadsféringsgrupp

att valja Patricia Nissan till gruppledare fér
Inspire 2021 Logistikgrupp

att valja Sofia Lundell, Tabea
Meveriuergens och Tommy Oberg till
Inspire 2021 Logistikgrupp

att valja Klara Stenman till gruppledare for
Inspire 2021 Utstdllargrupp

O
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att vdlja Louise Granqvist Karlsson, Tove att vdlja Louise Granqvist Karlsson, Tove
Bremholt och Hanna Jalsén till Inspire 2021  Bremholt och Hanna Jalsén till Inspire 2021
Utstallargrupp Utstallargrupp

Kérstyrelsen frégar om det fanns évriga
kandidater men de enda dvriga

kandidaterna ér de som anmadilt sig sent

och dessa har fatt automatiskt avslag.

Sara Bergh yrkar pd att ta besluten i klump.

§ 3.2 Val till Humanistsektionens styrelse

Féredragande: Daniel Johansson

Foérslag till beslut Karstyrelsen beslutar

att vélja Elin Hammoar till styrelseledamot ~ attvalja Elin Hammar till styrelseledamot

p& Géta studentkars Humanistsektion. P& Gota studentkdrs Humanistsektion.
att direktjustera punkten. att direktjustera punkten.

§4 Beslutsdrenden

§ 4.1 Motion: Overléamning fullméktige

Féredragande: Sara Bergh

Kérstyrelsen tycker att andemeningen i Karstyrelsen beslutar
motionen ar bra.
att skicka motionssvar med féljande

Lite frégor om arbetsboérdan det hade andringsyrkanden till fullmaktige:
inneburit. Ska heltidarna anordna

déverldmningen eller "Uppdra kérstyrelsen att ta fram rutiner for
fullméktigeledaméterna sjélva? o6verldmning mellan

fullmdktigeledamoter.”

O
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Finns det risk att ledamoterna allt for Att anordna ett 6verldmningstillfalle for
mycket férgar varandra vid ett fullméktige 20/21 och 21/22 efter
overldmningstillfalle? vérterminens kérval.

Formen som anges i motionen, ett
policydokument, kéinns inte helt Idmpligt
och kérstyrelsen diskuterar alternativa
I6sningar: rutindokument eller justering av
fullméktiges arbetsordning.

§ 4.2 Proposition: Placeringspolicy
- Féredragande: AG Styrdokument
Forslag till beslut Karstyrelsen beslutar
att skicka "Proposition: Placeringspolicy” till  att skicka "Proposition: Placeringspolicy” till
fullmaktige. fullmdktige.
§ 4.3 Proposition: Valberedningens arbetsordning
- Féredragande: AG styrdokument
Forslag till beslut Karstyrelsen beslutar
att skicka "Proposition: Valberedningens” att skicka "Proposition: Valberedningens”
arbetsordning till fullméktige. arbetsordning till fullmaktig™.
§ 4.4 Proposition: Entledigande av verksamhetsrevisor

Féredragande: Presidiet

O

Forslag till beslut Karstyrelsen beslutar

att skicka "Proposition: Entledigande av att skicka "Proposition: Entledigande av

verksamhetsrevisor” till fullmaktige. verksamhetsrevisor” till fullmdktige.
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§ 4.5 Policy fér hantering av personuppgifter
- Féredragande: AG styrdokument
Forslag till beslut Karstyrelsen beslutar
att anta "Goéta studentkdrs policy for att anta "Goéta studentkérs policy for

hantering av personuppgifter”i sin helhet.  hantering av personuppgifter” i sin helhet.

§5 Diskussionsérenden
§ 5.1 Arvodering av talman och verksamhetsrevisor

Féredragande: Sandra Magnusson

Négra ledaméter ser det som néigot
positivt att bdda posterna ska arvoderas
fér att det skulle gbra det enklare att hitta
externa och kompetenta personer for
posterna.

En av nuvarande verksamhetsrevisorer
anser det ndigot problematiskt att
arvodera verksamhetsrevisorer for att det
blir en mérklig maktrelation. Denna skulle
eventuellt kunna undvikas genom att
ndstkommande kdrstyrelse ér den som
arvoderar revisorerna efter avslutat

uppdrag.

Sandra Magnusson finner en skillnad p&
ekonomisk och verksamhetsrevision men
ar kluvenii fréigan.

Kérstyrelsen ar kluven angéende
arvodering av verksamhetsrevisor och ber
om mer underlag angé&ende praxis i andra
organisationer. Kérledningen tar frégan

O

med sig.
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Fréiga angdende budgetutrymmet: Det
finns fér talmanspresidium och dialog sker
med ekonomiansvarig angdende
maijligheten till att arvodera
verksamhetsrevisor.

Kérstyrelsen a@r helt enig i att talman ska
arvoderas. Former fér arvodering
diskuteras och kdrstyrelsen enas i att det
borde vara ett métesarvode som delas ut
till den talman som har uppdrag under
motet.

§ 5.2 SFS Politiska fokusfraga
: Foéredragande: Sara Bergh

Alternativen fér de politiska fokusfrégorna
presenteras: Hog kvalitet i utbildning,
Akademiska frinet och autonomi och
finansiering av studier.

Av dessa frégor ar kérstyrelsen mest

positivt installd till "Hog kvalitet i utbildning”.

Fréigan kommer att diskuteras vidare av
fullmaktige som &r de som bér bestémma
Gota studentkdrs politiska riktning.

KARSTYRELSEMOTE: PROTOKOLL | SIDA 8/10

§6 Ovriga fragor
§ 6.1 Arvoderingsblankett fér studentrepresentantsuppdrag

Féredragande: Arvid Danielsson

Vad hénde med diskussionen angdende
arvoderingar frén students-
representantsuppdrag fér heltidare.

O
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Saknas praktisk information fréin
universitetet hur det ska gé till rent
praktiskt.

Diskussionen angdende vad vi ska géra
med pengarna kommer att ske pd
ledningsréd. Beslut ska fattas pé nésta
kérstyrelsemote.

§ 6.2 Utspel angdende salstentor
Foéredragande: Sandra Magnusson

Kérstyrelsen anser att vi "fétt som vi ville”
och att inget vidare utspel krévs i nuléget.

Dock bevakas utvecklingen och vi ska vara
snabba pd att reagera om det behdvs.

§7 Motets avslutande
§ 7.1 Motesutvardering

Féredragande: Métesordférande

Bra moéte om én négot svért med
“organiska diskussioner”.

§ 7.2 Nésta mote
Féredragande: Métesordférande

14 december 10.00 till 12.00.

§ 7.3 Métets avslutande
Foéredragande: Métesordférande

Sandra Magnusson avslutar métet klockan
1.54.
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Justering av protokoll

foitta P

Sandra Magnusson, Sara Bergh,
Motesordférande Mébtessekreterare

Aok Qouk-

Arvid Danielsson, Ebba Callenberg,

Justerare Justerare
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§ 4.1 Faststdllande av Per Capsulam: Kostnader som rér

arbetsmarknadsmdssan Inspire O
Kérstyrelsemote 7

2020/21, 210115

Forfattare: Kdrpolitisk sekreterare
Datum 2021-01-08

§ 4.1 Faststallande av Per
Capsulam: Kostnader som ror
arbetsmarknadsmadassan Inspire

18e december 2020 skickades ett Per Capsulam-beslut ut till kérstyrelsen angéende att
kostnader rérande arbetsmarknadsmdéssan Inspire.

Besluten l6d:

. att ge presidiet mandat att skriva pé ett avtal med Graduateland som i
inledningen uppgdr till 52 000 kronor, men att det ocksé dr okej for projektgruppen
att 6ka kosthaden om man har téckning fér kostnaden med bekréftade intdkter.
Kostnaden belastar budget fér Arbetsmarknadsmdssan Inspire.

2. att godkanna teckning av ett tilliggsavtal med Scrive om 5000 kronor/&r som
belastas av budget for Arbetsmarknadsmdssan Inspire.

3. att godkdanna att ta in en konsult frén Barium AB for att bygga integration mellan
Barium och Scrive fér en maximalkostnad av 29 000 kronor som belastas av budget
fér Arbetsmarknadsmdssan Inspire.

Réstsiffrorna var féljonde:

1. 9JA,1Avstér

2. 10JA

3. 10JA
Adress Kontakt Digitalt
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§ 4.1 Faststdllande av Per Capsulam: Kostnader som rér
arbetsmarknadsmdssan Inspire

Kérstyrelsemote 7

2020/21, 21015

Foérslag till beslut
att faststdlla Per Capsulam-beslut: Kosthader som rér arbetsmarknadsmdéssan Inspire.

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
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§ 4.5 Proposition: Arbetsmiljépolicy
Kérstyrelsemoéte 6 O
2020/21, 201214

Forfattare: Kdrstyrelsen
Datum 2020-12-14

§ X.X Proposition: Arbetsmiljépolicy

Gota studentkérs humanistsektions aktningsvérde ordférande har tillsammans med Goéta
studentkdrs utbildningsvetenskapliga sektions elokvente ordférande utarbetat grunden i
vad som kommer bli Géta studentkdrs systematiska arbetsmiljoarbete framéver, en
arbetsmiljépolicy. Dokumentet, som bifogas med handlingarna, har som syfte att vara
lattforstdeligt men samtidigt valfungerande. Efter en dialog med Géta studentkdrs
fortraffliga kérpolitiska sekreterare stod det klart att det ér Géta studentkdrs prudentlige
fullmaktige som ansvarar for ratificerandet av detta dokument. Darfér foreslar
undertecknade att Géta studentkdrs konstitutiva kérstyrelse véljer att sénda éver
dokumentet till Géta studentkérs prudentlige fullmaktige for ratifikation.

Férslag till beslut:
att anta Gota studentkérs arbetsmiljopolicy i sin helhet.

Adress Kontakt Digitalt
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Typ av styrdokument: Policy

Antagen av: [Organ], 202X-XX-XX
Senast reviderad: 202X-XX-XX

Gota studentkars
arbetsmiljopolicy

Inledning

Arbetsmiljopolicyn syftar till att séikerstdlla och att skapa kontinuitet i arbetsmiljdarbetet i
Gota studentkér. En god arbetsmiljé ligger till grund for att personal och personer pd
heltidarpositioner pé& Goéta studentkér ska kéinna sig trygga och trivas pé arbetet.

Det d&r centralt att varje ny grupp av personer pd heltidarpositioner fér en grundlig
genomgdng av policyn samt det systematiska arbetsmiljéarbetet fér att en god
arbetsmilj¢ ska kunna uppnés.

Personalen har en viktig roll i att se till att arbetsmiljoarbetet fér en kontinuitet, och har
darfér ansvar for det under éverldmningen till en ny grupp av personer pd
heltidarpositioner. Det évergripande ansvaret for arbetsmiljon ligger dock pé kérledningen.

Policy

| Gota studentkadr jobbar personer pd heltidarpositioner och personal tillsammans for att
ha en utvecklande och tillfredsstéllande arbetsplats. Det systematiska arbetsmiljéarbetet
utgdr ifréin det behov som organisationen har och inkluderar, men begrénsas inte till:

> Arbetsmiljérond av den fysiska arbetsplatsen

> Medarbetar- och arvoderadesamtal dér arbetsmiljéfrégor inkluderas

> Aterkommande diskussioner p& personalméten och ledningsréd

>  Genomgdng av checklista for arbetsmiljé hos Goéta studentkér till all ny personal
och personer pé heltidarpositioner

> Att olyckor och tilloud rapporteras sé att &tgérder kan vidtas

> Endrlig enkéit om den fysiska, psykosociala samt den organisatoriska arbetsmiljon

> Uppfoéljning av frénvarostatistik

> Mojlighet till att genomféra genomgdngar av ergonomi pé arbetsplatsen

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
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> Arlig uppféljning av det systematiska arbetsmiljparbetet

Hur policyn uppnés

Samtliga personer pé heltidarpositioner och personal har ett gemensamt ansvar for att
arbetsmiljépolicyn féljs. Det huvudsakliga koordinerande arbetet tillfaller dock
kérledningen, som ska sdkerstdlla att ingen punkt i policyn gléms bort eller nedprioriteras.

Eftersom Gota studentkdrs heltidarpositioner ér spridda pé olika arbetsplatser ér det ocksd
viktigt att se till att arbetsmiljén ér god pd samtliga kontor.

Det dr viktigt att det finns ett 6ppet klimat p& Géta studentkér dér samtliga personer pd
heltidarpositioner samt personal kéinner sig trygga att pdipeka brister i arbetsmiljon utan
att det péverkar negativt.

Om policyn
Gota studentkérs arbetsmiljopolicy samverkar med Goéta studentkérs Heltidarpolicy,
Likabehandlingspolicy samt Personalpolicy.

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
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§ 4.3 Proposition: Policy fér hantering personuppgifter
Kérstyrelsemote 7
2020/21, 210115

Forfattare: Kdrstyrelsen
Datum 2021-01-15

8§ 4.3 Proposition: Policy for
hantering av personuppgifter

Medlemsansvarig: Anneli Arohlén har, med support fréin arbetsgruppen for styrdokument,
tagit fram en ny policy fér hantering av personuppgifter. Den tidigare policyn var hastigt
férfattad och inte fullvérdig. Det nya férslaget ar genomténkt och med tydlig koppling till
den lagstiftning som finns angéende hanteringen av personuppgifter for en organisation
som Goéta studentkdr.

Forslag till beslut
att anta "Goéta studentkdrs policy for hantering av personuppgifter” i sin helhet.
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Typ av styrdokument: Policy
Antagen av: Gota studentkérs presidium, 2018-05-23
Senast reviderad: -

Gota studentkars policy for
hantering av personuppgifter

All behandling av personuppgifter mdste uppfylla de grundiéiggande principer som anges
i dataskyddsférordningen (The general data protection regulation - GDPR). Principerna
innebdr bland annat att personuppgifter bara fér samlas in fér berattigade éndamél och
att méngden uppgifter ska begrénsas till vad som ér ndédvéandigt for dndamdlet. For att fé
behandla personuppgifter méste man alltid ha ett stéd i dataskyddsférordningen, en sé
kallad rattslig grund. Exempelvis kan den rattsliga grunden anvéndas for
personuppgiftsbehandling om denne ér nédvéandig fér att man ska kunna uppfylla avtal
om medlemskap med medlemmiar.

Gota studentkér behandlar alltid inhémtade personuppgifter som medlemmar och évriga
intressenter anfértror Géta studentkdr pd ett varsamt och ansvarsfullt sétt. All behandling
av personuppgifter utférs pd ett sétt som ar férenlig med dataskyddsférordningen,
exempelvis genom att ha ett tydligt syfte fér insamling av personuppgifter samt att
uppgifterna férvaras pé ett séidant sétt som minimerar risken for intréng i enskild medlems
personliga integritet.

Insamling och hantering av personuppgifter

Insamling av personuppgifter ska alltid direkt eller indirekt underlétta servicen for Géta
studentk&rs medlemmar, samarbetet med Géteborgs universitet och/eller férbattra
organisationens administration. Personuppgifterna fér inte senare behandlas pd ett saitt
som ar oférenligt med dessa édndamdél och inte heller sparas léingre én nédvandigt. De i
organisationen som behandlar personuppgifter ska kunna visa att principerna efterfoljs.
Vidare ska den del av Géta studentkérs organisation som behandlar personuppgifter
ansvara fér och kunna visa att man féljer bestédmmelserna i dataskyddsférordningen och
att tydliga rutiner fér hantering av insamlade personuppgifter finns i organisationen.
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I enlighet med dataskyddsférordningen ér Géta studentkdér ansvariga for att de
personuppgifter som samlas in:

> arfor sarskilda, uttryckliga och berattigade dndamdil
> d&radekvata, relevanta och inte fér omfattande.

> &r korrekta och uppdaterade

> inte férvaras lédngre én nddvéndigt

> behandlas pd ett sdkert satt.

Samtycke fér behandling av personuppgifter

Samtycke innebdr att den registrerade Idmnar sitt samtycke till att dennes
personuppgifter behandlas for ett eller flera specifika dndamdél. Samtycke ska alltid vara
frivilligt och ska kunna &terkallas lika latt som det gavs.

De uppgifter som Goéta studentkdr registrerar har antingen sjélvmant ldmnats av en
student i medlemskapssyfte eller samlats in genom krypterade uppgifter fréin de delar av
universitetet dér Goéta studentkdr innehar kérstatus. Dessa uppgifter behandlas av vart
avtalade medlemssystem, Stiftelsen Géteborgs Studentbostéder (SGS), Stiftelsen Chalmers
studentbostéder, Fysiken AB, Mecenat AB och Tidningsféreningen Gétheborgske Spionen i
skriftliga avtal dér skyddandet av information mellan parterna ingér. Personuppgifterna
sparas endast i den utstréckning som ar nédvéndig fér att Géta studentkdr ska kunna
arbeta och verka i enlighet med sin lagstadgade rétt som studentkér.

Andamadil och laglig grund fér behandling av personuppgifter

Gota studentkér kommer att behandla de personuppgifter registreras i syfte att férse
medlemmar med information om Géta studentkdrs verksamhet och tjéinster som Géta
studentkér erbjuder, samt for uppfdljning av Géta studentkérs verksamhet som kan vara
av intresse fér medlemmar. Géta studentkér kommer éven att anvénda uppgifterna fér att
marknadsféra Géta studentkdr till enskild medlem. Personuppgifter i medlemssystemet ér
endast tillgéangliga foér fortroendevalda heltidare samt tjdnstemdan inom organisationen,
om inte kérstyrelsen beslutar som sdrskild behoérighet.

Go6ta studentkdr kan exempelvis samla in och behandla personuppgifter for att:
> En student ska kunna bli och vara medlem hos oss
> Fullfélja vért lagstadgade syfte att representera studenter genom att tillsétta
studentrepresentanter
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> Tillsatta fértroendevalda inom organisationen, exempelvis heltidare, representanter
i fullmdktige samt ledaméter i styrelser

> Administrera véra féreningar, kommittéer och utskott samt bevilja utbetalning av
dskningar och verksamhetsbidrag

> Tillhandahdélla méjlighet for lokalbokningar

Gota studentkér behodver ocksé behandla personuppgifter for att kunna uppfylla véra
skyldigheter enligt lag, annan férfattning eller myndighetsbeslut. Det kan till exempel vara
fér att uppfylla kraven enligt bokféringslagstiftning. Organisationen har rétt att behandla
personuppgifter vid ett berdttigat intresse, det kan exempelvis réra sig om
medlemsundersékningar for att forbattra eller foréndra vért utbud av evenemang eller
medlemsférmdner. Goéta studentkér kan éven anvénda dina personuppgifter for att skicka
dig nyhetsbrev eller annan direkt marknadsféring.

Lagring av personuppgifter
Gota studentkdr lagrar inte personuppgifter léingre én nédvéndigt med héansyn till
andamadlet fér behandlingen. Gallring av personuppgifter genomférs regelbundet.

> Personuppgifter om student som ej varit medlem i studentkéren sparas i 2 &r efter
att personen slutat vara registrerad student

> Personuppgifter som lémnas i samband med anmdlan till evenemang och
aktiviteter raderas ndr evenemanget respektive aktiviteten har genomforts

> Personuppgifter som harrér frén inaktiva féreningar, kommittéer och utskott
raderas efter 2 &r av inaktivitet

| vissa fall méste Gota studentkdr spara uppgifterna en léngre tid én vad som annars
skulle ha gjorts p& grund av lagstiftning. Det kan till exempel vara fér att uppfylla reglerna
avseende bokféringsskyldighet (sju dr).

> Personuppgifter om medlemskap sparas sé Iéinge en person fortsétter vara
medlem. Dérefter sparas krypterade personuppgifter kopplade till medlems
inbetalningar i 7 &r som féljd av bokféringslagen.

Medlemmars réttigheter

Det ska alltid vara tydligt fér en student nér den tecknar medlemskap i Géta studentkér
vilka parter som kan ta del av den information som uppges i samband med registrering av
medlemskap, béde nér medlemskap tecknas digitalt, eller ges med muntligt godkénnande
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vid fysiskt méte. Enligt Dataskyddsférordningen har man alltid rétt till kontroll dver sina
personuppgifter och att f& information om hur de behandlas.

En enskild medlem i G6ta studentkar har ratt att:
> Fétillgéng till sina personuppgifter
> Fé&felaktiga personuppgifter réttade
> Fé& sina personuppgifter raderade om de inte léngre ér nédvéndiga
> Fd& veta hur lange personuppgifterna kommer att lagras
> Lamna in klagomdil till Dataskyddsinspektionen

Uppgift av allmént intresse

Genom bestéimmelser i hdgskolelagen och studentkdrsférordningen ér det i svensk ratt
faststallt att studentkdrerna vid statliga universitet och hégskolor bedriver verksamhet
som dr en uppgift av allmént intresse. Den behandling av personuppgifter som ér
ndédvandig for att utéva verksamhet kan déirmed ske med stéd av den rattsliga grunden
uppgift av allmént intresse i artikel 6.1 e i EU:s dataskyddsférordning. Studentkdrer kan éven
anvdnda sig av den réttsliga grunden samtycke i artikel 6.1 a i dataskyddsférordningen for
sin personuppgiftsbehandling.

Lagstod for nédvandighet mdste finnas for det uppgifter Géta studentkér efterfrégar av
sina medlemmair tillika delar med sig av med avtalade externa parter. Missbruk av
personuppgifter ska utredas skyndsamt av kérstyrelsen och/eller s& snart som majligt
polisanmadlas.
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§ 4.4 Motion: Fullmaktige ska inte vara konkreta
Kérstyrelsemote 7 O
2020/21, 210115

Forfattare: Axel Andersson
Datum 2020-12-07

§ 4.4 Motion: Fullmdaktige ska inte
vara konkreta

Idag sé beslutar konstituerande fullméktige om kommande verksamhetsérs
verksamhetsplan varpé kérstyrelsen under hést och sommar sedan konkretiserar dennai.
Alltsé skapar konkreta uppgifter och en handlingsplan om hur man ska né upp till
verksamhetsplanens mdl. Detta ér ingenting som Goéta studentkérs fullméktige bor léigga
sig i d& FUM inte ska bestédmma i detaljnivé i den dagliga verksamheten. Att fatta tvé beslut
i samma fullmaéktige @r ocksé underligt och darfér bér detta inte goéras. | dagens stadga
stér det dock under kapitel 5, Kérstyrelsen, paragraf 4 uppgifter;

- TInnan héstterminens férsta fullméktigeméte till fullméktige Iémna férslag pd
konkretiserad verksamhetsplan. Konkretiserad verksamhetsplan ska ha sin
utgdngspunkt i den verksamhetsplan som antas av konstituerande fullmdéktige”

Darfér anser jag att detta boér éindras till att fullmdktige endast fér den konkretiserade
verksamhetsplanen rapporterad till sig foér att ge mer insyn i organisationens styrning och
ledning. Det ké&nns éven orimligt att skriva en sé& hdrd deadline i stadgan dé det kan varier
mycket hur stor en verksamhetsplan kan vara och styrelsen bér kunna ta eget ansvar att
konkretisera denna. Om éndé inte FUM ska besluta om den behévs inte heller en deadline i
stadgan.

Férslag till beslut
Att i stadgan éndra meningen i paragraf § 5:4 frén:

Innan héstterminens forsta fullmdéktigeméte till fullmaktige lédmna forslag pé konkretiserad
verksamhetsplan. Konkretiserad verksamhetsplan ska ha sin utgéingspunkt i den

verksamhetsplan som antas av konstituerande fullméktige”

Till:
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§ 4.4 Motion: Fullmaktige ska inte vara konkreta
Kérstyrelsemote 7 O
2020/21, 210115

"Konkretisera den antagna verksamhetsplanen samt rapportera dennai till fullméktige.
Konkretiserad verksamhetsplan ska ha sin utgéingspunkt i den verksamhetsplan som antas
av konstituerande fullméktige”
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§ 4.5 Arvoderingar for heltidare med studentrepresentantsuppdrag
Styrelsemote 7 O
2020/21, 21015

Foérfattare: Sandra Magnusson
Datum 2021-01-07

§ 4.5 Arvoderingar for heltidare med
studentrepresentantsuppdrag

Frégan gdallande arvoderingar for heltidare med studentrepresentantuppdrag har
diskuterats flera géinger i olika sammanhang. Detta utan att vi har kunnat enas om ett
forslag till beslut som i princip alla i gruppen har kunnat sté bakom. Diskussionerna som
redan férts har varit laddade och har létt blivit personlig pd olika sétt. Vi har ocksé sett att
diskussionerna har lett till olika mycket frustration hos flera av oss, vilket har gjort att dessa
inte alltid har kunnat héllas sakliga.

Beslutet handlar i huvudsak om négot som kan hérledas till att man som enskild person far
egen vinning, genom ekonomiska medel, vilket gor att frdgan inte bér tas i kérstyrelsen
overhuvudtaget. Vii presidiet anser att detta ér en friga som behdver stétas och blétas
mer, men tror samtidigt att denna grupp inte ér mest lmpade att fatta beslutet
angdende detta drende. Aven fast vi har kunnat hdlla en relativt god ton under
diskussionerna kring édrendet har vi i presidiet under denna period reflekterat dver huruvida
kérstyrelsen verkligen ska fatta beslut om sina egna arvoden éverhuvudtaget. Detta dels
pd& grund av den nya organiseringen av kdrstyrelsen, som innebdr att endast heltidare
ingdr i denna och darfér éven pd grund av hur beslutet kan komma att péiverka hur vi
arbetar tillsammans som grupp efter att beslutet har fattats.

Med anledning av detta anser presidiet dérmed att frédgan bér lyftas frén kdrstyrelsen och
istdllet diskuteras och beslutas om i fullmdktige istdllet.

Férslag till beslut:
att skicka frégan angdende hur arvoderingar fér heltidare med
studentrepresentantsuppdrag ska hanteras inom Goéta studentkdér till fullméktige.
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§ 5.1 Aktietdigandet i GFS/GSF
Styrelsemote X
20XX/XX, 20XXXX

Forfattare: Erika Darljung, i dialog med GFS-representanter
Datum 2020-12-07

§ 5.1 Aktieéigandet i GFS/GSF

Bakgrund

Goéta studentkdr ar medlem i GFS (Géteborgs férenade studentkdrer) som i sin tur idag
ager samtliga aktier (1000 st) | GSF (Géteborgs studenters féretagsgrupp). GSF ér sedan
koncernbolag med Fysiken Friskvérd i Géteborg AB och Akademihdlsan i Géteborg AB som
dotterbolag.

Bolagen har alltsé styrts av en bolagsstyrelse i GSF med en styrelseordférande (och en
styrelse bestdende av bade studenter och externa féretréidare) och en anstdélld VD, ibland
har det varit en ordférande och en VD, i dagsléget ér det samma person. Men som
aktiedigare har ju GFS och kérerna egentligen behdvt ge bolaget GSF riktlinjer och direktiv
hur bolaget ska skétas. Detta har déremot kérerna varit valdigt déliga pé. Géta, Konst och
SAKS har varit déliga pd det fér att vi generellt inte férstéir hur det funkar. Chalmers och
Handels ursdkt ér troligen att de har egna bolagsgrupper som de lagt mer energi pd.

Detta har nu gjort att bolagen ér lite ddligt skétta. Férutom att GSF éiger bolagen sé ager
man ocksd en fastighet pé@ Gibraltargatan (éven kallat Kaserntorget) och éven den
fastigheten dribehov av upprustning. Tyvarr har bolagen inte genererat den vinst som
hade behovts for att téicka det underhdill och kapitaltillskott som behdvs.

Fradgan angdende aktiedigandet gér Idngt tillbaka och flera, misslyckade, férsék har
tidigare gjorts for att komma pé en modell fér hur aktierna kan férdelas mellan kérerna
och samtidigt ge bolagen méjlighet att f& in kapital fér ovan nédmnda upprustning. David
Welander som dér kérordférande pé Chalmers studentkér har nyligen kommit pd idén att
GSF kan genomféra en nyemission. Det betyder att man skapar nya aktier som man séljer
for att pd sé vis fé& in pengar till bolaget. Det innebdr ocksé att de 1000 aktier som GFS ager
kommer finnas kvar. Men de kommer ju minska i vérde.

Rakningsférklaring:

> GFS dger 1000 aktier, vilket betyder 100 % av bolagets varde.
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> Om man genomfér en nyemission kommer GFS 1000 aktier endast vara vérda
kanske 10 % (en uppskattning, har egentligen ingen aning i detta lége) av bolagets
totala varde.

Det ska ocksé tilldggas att idag har varje kér en rést inom GFS, vilket betyder att vi éger 20
% av aktierna. Om en nyemission d& genomférs sé kommer de kérer som inte vdljer att
képa aktier att f& minskat inflytande éver vad som hénder med GSF. S& en férsta diskussion
har handlar om ifall karerna (var och en for sig tillen boérjan) ar okej med det. Sedan mdste
det bestédmmas om det ér tillréickligt manga kdrer som dr for idén (tre av k&rerna méste
tycka att en nyemission &r en bra idé fér att det ska kunna gé vidare).

| bifogat underlag kan ni dels se den presentation som David Welander skapade och
visade for GFS styrelse. Den visar en tanke om en nyemission i "Scenario 2" att exempelvis
Chalmers, HHGS och Géta skulle vara dem som vill delta i en nyemission (ingenting av det
vet vi med sdkerhet annu).

| den andra presentationen finns det underlag som VD tillika styrelseordférande Mikael
Gyllenhammar har skapat fér att visa pd i vilken omfattning pengar behévs. Som gér att
utlésa av den presentationen dr att det inte bara &r tal om en upprustning utan ocksé om
en expandering, och fréigan ér hur viktig den ér i relation till pengatillskottet. Det ér néigot
som behdéver funderas éver.

Den tredje bilagan ér en handlingsplan som GFS har bett en jurist skriva fér att vara séker
pd att vid en eventuell nyemission sé& kommer man goéra pd ratt sétt. | handlingsplanen
under punkt 3.1 ser ni ett antal punkter (a-e) dér det alltsé anges att mani ett I&ige kommer
behéva ange hur ménga aktier som nyemissionen ska handla om och vilket pris. |
dagsléget har viingen aning om vad det betyder, eller kommer bestd i. Men séklart
kommer vi ha inflytande éver frégan.

Vid ett diskussionsmote den 3 december som dgde rum med GFS styrelse fick vi en liten
tidsplan klar fér oss. Chalmers bolags VD och ordférande ville rota lite mer i
likviditetsplanen frén Mikael Gyllenhammair, Erika och Sandra ville gérna vara med i det, fér
se om vi blir inbjudna. Tanken &r sedan att David ska férsdka antingen att boka in ett
storméte dar beslutsfattare frén kdrerna fér delta for att férsté vad det handlar om,
alternativt kommer han ut till exempelvis fullméktigemoéten. Karerna férvéintas sedan fatta
beslut i maij, bolagsstémma skulle dé ske efter det.
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Gdllande vér férutsattning att gé med, eller alltsé ens évervaga att gé in med kapital, ar
foéljande: vi har, likt ni kanske hérde pd fullméktige och, som ni kéinner till en del pengar i
fonder idag. Pengar som vi egentligen inte dr i behov av. Men som vi séklart ska férvalta val,
det dr ju &indd studenternas pengar. Att gd in i detta dr ett alternativ. Vi ska dock vara
medvetna om att vi inte kommer fé tillbaka pengarna. Alltsé GSF drivs inte fér att generera
pengar till kédrerna, utan all vinst ska gé tillbaka in i bolaget. Alltsé ér det inte pengar vi
kommer fé& tillbaka. Men vid en eventuell konkurs eller om man bestdmmer att sélja
bolaget som bér vi kunna réikna med att fé tillbaka pengarna. Dédremot sé méste vii sé fall
tro pd att bolagen ér négot bra for véra medlemmar och véra studenter. Sedan handlar
det ju om hur stort inflytande vi kan f&. Om vi gér in med pengar (som ér en betydande del
for oss) och sedan éndé bara fér kanske 20 % av aktierna sé kommer vért inflytande inte
vara sé stort om ndgon av de andra kérerna éger éver 50 % exempelvis. Sé vi behdver
overvaga en del olika scenarier.

Scenarier att funder kring (de som vi har identifierat idag)

> Ska vi godkénna att en nyemission ska fé& géras?
> Omdet blir en nyemission, vill vi g& med och investera?
> Pd& vilka premisser ér det okej att investera?

Det gér sdklart inte att svara pd dessa fragor pd detta méte. Utan punkten dr till for att
gora er uppmdrksamma pé frégan, och bérja sétta er in i den féor den kommer behéva ta
lite plats i vér. Det finns férmodligen mer att berétta och vi gér gérna det pé plats, och
ocksé att ni fér tala om vad for information ni saknar fér att forsté sé att vi kan komma
med ny och bdéttre info till néista moéte.

Ytterligare underlag:

> GFS, GSF & aktier (Davids underlag)
> Styrelse GFS likvidplan (Mikaels underlag)
> Handlingsplanen + bilagor
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GFS, GSF & Aktier

2020-11-10 inledande mote

CHALMERS
¥ STUDENTKAR




» Karer medlemmar i GFS
* 1 representant per kar

 GFS ager GSF (100%)
1000 aktier

* GSF behover investering

* GFS ar en kapitalsvag agare

CHALMERS,
STUDENTKAR




Scenario |

e Aktier skiftas ut
* 0O kr eller symboliskt pris

»  GFS frikopplas fran GSF
» Aktiedgandet justeras mellan karer

* Investering sker genom nyemission

« Skapar akiiva och passiva agare
(exempel i bild)

» Formaner regleras genom aktieagaravtal

* Fragetecken:
«  Skatt vid dverlatelse
« Stadgar

CHALMERS,
STUDENTKAR




Scenario 2

* Nyemission till marknadspris
 De som vill investera koper
« Kapital till GSF
«  GFS rostratt blir utspadd till
minimum
« Skapar akiiva agare och GFS

som passiv agare (exempel i
bild)

* Formaner regleras genom
aktieagaravtal

* Fragetecken:
« Stadgar
» Prissattning

CHALMERS,
STUDENTKAR




Fortsatt arbete (tillagd

Kommentarer fran jurist:

* Nyemission ar smidigaste losningen, slipper kostnader for svar
skatteutredning

*  Konkret handlingsplan till styrelsemotet den 26e

Ja/nej efter férankring

* Framtidainvesteringar kan sakras med teckningsratter som
delas ut i samband med nyemissionen.

*  Fragor som kvarstar:

CHALMERS,
STUDENTKAR

Prissattning pa aktierna?

A/B-aktier for att sakra att GFS inte behover ta
nagra beslut?

Fordelning av aktierna mellan karerna?

En genomlasning av stadgan och eventuella
andringar.

20201113)

Fragor att forankra i respektive kar:

1. Aralla ok med att de aktiva besluten tas av aktie-majoriteten?
Formaner ska dock ges till alla aktieagare oavsett storlek.

2. Hurmycket ar karernavilliga att investera?
+ Om Ja pa fraga 1 ar detta en senare fraga.




GFS

GSFAB Koncernens investeringsplan
2020 November
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GSF- Resutlat prognos 2020/2021 — Pandemi effekt

Innan fas 2 och 3 avseende pandemin slog till, dvs prognos
gjort i augusti sa var bedémningen att vi skulle gora ett litet
negativt resultat. Nu har vi gjort en ny budget/prognos vilket
visar pa att om vi inte kan fa statliga stdd mm kommer
koncernen att behodva sin befintliga likviditet bara for att
"overleva”

Detta gor att behovet av agartillskott och banklan ar av
storsta vikt for att forbereda oss och bygga for det nya
normala och utveckla Fysiken och GSFAB.



GSF- Byggnaden pa Gibraltargatan

A.

Under 2019 gjordes en 5-arig underhallsplan

for byggnaden. Denna har nu kompletterats
med undersokningar av dranering vilket
visade sig vara undermalig, mm

Intresset for att utbka med Paddelbanor pa
baksidan har undersokts samt en preliminar
intakts samt kostnad

Det langsiktiga samarbetet med Chalmers
Studenthem att dels bygga ut "Fysiken” dels
komplettera med studentbostader har
pabdrjats.

A. Tidsplanen ar ca 5-7 ar.

B. Detta projekt har 3 faser. Tillstands-
,projekterings- och slutligen byggfasen

Denna del ar prioriterad och nodvandig att
genomfora enligt planen

Paddelbanor: Beslutet ligger hos agaren
vilken prioritering niva

Utbyggnad langsiktiga samarbetet:

A. Tillstandsfasen: innefattas i budget

B. Projekteringsfasen: Finansiering bor/skall
vara klart 2022

C. Byggfasen: Finansiering bor vara klar
under 2023



Likviditetsplan - Byggnaden pa Gibraltargatan

A. Den 5-ariga underhallsplanen A. Paddelbanor

investeringar ar A.  6-7 Mkr finansieras via

A. 2-2,5Mkr - 20/21 finansieras med A. Agartillskott eller

A. Banklan eller B. Banklan/Agartillskott

A. Utbyggnad av Fysiken & Studentbostader

B. Via agartillskott
med CSB

B. 1,5-2,5Mkr - 21/22 A. Tillstandsfasen ca 1,5-2 Mkr innefattas i budget

A. Via agartillskott B. Projekteringsfasen 6-8Mkr — 2022
C. 2,0-3,5Mkr - 2022-2025 A. Agartillskott ev. delvis banklan
A. Via agartillskott C. Byggfasen mycket svar att bedéma beroende

pa ambitionerna mm ca 45-60Mkr 2026-2028



GSF- Likviditetsplan - Summering

Onskat behov av agartillskott

2021 — 2,5MKr + 7Mkr Paddelbanor
2022 — 2,0Mkr + 3Mkr projektering Nya Fysiken
2023 — 3,0Mkr + S5Mkr projektering Nya Fysiken



Fysiken investeringsbehov

e IT uppdatering e Verksamheten behdver uppgraderas pa

o Vart ERP system vi nyttjar idag har ingen o  Gymmen byte av cyklar, maskiner, mm
service eller utveckling
o Klattringsdelen behodver rullande lyftas
o Bl-system for ledningen

o  Websidan ar undermalig

o  APP kommer att kravas for att forbattra
service och Ionsamheten



Fysiken investeringsbehov

e |T —utveckling och uppdatering e Verksamheten 15Mkr fran HT 2021 4-
Finansieras i normala fall inom budget 6MKr samt 2022 9-11MKr om det atergar
men p.g.a. Corona kravs nu agartillskott till nytt normalt

pa ca 4,0Mkr under 2021/2022

e Verksamheten 15Mkr fran sent 2022 {ill
2024 om vi inte aterhamtar oss fran
pandemin



Summering

Behovet av investeringar har hittills
anpassats efter intakterna.

Da pandemin nu paverkar Fysiken hart da
studenterna i mycket mindre grad ar villiga
att trana likt ovriga samhallet

Nu har vi kommit till punkten att vi trotts
pandemin behover uppgradera flera delar
samtidigt och det kommer att kravas
agartillskott 2021 tillsammans med
Banklan

Onskat behov av agartillskott
Moderbolaget /Byggnaden
2021 — 2,5Mkr + 7Mkr Paddelbanor

2022 — 2,0Mkr + 3Mkr projektering Nya Fysiken
2023 — 3,0Mkr + S5Mkr projektering Nya Fysiken

Fysiken
2021 — 6,0Mkr
2022 — 10Mkr

2023 —>10,0Mkr



Till:
Att:

Adress:

PM

WARKS

ADVOKATER

Chalmers Studentkar
Roger Nordman, VD
David Welander, Karordférande

Endast per e-post till roger.nordman@chalmersstudentkar.se samt
ko@chalmersstudentkar.se

Handlingsplan avseende nyemission i G6teborgs Studenters
Foretagsgrupp AB

1

11

1.2

1.3

1.4

Bakgrund

Goteborgs Forenade Studentkarer, org.nr 857200-4995 (GFS”), ar en ideell
forening vars medlemmar bestar av ett antal studentkarer i Géteborg. GFS éager
samtliga aktier i Goteborgs Studenters Foretagsgrupp AB, org.nr 556702-1133
(’Bolaget”), som i sin tur ager samtliga aktier i Fysiken Friskvard i Goteborg AB,
org.nr 556702-1141 (”Fysiken”).

Fysikens verksamhet bestar i att driva sporthallar, idrottsplatser och andra
sportanlaggningar, med det 6vergripande malet att bedriva friskvard och
motionsverksamhet i syfte att gagna Goteborgs Studenter.

Som framgar ovan ags Fysiken av Bolaget (gemensamt ”Koncernen’), som i sin tur
&gs av GFS. Koncernens verksamhet drivs inte i vinstsyfte men med ambitionen att
generera sadant Gverskott att man inte langsiktigt riskerar verksamheten.! Koncernen
har emellertid identifierat att det underhall och 6vriga investeringar som &r
nodvandiga for att pa lang sikt sékra Koncernens verksamhet innefattar investeringar
i storleksordningen som vésentligt éverskrider den av Koncernen genererade
vinsten. Med andra ord foreligger ett investeringsbehov i Koncernen som inte kan
tillgodoses pa annat vis an genom tillskott av kapital.

Medlemmarna i GFS har varierade majligheter och intresse av att tillskjuta medel till
Koncernens verksamhet varfor det i GFS styrelse forts ett antal diskussioner
betraffande alternativ for att pa ett ekonomisk effektivt och i Gvrigt &ndamalsenligt
vis tillata de medlemmar i GFS som sa dnskar att tillskjuta medel till Koncernen och
samtidigt erhalla storre inflytande avseende Koncernens verksamhet. Det noteras
harvid att GFS har till andamal att tillvarata och framja medlemskarernas och deras
medlemmars gemensamma intressen, framst vad avser studiesociala fragor samt att

1 Se forvaltningsberattelse i Bolagets arsredovisning avseende rakenskapsaret 2018-07-01-2019-06-30.
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representera medlemskarernas studenter.? Detta dandamal bedoms inte dventyras med
anledning av nyss namnda kapitaltillskott och det 6kande inflytande i fragor
gallande Koncernen som vissa medlemmars tecknande av aktier i Bolaget medfor
(se vidare om detta i den handlingsplan som redovisas i punkt 3 nedan jamte
rekommendationer om aktiedgaravtal avseende Bolaget i punkt 4 nedan).

Mot ovan angiven bakgrund har WERKS Advokater ("WERKS”) fatt i uppdrag av
Chalmers Studentkar att infor GFS styrelsemdte den 26 november 2020 uppratta en
handlingsplan avseende kapitaltillskott i verksamheten genom en s.k. riktad
nyemission i Bolaget till vilken samtliga medlemmar i GFS kommer inbjudas att
delta i. Genom den nyemission som hari foreslas kommer nya aktier emitteras i
Bolaget. Det innebér att de befintliga 1 000 aktierna i Bolaget kommer forbli i GFS
ago och de aktier som inom ramen for nyemissionen tillskapas kommer &gas av de
studentkarer vid hogskolorna i Géteborg som véljer att teckna sig for nya aktier.

Innebdrden av en nyemission

En nyemission &r ndr ett aktiebolag ger ut (emitterar) nya aktier. Det kan ske genom
att aktiebolaget erbjuder befintliga och/eller potentiella nya aktiedgare att teckna nya
aktier i foretaget. Syftet ar oftast att tillskjuta Bolaget kapital eftersom en
nyemission okar foretagets aktiekapital och kassa.

Den som tecknar sig for aktier betalar for de nya aktierna genom att erlagga en s.k.
teckningskurs (som rekommenderas av styrelsen men beslutas av bolagsstamman, se
punkt 3.1(c)). Harigenom okar aktiekapitalet genom att det tillskapas fler aktier
(dven om det nominella beloppet per aktie &r samma som tidigare). Det
overskjutande beloppet hamnar i 6verkursfonden, som kan anvéandas fér kommande
investeringar.

Vid en nyemission uppstar sa kallad utspadning, vilket betyder att en aktie efter en
nyemission representerar en mindre andel av bolaget &n fore emissionen. Bolagets
ursprungliga agare kommer alltsa att minska sitt procentuella innehav i bolaget,
savida inte den ursprungliga dgaren deltar i nyemissionen.

Handlingsplan — nyemission i Bolaget

Styrelsen i Bolaget tar fram ett forslag till beslut om en riktad nyemission av aktier. |
detta forslag ska nedan punkter (a)-(e) inga. Beslutet om att anta detta forslag fattas
pa ett styrelsemote. Ordforanden i styrelsen dr ansvarig for att kalla samtliga
ledamater till detta mote. Motet kan hallas fysiskt eller via en digital 16sning. Infor
detta mote ska styrelsen ocksa ta fram en redogorelse dver handelser av vasentlig

2 Se punkt 1 i stadgarna for GFS, antagen 2010-08-31, senast reviderad 2017-11-19.
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betydelse for Bolagets stéllning, vilka har intréffat efter det att den senaste
arsredovisningen lamnades. Denna redogorelse ska Bolagets revisor yttra sig over.

Styrelsens beslut ska ange:

(2) Det antal aktier som ska ges ut.

(b) Vilka som ska ha rétt att teckna nya aktier.
(c) Teckningskursen for aktierna.

(d) Hur man tecknar sig for aktierna.

Forslagsvis tecknar man sig genom att betala for aktierna. Pa sa vis behover
ni inte upprétta och administrera teckningslistor.

(e) Den tid inom vilken aktieteckning ska ske.

Vi foreslar att aktieteckning sker samma dag som stamman, alternativt de
narmaste dagarna darefter, sa att emissionen snabbt kan avslutas och
registreras hos Bolagsverket.

Efter styrelsemotet kallar styrelsen till en extra bolagsstdmma. Ovan namnda forslag
till beslut, redogorelsen och revisorns yttrande biléggs kallelsen. Kallelsetiden till
bolagsstamma i Bolaget &r tva veckor och kallelse skickas till aktieagarna via e-
post®. Aven bolagsstamman kan avhallas digitalt om det av kallelsen tydligt framgar
hur man deltar i motet.

Bolagsstamman avhalls och aktiedgarna fattar beslut om en riktad nyemission i
enlighet med styrelsens forslag.

Berdrda studentkarer tecknar sig/betalar darefter for de nyemitterade aktierna inom
den tid som framgar av styrelsens forslag.

Nér betalning for aktierna skett tas en anmalan till Bolagsverket fram och
undertecknas av en styrelseledamot i Bolaget. Tillsammans med en kopia av
stammoprotokollet och styrelsens forslag till beslut, skickas anmélan till
Bolagsverket for registrering. Bolagsverkets handlaggningstid for nyemissioner ar
for ndrvarande 16 arbetsdagar.

Styrelsen tillser att de nya aktierna infors i aktieboken.

WERKS kan bistd med upprattande av all nédvandig bolagsformalia och tillser att
arendet om nyemission blir registrerat hos Bolagsverket.

3 Se Bolagets Bolagsordning, antagen pa ordinarie bolagsstamma 2008-11-27.
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4 Aktiedgaravtal

4.1 Eftersom nyemissionen innebdr att det kommer finnas flera aktiedgare i Bolaget bor
det Overvagas att uppratta ett aktiedgaravtal avseende det gemensamma dgandet av
Bolaget.

4.2 Innehallet i ett sddant aktiedgaravtal bestams av parterna, dvs. aktiedgarna, men vi

bedomer att ett enklare avtal ar erforderligt. En aspekt som bér framga av
aktieagaravtalet ar att Bolagets aktier inte far overlatas till annan an GFS eller dess
medlemmar och att samtliga aktiedgare atar sig att sakerstalla att Koncerners
verksamhet bedrivs pa sadant vis att det 6vergripande malet — att bedriva friskvard
och motionsverksamhet i syfte att gagna Goteborgs studenter enlighet med GFS
stadgar — inte aventyras.

4.3 En ytterligare aspekt som med fordel kan regleras i ett aktiedgaravtal &r hanteringen
av ytterligare investeringsbehov som kan aktualiseras i nértid. Det kan ske genom att
det i aktiedgaravtalet faststalls under vilka omstandigheter och i vilken utstrackning
aktieagare i Bolaget har mojlighet att pakalla att ytterligare nyemissioner av aktier i
Bolaget ska beslutas. Aktiedgaravtalet kan ange samtliga villkor for sadana
ytterligare nyemissioner, dvs. samtliga beslutspunkter som ndmns i punkt 3.1 (a)-(e)
kan adresseras. Detta skulle vasentligt férenkla och tideffektivisera forloppet vid
kommande kapitalanskaffningar.

Goteborg den 25 november 2020

Natalie Back
Advokat
0733774112
natalie.back@werks.se

Bilagor

1. Arsredovisning Géteborgs Studenters Féretagsgrupp AB avseende rikenskapséret
2018-07-01-2019-06-30

2. Stadgar Géteborgs Forenade Studentkarer, antagna 2010-08-31, senast reviderade
2017-11-19

3. Bolagsordning, Géteborgs Studenters Foretagsgrupp AB, antagen pa ordinarie bolags-
stdmma 2008-11-27
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Goteborgs Studenters Foretagsgrupp AB
Org nr 556702-1133

Arsredovisning och koncernredovisning for rikenskapsaret 2018-07-01 -
2019-06-30

Styrelsen avger f6ljande arsredovisning och koncernredovisning.

Innehéll Sida
- forvaltningsberittelse 2
- koncernresultatrdkning 6
- koncernbalansrdkning 7
- kassaflédesanalys for koncernen 9
- moderbolagets resultatrikning 10
- moderbolagets balansridkning 11
- noter, gemensamma for moderbolag och koncern 13

Om inte annat sérskilt anges, redovisas alla belopp i kronor. Uppgifter inom parentes avser
foregaende ar.

Undertecknad styrelseledamot i Géteborgs Studenters Féretagsgrupp AB intygar hdrmed att
resultatrikningen och balansrikningen i arsredovisningen samt koncernresultatrikningen
och koncernbalansrikningen faststillts pa arsstimma den 2019-1/1’- /.

Arsstimman beslot att godkinna styrelsens forslag till vinstdisposition.”

Jag intygar ocksa att innehallet i arsredovisningen och revisionsberiittelsen stimmer
dverens med originalen.

den 2019-41- /.2
12

ikael W

Got
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Goéteborgs Studenters Foretagsgrupp AB 2(23)
556702-1133

Forvaltningsberittelse

Information om verksamheten

Koncernen

Koncernen bedriver friskvard och motionsverksamhet via sina fem motionsanlidggningar pa
Gibraltargatan 39, Kaserntorget 11, Elektroviigen 1, Lindholmspiren 3, Stora Avigen 1 och
Laxfiskeviigen 4. Vidare bedriver koncernen hilsovard samt fastighetsforvaltning. Overgripande for
alla delar &r att den frimst syftar till att gagna Goteborgs studenter. Ingen av verksamheterna drivs i
vinstsyfte men skall generera sddant verskott att man langsiktigt inte riskerar sin verksamhet.

Moderbolaget
Moderbolaget skall bedriva foretagsigande, fastighetsforvaltning och kapitalforvaltning i syfte att
gagna Goteborgs studenter.

Bolaget har sitt site i Goteborg.

Koncernstruktur

Goteborgs Studenters Foretagsgrupp AB dr heldgt dotterforetag till Géteborgs Forenade Studentkarer,
orgnr. 857000-4995. Bolaget dr ocksa moderbolag i en underkoncern och didrmed 100% #gare till
dotterbolagen:

Fysiken Friskvéard i Géteborg AB, org nr 556702-1141
Akademihilsan i Géteborg AB, org nr 556702-1893

Koncernredovisning upprittas frivilligt for underkoncernen da hela koncernen ej omfattas av de krav
som giller for att upprétta koncernredovisning pa grund av sin storlek.

AN
g //
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Goteborgs Studenters Foretagsgrupp AB 3(23)
556702-1133

Visentliga hiindelser under riikenskapsaret

Fysiken
Fysiken Klitterlabbet Partille etablerades i borjan av aret och startade upp sin verksamhet 2 Juli

2018. Lokalen &r pa 1400 kvm och erbjuder avancerad kléttring samt kléttring f6r nybotjare och barn.

Fysiken Klitterlabbet Sisjon etablerades i mitten av aret och startade upp sin verksamhet 1 December
2018. Lokalen #r pa 670 kvm och erbjuder boulderklittring.

Akademihélsan

Under aret genomférde Chalmers tekniska hgskola AB (Chalmers) en upphandling av
studenthélsovard. Upphandlingen avsdg studenthélsa vid Chalmers och Géteborgs universitet. I
upphandlingen har Chalmers varit ombud for Stiftelsen Chalmers tekniska hgskola och Goéteborgs
universitet.

Av tilldelningsbeslutet den 11 mars 2019 framgick det att Akademihélsan férlorade upphandlingen
till annan part.

Domen 6verklagades till Férvaltningsriitten till foljd av utvirderingsmodellen och Akademih&lsan
anser att utvirderingen strider mot LOU och de grundléggande upphandlingsrittsliga principerna.

Forvintad framtida utveckling

Satsningarna pé vara nya anlédggningar i Partille och Sisjon har i uppstartsskedet belastat resultatet for
aret. Etableringarna ses som langsiktiga och kommer att visa forbittrad 16nsamhet under kommande
ar.

D& Akademihélsan dnnu inte fatt besked avseende 6verklagan har Chalmers och GU férlédngt
befintliga avtal. Verksamheten kan fortgé fram till dess att utfallet #r klart. Ur bolagets perspektiv har
vi tva framtida végar. Det ena 4r att avveckla verksamheten i Akademihilsan om avtalen forloras,
vilket kan gbras pa ett ekonomiskt férsvarbart sétt. Det andra alternativet #r att bygga upp och
utveckla servicen pé nuvarande tjénster. .

Ve
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Goteborgs Studenters Foretagsgrupp AB 4(23)
556702-1133
Flerarsjimforelse
Koncernens ekonomiska utveckling i sammandrag.
2018/19  2017/18  2016/17  2015/16  2014/15
Nettoomsittning tkr 58 352 51 004 48 652 48 525 44 804
Resultat efter finansiella poster tkr -2 018 2 624 2 847 3174 1302
Balansomslutning tkr 52670 52 608 44 863 46 011 45 865
Antal anstéllda st 42 38 38 37 35
Soliditet % 44.0 47,2 50,5 45,0 39,7
Avkastning pa totalt kapital % neg 5,2 6,6 7.3 3,5
Avkastning pa eget kapital % neg 10.6 12,6 15,3 7.1
Nyckeltalsdefinitioner framgér av not 1
Forindring av eget kapital
Annat eget Totalt
Aktie-  kapital och eget
Koncernen kapital &rets resultat kapital
Eget kapital 2017-06-30 100 000 22 659 897 22 759 897
Arets resultat 2072363 _ 2072363
Eget kapital 2018-06-30 100 000 24 732260 24 832 260
Arets resultat -1660 892 -1 660 892
Eget kapital 2019-06-30 100000 23071368 23171368
Ovrigt Summa
Aktie- fritt eget eget
Moderbolaget kapital kapital kapital
Eget kapital 2018-06-30 100 000 6 009 114 6109 114
Arets resultat 9999 125 9999 125
Eget kapital 2019-06-30 100 000 16 008 239 16 108 239

A\
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Goteborgs Studenters Foretagsgrupp AB
556702-1133

Forslag till vinstdisposition
Till arsstimmans forfogande stér foljande vinstmedel:

Balanserade vinstmedel
Arets vinst

kronor
Styrelsen foreslar att vinstmedlen disponeras sa att
i ny rikning 6verfors

kronor

16 008 238

6009 114

9999 125

16 008 239

16 008 238

e
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Goteborgs Studenters Foretagsgrupp AB
556702-1133

Koncernresultatrikning

Nettoomsittning

Summa intikter

Rorelsens kostnader

Handelsvaror

Ovriga externa kostnader

Personalkostnader

Avskrivningar av materiella anldggningstillgangar
Summa rérelsens kostnader

Rorelseresultat

Rinteintikter
Rintekostnader

Resultat efter finansiella poster
Skatt pa arets resultat

Arets vinst

Not

2018-07-01
-2019-06-30

58351774
58351774
-2 458 860
-27 372 336
-24 553 043
-5786 475
-60 170 714
-1 818 940

217693
-416 346

-2 017 593
356 701

-1 660 892

6(23)

2017-07-01
-2018-06-30

51004 431
51 004 431
-1 934 301
-20 075 956
-21 823 399
-4 469 040
-48 302 696
2701 735

15224
-93 408

2 623 551
-551 188
2072363 .

S
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Goteborgs Studenters Foretagsgrupp AB
556702-1133

Koncernbalansrikning
Tillgangar

Anliiggningstillgangar
Materiella anldggningstillgdngar

Byggnader och mark
Byggnadsinventarier
Pagaende nyanldggningar
Inventarier

Datorer

Investering i annans fastighet

Finansiella anldggningstillgéngar

Uppskjutna skattefordringar

Summa anléiggningstillgangar

Omsiittningstillgangar
Kortfristiga fordringar

Varulager

Kundfordringar

Aktuella skattefordringar
Ovriga kortfristiga fordringar

Férutbetalda kostnader och upplupna intédkter

Kassa och bank

Summa omsiittningstillgangar

Summa tillgangar

Not

=B o WP, R SR

2019-06-30

25 405 400
175492

8 424 765
3441012
103 185
879 715

38 429 569

559 891

559 891

38 989 460

1 814 221
1122011
1413 155
1216 737
3143 350
9269 365
4 997 764

13707 238

52 696 698
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2018-06-30

26 550 813
879 373
7072 452
4 756 309
132 102
605 280

39996 329

551 662

551 662

40 547 991

710 783
939 899
715719
1 344 651
2 789 963

7 052 677
5 559 381

12 060 396
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Goteborgs Studenters Foretagsgrupp AB
556702-1133

Koncernbalansrikning Not
Eget kapital och skulder

Eget kapital

Aktiekapital

Annat eget kapital inklusive arets resultat

Eget kapital hanforligt till moderforetagets aktiesigare

Summa eget kapital

Avsiittningar

Avsiittning for uppskjuten skatteskuld 9
Langfristiga skulder

Skulder till kreditinstitut 10

Summa langfristiga skulder

Kortfristiga skulder

Skulder till kreditinstitut 10
Leverantorsskulder

Checkrikningskredit 11

Ovriga kortfristiga skulder
Upplupna kostnader och forutbetalda intékter

Summa skulder

Summa eget kapital och skulder

2019-06-30

100 000
23 071 367

23171 367

23 171 367

899 465

9 049 096

9 049 096

2186 652
4 522 532
555419
1275368
11 036 799

28 625 866

52 696 698

8(23)

2018-06-30

100 000
24 732 261

24 832 261

24 832 261

1250 144

6 535768
6535768
1 849 984
4 210 801
2 886618
1419493
9623318

26 525982

52 608387
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Goteborgs Studenters Foretagsgrupp AB
556702-1133

Kassaflodesanalys for koncernen

Den lépande verksamheten
Rorelseresultat fore finansiella poster
Avskrivningar

Erhallen rinta
Erlagd rénta
Betald inkomstskatt

Okning/minskning varulager

Okning/minskning kundfordringar
Okning/minskning vriga kortfristiga fordringar
Okning/minskning leverantérsskulder
Okning/minskning &vriga kortfristiga rorelseskulder

Kassafléde fran den lopande verksamheten

Investeringsverksamheten
Investeringar i materiella anldggningstillgangar

Kassaflode fran investeringsverksamheten
Finansieringsverksamheten

Upptagna lan

Amortering av skuld

Utnyttjande av checkridkningskredit

Kassaflode fran finansieringsverksamheten

Arets kassaflode
Likvida medel vid arets borjan

Likvida medel vid arets slut

2018-07-01
-2019-06-30

-1 818 940
5786 476

217 693
-416 346
-699 644

3069 239

-1 103 438
-182 112
-225 473
311731

1269 356

3139303

-4219 716

-4219716

4 700 000
-1 850 004
-2 331 200

518 796

-561 617

5559 381

4997 764
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2017-07-01
-2018-06-30

2701735
4469 010

15 224
-93 408
-883 124

6 209 437

50 485
-353 264
-1 051 139
2 804 257
2 485 904

10 145 680

-9 391 420

-9 391 420

2 000 000
-1433 337

566 663

1320923
4238 458

5559 381
/.\rj
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Moderbolagets resultatrikning

Nettoomsittning

Rérelsens kostnader
Ovriga externa kostnader

Avskrivningar av materiella anldggningstillgangar

Summa rorelsens kostnader
Rorelseresultat

Resultat fran finansiella poster
Resultat fran andelar i koncernforetag
Rénteintikter

Rintekostnader

Summa resultat fran finansiella poster

Resultat efter finansiella poster

Bokslutsdispositioner
Skatt pa arets resultat

Arets vinst

Not

12

13

2018-07-01
-2019-06-30

4 533 006
-1 674 326
-1 145 412
-2 819 738
1713 268
10 0600 000
147 576
-518 966
9628610

11341 878

-1 341 031
-1722

9999 125

4
o

10(23)

2017-07-01
-2018-06-30

4 533 002
-1 844 931
-1 134783
-2979 714

1 553 288

13 246
-391 696

-378 450
1 174 838

-295 000
-194 952

684 886
;“.‘9
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Moderbolagets balansriikning
Tillgangar

Anléggningstillgangar
Materiella anliggningstillgéngar

Byggnader
Inventarier

Finansiella anlidggningstillgangar

Andelar i koncernforetag
Summa anléiggningstillgangar

Omsiittningstillgangar
Kortfristiga fordringar

Aktuella skattefordringar
Ovriga kortfristiga fordringar
Fordringar hos koncernforetag

Forutbetalda kostnader och upplupna intikter

Kassa och bank

Summa omsiittningstillgangar

Summa tillgangar

Not

(O8]

14

11

2019-06-30

25 405 400
212 576

25617976

1 700 000

27317976

347 794
392

6 100 953
44 846

6 493 985
609

6 494 594

33812570

11(23)

2018-06-30

26 550 813

26 550 813

1 700 000

28 250 813

139 647
392
5048 189
47 062
5235290
609

5235 899

33486712
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Moderbolagets balansriikning
Eget kapital och skulder
Eget kapital

Bundet eget kapital

Aktiekapital

Fritt eget kapital

Balanserat resultat
Arets vinst

Summa eget kapital

Obeskattade reserver

Langfristiga skulder
Ovriga skulder till kreditinstitut
Skulder till koncernforetag

Summa langfristiga skulder

Kortfristiga skulder
Skulder till kreditinstitut
Leverantorsskulder
Checkrikningskredit
Ovriga kortfristiga skulder

Upplupna kostnader och forutbetalda intikter

Summa kortfristiga skulder

Summa eget kapital och skulder

Not 2019-06-30

100 000

6009 114

9999125

16 008 239

16 108 239

15 1715 000

10 9049 096

3791 790

12 840 886

10 2 186 652
81 858
11 555419
91218
233298

3148 445

33812570

12(23)

2018-06-30

100 000

5324 228
684 886

6009 114

6109114
1 940 969

6 535768
13 858 157

20 393 925

1 849 984
59 907
2 886618
125 683
120 512

5042 704

33486712 |
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Noter, gemensamma for moderbolag och koncern

Not 1 Redovisnings- och virderingsprinciper

Goteborgs Studenters Foretagsgrupp ABs arsredovisning och koncernredovisning har upprittats
enligt &rsredovisningslagen och Bokforingsnimndens allminna rdid BFNAR 2012:1 Ars- och
koncernredovisning (K3).

Redovisningsprinciperna dr ofordndrade i jimforelse med foregaende ar.

Koncernredovisning

Bolaget upprittar koncernredovisning. Uppgifter om koncernféretag finns i not 18. Dotterforetagen
inkluderas i koncernredovisningen fran och med den dag da det bestimmande inflytandet 6verférs till
koncernen. De exkluderas ur koncernredovisningen fran och med den dag dé det bestimmande
inflytandet upphor.

Koncernens bokslut dr upprittat enligt forvédrvsmetoden. Forvérvstidpunkten dr den tidpunkt da det
bestimmande inflytandet erhalls. Identifierbara tillgdngar och skulder vérderas inledningsvis till

verkliga virden vid férvérvstidpunkten. Mellanhavanden mellan koncernforetag elimineras i sin
helhet.

Intiikter

Forséljning av varor redovisas vid leverans av produkter till kunden, i enlighet med
forséljningsvillkoren. Forsiljningen redovisas efter avdrag fér moms och rabatter. Forsiljning av
tjanster redovisas i den period da tjéinsterna utfors. I koncernredovisningen elimineras koncernintern
forséljning.

Inkomstskatter

Redovisade inkomstskatter innefattar skatt som skall betalas eller erhéllas avseende aktuellt ar,
justeringar avseende tidigare ars aktuella skatt och foridndringar i uppskjuten skatt.

Virdering av samtliga skatteskulder/-fordringar sker till nominella belopp och gérs enligt de
skatteregler och skattesatser som &r beslutade eller som ir aviserade och med stor sidkerhet kommer
att faststillas.

I moderbolaget redovisas - pd grund av sambandet mellan redovisning och beskattning - den
uppskjutna skatteskulden pd obeskattade reserver, som en del av de obeskattade reserverna.

Materiella anléiggningstillgangar
Materiella anldggningstillgangar redovisas till anskaffningsvirde minskat med avskrivningar. I

anskaffningsvérdet ingar utgifter som direkt kan hénf6ras till forvirvet av tillgangen.

Nir en komponent i en anldggningstiligang byts ut, utrangeras eventuell kvarvarande del av den
gamla komponenten och den nya komponentens anskaftningsvirde aktiveras.

Tillkommande utgifter som avser tillgangar som inte delas upp i komponenter ldggs till
anskaffningsvérdet om de berdknas ge foretaget framtida ekonomiska fordelar, till den del tillgangens
prestanda Skar i forhallande till tillgdngens virde vid anskaffningstidpunkten .

Utgifter for l16pande reparation och underhall redovisas som kostnader.

I samband med fastighetsforvédrv bedéms om fastigheten vintas ge upphov till framtida kostnader for_

Q\
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rivning och aterstéllande av platsen. I sadana fall gérs en avsittning och anskaffningsvérdet 6kas med
samma belopp.

Realisationsvinst respektive realisationsforlust vid avyttring av en anlédggningstillgdng redovisas som
Ovrig rorelseintikt respektive Ovrig rorelsekostnad.

Materiella anldggningstillgangar skrivs av systematiskt dver tillgdngens bedomda nyttjandeperiod.
Nir tillgéngarnas avskrivningsbara belopp faststills, beaktas i forekommande fall tillgdngens
restvirde. Bolagets mark har obegrinsad nyttjandeperiod och skrivs inte av. Linjir
avskrivningsmetod anvénds for Svriga typer av materiella tillgangar.

Foljande avskrivningstider tillampas:

Byggnad
Stomme och grund 80 ar
Tak och fasad 40 ar
Installationer (el, rér, ventilation, hiss) 30 ar
Entré 30 ar
Duschar/omklddningsrum 20 ar
Inre ytskikt 15 ar
Inventarier 5éar
Byggnadsinventarier 5-10 &r
Datorer 3-5ar
[nvestering i annans fastighet 5 ar

Nedskrivningar av icke-finansiella tillgangar

Nir det finns en indikation pa att en tillgangs védrde minskat, gors en provning av
nedskrivningsbehov. Har tillgdngen ett dtervinningsvirde som &r ldgre &n det redovisade vérdet,
skrivs den ner till tervinningsvérdet.

Leasingavtal
Samtliga leasingavtal redovisas som hyresavtal (operationella leasingavtal). Leasingavgiften
kostnadsfors linjért 6ver leasingperioden.

Finansiella instrument

Finansiella instrument som redovisas i balansrdkningen inkluderar virdepapper, kundfordringar och
ovriga fordringar, kortfristiga placeringar, leverantdrsskulder, och laneskulder. Instrumenten
redovisas i balansrdkningen nér bolaget blir part i instrumentets avtalsméssiga villkor.

Finansiella tillgangar tas bort frdn balansridkningen nér ritten att erhalla kassafléden fran instrumentet
har 16pt ut eller 6verforts och koncernen har 6verfort i stort sett alla risker och forméner som &r
forknippade med dganderitten.

Finansiella skulder tas bort fran balansridkningen nér forpliktelserna har reglerats eller pa annat sitt

upphdrt. //‘/ &
M
\

n
u\mﬁgﬁ



2020610202027

Goteborgs Studenters Foretagsgrupp AB 15(23)
556702-1133

Kundfordringar och §vriga fordringar

Fordringar redovisas som omséttningstillgdngar med undantag for poster med forfallodag mer dn 12
manader efter balansdagen, vilka klassificeras som anldaggningstillgangar. Fordringar tas upp till det
belopp som férvintas bli inbetalt efter avdrag for individuellt bedomda osékra fordringar.

Laneskulder och leverantorsskulder

Laneskulder och leverantorsskulder redovisas initialt till anskaffningsvirde efter avdrag for
transaktionskostnader.

Ersittningar till anstillda
Kortfristiga ersittningar:

Kortfristiga erséttningar i koncernen utgérs av 16n, sociala avgifter, betald semester, betald
sjukfrdnvaro, sjukvard och bonus. Kortfristiga erséttningar redovisas som en kostnad och en skuld da
det finns en legal eller informell forpliktelse att betala ut en erséttning.

Pensioner:

Foretaget har endast avgiftsbestimda planer vilket innebir att foretaget betalar faststéllda avgifter till
ett annat féretag, normalt ett forsikringsforetag, och har inte ldngre nagon forpliktelse till den
anstéllde nér avgifterna dr betalda.

Kassaflodesanalys

Kassaflgdesanalysen upprittas enligt indirekt metod. Det redovisade kassaflédet omfattar endast
transaktioner som medfor in- eller utbetalningar.

Som likvida medel klassificeras kassa- och banktillgodohavanden.

Moderforetagets redovisnings- och virderingsprinciper
Samma redovisnings- och virderingsprinciper tillimpas i moderféretaget som i koncernen, férutom i
de fall som anges nedan.

Eget kapital
Eget kapital delas in i bundet och fritt kapital, i enlighet med ARLs indelning.

Obeskattade reserver
Obeskattade reserver redovisas med bruttobelopp i balansrikningen, inklusive den uppskjutna
skatteskuld som &r hinforlig till reserverna.

Bokslutsdispositioner

Férdndringar av obeskattade reserver redovisas som bokslutsdispositioner i resultatrikningen.
Koncernbidrag redovisas som bokslutsdispositioner. Koncernbidrag som limnas till ett dotterforetag
redovisas dock som en dkning av andelens redovisade virde.

Aktier och andelar i dotterforetag

Aktier och andelar i dotterféretag redovisas till anskaffningsvirde efter avdrag for eventuella
nedskrivningar. [ anskaffningsvirdet ingar kopeskillingen som erlagts for aktierna samt
forvirvskostnader. Eventuella kapitaltillskott och koncernbidrag lidggs till anskaffningsvérdet nér de
uppkommer. Utdelning fran dotterféretag redovisas som intékt. -

s

\\Wf




2020010202028

Goteborgs Studenters Foretagsgrupp AB 16(23)
556702-1133

Leasingavtal

Samtliga leasingavtal dir foretaget &r leasetagare redovisas som operationell leasing (hyresavtal),
oavsett om avtalen &r finansiella eller operationella. Leasingavgiften redovisas som en kostnad linjért
over leasingperioden.

Uthyrning av kontorslokaler klassificeras som operationell leasing. Leasingintikterna redovisas
linjdrt under leasingperioden.

Nyckeltalsdefinitioner

Soliditet

Eget kapital och obeskattade reserver (med avdrag for uppskjuten skatt) i forhallande till
balansomslutningen.

Avkastning p3 totalt kapital

Resultat fore avdrag for rintekostnader i forhallande till balansomslutningen.

Avkastning pa eget kapital

Resultat efter finansiella poster i forhdllande till eget kapital och obeskattade reserver (med avdrag
for uppskjuten skatt).

-

Not 2 Medelantalet anstillda
Koncernen
2018-07-01  2017-07-01
-2019-06-30 -2018-06-30
Medelantalet anstiillda 42 3

<
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Not 3 Byggnader och mark
Koncernen Moderbolaget
2018-07-01  2017-07-01 2018-07-01  2017-07-01
-2019-06-30 -2018-06-30  -2019-06-30 -2018-06-30
Ingdende anskaffningsvérden 35261906 34978979 35261906 34978 979
Inkdp - 282 927 - 282 927
Utgaende ackumulerade
anskaffningsvérden 35261906 35261906 35261906 35261906
Ingdende avskrivningar -8 711 094 -7 576 311 -8 711 094 -7 576 311
Arets avskrivningar -1 145412 -1 134783 -1145412  -1134783
Utgaende ackumulerade avskrivningar -9 856 506 -8 711 094 -9 856 506 -8 711 094
Utgaende restvirde enligt plan 25405400 26550812 25405400 26 550812
Not 4 Byggnadsinventarier
Koncernen
2018-07-01  2017-07-01
-2019-06-30 -2018-06-30
Ingéende anskaffningsvérden 7372 174 7372 174
Utgaende ackumulerade anskaffningsvirden 7372174 7372174
Ing&ende avskrivningar -6 492 801 -6 153 620
Arets avskrivningar -703 880 -339 181
Utgaende ackumulerade avskrivningar -7 196 681 -6 492 801
Utgaende restvirde enligt plan 175493 879 373
Not 5 Pagaende nyanliggningar
Koncernen Moderbolaget
2018-07-01  2017-07-01 2018-07-01  2017-07-01
-2019-06-30 -2018-06-30  -2019-06-30 -2018-06-30
Ingdende nedlagda kostnader 7072 452 - -

/‘7
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Under &ret nedlagda kostnader

Utgéende nedlagda kostnader

Not 6 Inventarier

Ingaende anskaffningsvirden
Ink6p

Utgaende ackumulerade
anskaffningsvirden

Ingadende avskrivningar
Arets avskrivningar

Utgaende ackumulerade avskrivningar

Utgéende restvirde enligt plan

18(23)
Koncernen Moderbolaget
2018-07-01  2017-07-01 2018-07-01  2017-07-01
-2019-06-30  -2018-06-30  -2019-06-30 -2018-06-30
1352313 7072 452 - -
8 424 765 7072 452 0 0
Koncernen Moderbolaget
2018-07-01  2017-07-01 2018-07-01  2017-07-01
-2019-06-30  -2018-06-30  -2019-06-30 -2018-06-30
18159998 16361 091 - -
2 049 945 1798 907 212 576 -
20209943 18159998 212576 0
-13403 689 -10980 177 - -
-3 365 242 -2423 512 - -
-16 768 931  -13 403 689 0 0
o
3441012 4756 309 212 576 Q/‘
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Not 7 Datorer

Ingaende anskaffningsvirden
Ink&p

Utgaende ackumulerade anskaffningsvérden

Ingéende avskrivningar
Avrets avskrivningar

Utgaende ackumulerade avskrivningar

Utgéende restvirde enligt plan

Not 8 Investering i annans fastighet

Ingdende anskaffningsvirden
Ink&p

Utgaende ackumulerade anskaffningsvédrden

Ingéende avskrivningar
Arets avskrivningar

Utgédende ackumulerade avskrivningar

Utgéende restvirde enligt plan

19(23)
Koncernen
2018-07-01 2017-07-01
-2019-06-30 -2018-06-30
1715448 1 695 309
35244 20139
1750 692 1715448
-1 583 346 -1520130
-64 161 -63 216
-1 647 507 -1 583 346
103 185 132 102
Koncernen

2018-07-01  2017-07-01
-2019-06-30 -2018-06-30
5258 082 5041 058
782 214 217 024
6 040 296 5258 082
-4 652 802 -4 144 454
-507 779 -508 348
-5 160 581 -4 652 802

879 715

605 280/0
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Not 9 Uppskjuten skatt

20(23)

Koncernen
2018-07-01  2017-07-01

-2019-06-30 -2018-06-30

Skillnaden mellan a ena sidan den inkomstskatt som har redovisats i resultatrikningen samt & andra
sidan den inkomstskatt som beldper sig pa verksamheten utgors av

Uppskjuten skattefordran pa temporira skillnader avseende
avskrivningar pa investeringar i annans fastighet

Uppskjuten skatt pa obeskattade reserver

Not 10 Langfristiga skulder

Langfristiga skulder som forfaller till
betalning senare dn fem ar efter
balansdagen:

Skulder till kreditinstitut

Summa

Not 11 Checkrikningskredit

Beviljat belopp pa checkrikningskredit
uppgér till

559 891 551 662
-811465  -1250 144
-251 574 -698 482
Koncernen Moderbolaget
2019-06-30  2018-06-30 2019-06-30  2018-06-30
2 349 980 - 2 349 980 -
2 349 980 0 2 349 980 0
Koncernen Moderbolaget
2019-06-30  2018-06-30 2019-06-30  2018-06-30
4 700 000 4 700 000 4 700 000 4 700 000
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Not 12 Resultat fran andelar i koncernforetag

Utdelningar

Summa

Not 13 Bokslutsdispositioner

Foréindring av periodiseringsfond
Lamnade koncernbidrag

Summa

Not 14 Andelar i koncernforetag

Ingaende anskaffningsvérden
Utgaende ackumulerat anskaffningsvérde

Utgéende redovisat vérde

Not 15 Obeskattade reserver

Periodiseringsfond avsatt vid bokslut 2013-06-30
Periodiseringsfond avsatt vid bokslut 2014-06-30
Periodiseringsfond avsatt vid bokslut 2015-06-30
Periodiseringsfond avsatt vid bokstut 2016-06-30
Periodiseringsfond avsatt vid bokslut 2017-06-30

21(23)
Moderbolaget
2018-07-01 2017-07-01
-2019-06-30 -2018-06-30
10 000 000 -
10 000 000 0
Moderbolaget
2018-07-01 2017-07-01
-2019-06-30 -2018-06-30
225 969 -295 000
-1 567 000 -
-1341 031 -295 000
Moderbolaget
2018-07-01 2017-07-01
-2019-06-30 -2018-06-30
1 700 000 1 700 000
1 700 000 1 700 000
1700 000 1.700 000
Moderbolaget
2019-06-30 2018-06-30
- 225969
165 000 165 000
485 000 485 000
350 000 350 000
420 000
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Moderbolaget

2019-06-30 2018-06-30
Periodiseringsfond avsatt vid bokslut 2018-06-30 295 000 295 000
Summa 1715 000 1 940 969
Not 16 Stillda sikerheter
Koncernen Moderbolaget

2019-06-30  2018-06-30 2019-06-30  2018-06-30

For egna avsiittningar och skulder

Avseende Skulder till kreditinstitut
Fastighetsinteckningar 20700 000 20 700 000 20700 000 20 700 000

Summa avseende egna skulder och >
avsittningar 20700 000 20 700 000 20700 000 20 700 000 /

4
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Not 17 Viisentliga hiindelser efter riikenskapsarets slut

Overklagan avslogs av Férvaltningsritten i September 2019. Akademihilsan har nu dverklagat
Forvaltningsrittens dom till Kammarritten.

Goteborg 2019-11- |9
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Revisionsberittelse
Till bolagsstdmman i G6teborgs Studenters Foretagsgrupp AB, org.nr 556702-1133

Rapport om arsredovisningen och koncernredovisningen

Uttalanden

Vi har utfort en revision av arsredovisningen och koncernredovisningen for Goteborgs Studenters Foretagsgrupp
AB for rakenskapséret 2018-07-01 — 2019-06-30.

Enligt var uppfatining har arsredovisningen och koncernredovisningen upprittats i enlighet med
arsredovisningslagen och ger en i alla vésentliga avseenden rittvisande bild av moderbolagets och koncernens
finansiella stiallning per den 30 juni 2019 och av dessas finansiella resuitat och koncernens kassafléde for aret
enligt &rsredovisningslagen. Férvaltningsberittelsen ar forenlig med arsredovisningens och
koncernredovisningens Gvriga delar.

Vi tillstyrker darfor att bolagsstdimman faststiller resultatrikningen och balansridkningen f6r moderbolaget och
koncernen.

Grund for uttalanden

Vi har utfort revisionen enligt International Standards on Auditing (ISA) och god revisionssed i Sverige. Vart
ansvar enligt dessa standarder beskrivs ndrmare i avsnittet Revisorns ansvar. Vi dr oberoende i forhallande till
moderbolaget och koncernen enligt god revisorssed i Sverige och har i 6vrigt fullgjort vart yrkesetiska ansvar
enligt dessa krav.

Vi anser att de revisionsbevis vi har inhdmtat ar tillrickliga och ndamalsenliga som grund for vara uttalanden.

Styrelsens ansvar

Det ir styrelsen som har ansvaret for att rsredovisningen och koncernredovisningen uppréttas och att de ger en
rittvisande bild enligt rsredovisningslagen. Styrelsen ansvarar dven for den interna kontroll som de beddmer ar
nodvindig for att upprétta en irsredovisning och koncernredovisning som inte innehéller nagra visentliga
felaktigheter, vare sig dessa beror pé oegentligheter eller misstag.

Vid upprittandet av &rsredovisningen och koncernredovisningen ansvarar styrelsen for bedémningen av bolagets
och koncernens forméga att fortséitta verksamheten. De upplyser, nér s dr tillimpligt, om forhéllanden som kan
paverka formégan att fortsatta verksamheten och att anvinda antagandet om fortsatt drift. Antagandet om
fortsatt drift tillimpas dock inte om styrelsen avser att likvidera bolaget, upphora med verksamheten eller inte har
négot realistiskt alternativ till att gbra nagot av detta.

Revisorns ansvar

Véra mél r att uppnd en rimlig grad av sikerhet om huruvida &rsredovisningen och koncernredovisningen som
helhet inte innehéller ndgra visentliga felaktigheter, vare sig dessa beror p oegentligheter eller misstag, och att
limna en revisionsberittelse som innehéller vira uttalanden. Rimlig sdkerhet 4r en hig grad av sdkerhet, men &r
ingen garanti for att en revision som utfors enligt ISA och god revisionssed i Sverige alltid kommer att uppticka
en visentlig felaktighet om en sidan finns. Felaktigheter kan uppsté pa grund av oegentligheter eller misstag och
anses vara vasentliga om de enskilt eller tillsammans rimligen kan frvantas piverka de ekonomiska beslut som
anvindare fattar med grund i rsredovisningen och koncernredovisningen.

En ytterligare beskrivning av vart ansvar for revisionen av arsredovisningen och koncernredovisningen finns pa
Revisorsinspektionens webbplats: www.revisorsinspektionen.se/revisornsansvar. Denna beskrivning &r en del av

revisionsberittelsen. //\7
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Rapport om andra krav enligt lagar och andra forfattningar

Uttalanden

Utdver var revision av arsredovisningen och koncernredovisningen har vi &ven utféit en revision av styrelsens och
verkstéllande direkt6rens férvalining f6r Goteborgs Studenters Foretagsgrupp AB {or rakenskapsaret
2018-07-01 — 2019-06-30 samt av forslaget till dispositioner betriffande bolagets vinst eller forlust.

Vi tillstyrker att bolagsstimman disponerar vinsten enligt forslaget i forvaltningsberittelsen och beviljar
styrelsens ledamoéter och verkstillande direktoren ansvarsfrihet for rakenskapséret.

Grund for uttalanden

Vi har utfort revisionen enligt god revisionssed i Sverige. Vart ansvar enligt denna beskrivs nirmare i avsnittet
Revisorns ansvar. Vi ar oberoende i forhéllande till moderbolaget och koncernen enligt god revisorssed i Sverige
och har i dvrigt fullgjort vért yrkesetiska ansvar enligt dessa krav.

Vi anser att de revisionsbevis vi har inhdmtat ar tillrfickliga och &ndamalsenliga som grund for vara utialanden.

Styrelsens ansvar

Det 4r styrelsen som har ansvaret for forslaget till dispositioner betréffande bolagets vinst eller forlust. Vid forslag
till utdelning innefattar detta bland annat en bedémning av om utdelningen &r forsvarlig med hansyn till de krav
som bolagets och koncernens verksamhetsart, omfattning och risker stiller pé storleken av moderbolagets och
koncernens egna kapital, konsolideringsbehov, likviditet och stillning i 6vrigt.

Styrelsen ansvarar for bolagets organisation och férvaltningen av bolagets angeléigenheter. Detta innefattar bland
annat att fortldpande bedéma bolagets och koncernens ekonomiska situation, och att tillse att bolagets
organisation 4dr utformad si att bokforingen, medelsférvaltningen och bolagets ekonomiska angelégenheter i
ovrigt kontrolleras pa ett betryggande sitt.

Revisorns ansvar

Vart mal betréffande revisionen av forvaltningen, och dirmed vart uttalande om ansvarsfrihet, dr att inhdmta
revisionsbevis for att med en rimlig grad av sikerhet kunna bedéma om nagon styrelseledamot i nagot vésentligt
avseende:

+ fOretagit ndgon atgird eller gjort sig skyldig till ndgon férsummelse som kan féranleda ersattningsskyldighet
mot bolaget

* pé ndgot annat sitt handlat i strid med aktiebolagslagen, &rsredovisningslagen eller bolagsordningen.

Véart mal betraffande revisionen av férslaget till dispositioner av bolagets vinst eller forlust, och ddrmed vart
uttalande om detta, 4r att med rimlig grad av sdkerhet beddma om forslaget &r forenligt med aktiebolagslagen.

Rimlig sikerhet 4r en hog grad av sdkerhet, men ingen garanti for att en revision som utférs enligt god
revisionssed i Sverige alltid kommer att uppticka atgarder eller forsummelser som kan foranleda
ersattningsskyldighet mot bolaget, eller att ett forslag till dispositioner av bolagets vinst eller forlust inte &r
forenligt med aktiebolagslagen.

En ytterligare beskrivning av vart ansvar {or revisionen av férvaltningen finns pa Revisorsinspektionens
webbplats: www.revisorsinspektionen.se/revisornsansvar. Denna beskrivning ar en del av revisionsberittelsen.

Goteborg den 3 december 2019
Ohrlings PricewaterhouseCoopers AB

.

Asa Onfelt
Auktoriserad revisor
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Stadgar Goteborgs Forenade Studentkarer

Organisationsnummer: 857200-4995

1 Andamal och uppgifter

11
Goteborgs Forenade Studentkarer (GES) har till dndamal:
att tillvarata och frimja medlemskarernas och deras medlemmars gemensamma
intressen, fraimst vad avser studiesociala fragor.
att representera medlemskarernas studenter, pa sitt som i denna stadga anges.

2 Sammansattning och medlemskap

21
GFS ir en intresse- och samarbetsorganisation f6r studentkarerna vid hégskolorna 1 Géteborg
och bestar av de i bilaga 4 uppraknade medlemskarerna. GFS har sitt site i Géteborg.

2.2

Medlemskap i GFS kan av GFES styrelse beviljas studentkarer vid hégskolorna i Géteborg, efter
skriftlig ans6kan till GFS styrelse. Definitionen av en medlemskar dr en studentkar som erlagt den
av styrelsen fastslagna avgiften f6r innevarande verksamhetsar.

2.3

Uttriade ur GFS sker efter skriftlig ansokan till GES styrelse. GES styrelse har att godkdnna
uttridet inom sex (6) manader efter ansékans inlimnande. Uttrdde ur GES trader 1 kraft efter
justering av styrelseprotokoll frin méte dir fragan behandlats.

24

Medlemskir som inte fullgjort sina aligganden gentemot GFES, eller pa annat sitt uppenbart
skadar de Ovriga medlemskarernas intressen, kan uteslutas ur organisationen. For att en
studentkar skall uteslutas ur GFS krivs ett styrelsebeslut med tva tredjedelats (2/3) majoritet.

3 Organisation

31

GFS organisation har féljande organ:
GFS styrelse
GFS presidium
Organ inrittade av GFS styrelse

Goteborgs Forenade Studentkarer | Kungsgatan 11 | 411 18 Géteborg
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3.2
Verksamhetsaret omfattar 1 juli till 30 juni.

33

GFS firma tecknas av GFS ordférande och en vice ordfoérande tillsammans, eller av styrelsen.

4 GFS styrelse

41
GFS styrelse dr GFS hogsta beslutande organ.

4.2
GFS styrelse bestir av GES presidium och en (1) ordinarie ledamot samt en (1) suppleant vardera
fran de 1 bilaga 4 uppriknade medlemskarerna.

43

GFS styrelse dr beslutsmassig nir minst hilften av dess inrapporterade ledamoter samt
ordfoérande eller en vice ordférande dr nirvarande. GIES styrelse tar beslut genom enkel majoritet
av narvarande ledaméter. Vid lika rostetal avgdr GES ordférande, om inte beslutet giller en
personfraga, da beslutet avgors genom lottning.

44

Styrelsens ledamoter och suppleanter samt GES presidium dger stindig nérvaro-, yttrande- och
forslagsritt pa styrelsemote. Rostritt tillkommer nirvarande ordinarie ledamot. Rostritt
tillkommer nirvarande suppleant endast i fall da ordinarie ledamot ej 4r narvarande. GFS
presidium har inte rostritt i GES styrelse. GES revisorer dger narvaro- och yttranderitt pa GFS
styrelsemote.

4.5

GFS styrelseledamots mandatperiod foljer dennes férordnande fran respektive medlemskar.

4.6

Per capsulam-beslut kan endast verkstillas om samtliga ledamoéter skriftligen bifallit beslutet.

4.7

GFS styrelse skall sammantrida minst dtta (8) ganger under verksamhetsaret.

Beslut om slutet mote kan fattas av styrelsen. Vid slutet moéte har enbart GES styrelse stindig ratt
att delta.

4.8
GFS styrelses arbete regleras i den arbetsordning som arligen fastslas av styrelsen.
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4.9

GFS presidium, styrelse eller revisor kan kalla till styrelseméte.

410
Protokoll skall féras vid GES styrelseméten. Protokoll skall justeras av motesordféranden och
ytterligare en (1) styrelseledamot inom en (1) manad efter motet.

411
Kallelse skall utsindas senast tva (2) veckor fére motet, foredragningslista och samtliga till métet
hérande handlingar skall utsdndas senast en (1) vecka fére métet.

412
Det dligger GFES styrelse allmint:
att uppritta riktlinjer f6r GFS verksambhet,

att behandla fragor, vilka innebar stillningstagande av principiell betydelse,
att faststilla instruktioner f6r organ inrittade av GES styrelse,

att uppritta verksamhetsberittelse efter avslutat verksamhetsir,

att granska de drsredovisningar det dligger GES att granska enligt bilaga 3,
att forritta val enligt bilaga 1 och 2.

Det aligger GFS styrelse under héstperioden:

att faststilla resultatrakning samt balansrikning avseende foregiende verksamhetsar,

att prova frigan om ansvarsfrihet f6r GES styrelse avseende féregiende
verksamhetsar,

att besluta om atgirder for 6ver- eller underskott fran foregiende verksamhetsar,

att besluta om atgirder utifran av revisorer limnad revisionsberittelse och
revisions-PM,

att vid behov faststilla reviderad budget f6r innevarande verksamhetsar,

att vid behov faststilla reviderad avgift f6r medlemskarerna for innevarande
verksamhetsar,

att fastsla arbetsordning f6r GFES styrelse, GFS presidium, GES valberedning och
GES fortroendevalda,

att vid behov revidera och faststilla GFS asiktsdokument,

att infér stimman behandla arsbokslut f6r GSF AB.

Det aligger GFES styrelse under varperioden:

att besluta om budget f6r nidstkommande verksamhetsar,

att faststilla verksamhetsplan f6r nastkommande verksamhetsar,

att besluta om avgift f6r medlemskarerna f6r nastkommande verksamhetsar,
att behandla drsbokslut f6r GES stiftelser.
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5 GFS presidium

51
GFS presidium bestar av en ordférande och en till tvé vice ordférande. D4 tva vice ordférande
finns skall en av dessa av styrelsen utses till forste vice ordférande.

5.2

GFS presidium ir styrelsens beredande och verkstillande del. Presidiet representerar GFS
organisation med stéd av resterande styrelse. GIS presidium utévar den operativa verksamheten
och leder GFS styrelseméten.

53

Presidiet ager ritt att avgora bradskande eller mindre betydelsefulla arenden och ansvarar for
vidtagna atgarder infor GFES styrelse. Styrelsen anger en ekonomisk grins utéver budget f6r vilka
beslut som presidiet kan fatta i en delegationsordning.

5.4
Vice ordforande trader vid ordforandes forfall in i dennes stalle. Finns tva vice ordforande trader
forste vice ordforande in.

5.5
GFS presidium har ej rostritt i GFS styrelse.

5.6

GFS presidiums arbete regleras 1 den arbetsordning som arligen fastslds av styrelsen.

6 Fortroendevalda

6.1

Fortroendevald dr varje person vald av GI'S styrelse. GES fértroendevalda har att representera
GFS asikter. De av GFS styrelse fortroendevalda (se bilaga 1 och 2) dtnjuter ett fortroende att
representera Goteborgs Forenade Studentkarer.

6.2
Arvoden till fortroendevalda inom GFS organisation faststills av GES styrelse.

6.3
Fortroendevald inom GFES kan entledigas pa egen begiran genom att inkomma med en skriftlig
begiran om detta. Entledigandet faststills av GES presidium.
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6.4

Fortroendevald inom GFS som inte fullgjort sina aligganden gentemot GES, eller pa annat sitt
uppenbart skadar GFS intressen, kan entledigas pa presidiets eller styrelsens begiran. For att
fortroendevald skall entledigas fran sin post krivs ett styrelsebeslut med tva tredjedelars (2/3)
majoritet.

7 Jav

71
Fortroendevald eller styrelseledamot far inte delta 1 handliggningen av friga om personen sjilv,
eller nirstaende fysisk eller juridisk person, kan vinta sirskild nytta eller skada av frigans utgang.

7.2
Fortroendevald eller styrelseledamot skall infor behandling av drende anmila férhallanden som
kan innebira jav. Motet avgor om jav foreligger.

7.3
Fortroendevald eller styrelseledamot som dr javig skall ej anses som nirvarande och skall limna
motet under aktuellt arendes behandlande.

8 Ekonomi

8.1
Faststillande av budget samt vid behov reviderad budget sker enligt § 4.12.

8.2

Avgifter fran varje kar utgar med visst belopp per verksamhetsar, som baseras pa antalet HST
(heltidsstuderande pa grundnivi, avancerad niva och doktorand omraknat till heltidsekvivalent)
inom karernas verksamhetsomraden. Se bilaga 5.

8.3

GFS styrelse faststiller organisationens fonder, samt pa vilket sitt de far anvindas.

9 Revision och ansvarsfrihet

9.1
GFS verksamhet granskas fortlopande av en ekonomisk- och en verksamhetsrevisor. For bada
revisorerna skall det finnas en personlig suppleant. Revisorerna utses av GES styrelse.

9.2
GFS ckonomiska revisor samt revisorssuppleant skall vara auktoriserad. Till revisor far ¢j viljas
sadan person vars verksamhet skall granskas.
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9.3

Det aligger revisorerna att senast den 30 oktober varje ar avsluta sin granskning av verksamheten
av foregaende verksamhetsar. Revisionsberittelsen skall tillsindas varje medlemskars hogst
verkstillande organ.

9.4
Frigan om ansvarsfrihet f6r GFS avgangna presidium avgors av GES sittande styrelse. Fragan om
ansvarsfrihet for 6vriga avgangna ledamoter i1 GES styrelse prévas av respektive medlemskar.

10 Styrdokument

10.1

GFS har foljande styrdokument:
Stadga
Arbetsordning
Asiktsdokument

10.2

Beslut om dndring av dessa stadgar fattas av GFES styrelse vid tvad olika sammantriden. Besluten

skall tas under tva pa varandra efterfoljande verksamhetsar. Om besluten att dndra dessa stadgar
ar tagna i enhillighet, inga roster emot, kan stadgarna dndras under innevarande verksamhetsar,

for detta krivs tva pa varandra efterféljande och enhilliga styrelseméten.

10.3

Beslut om édndring 1 bilaga fattas av GIES styrelse pa tva efter varandra f6ljande moten.

10.4

Forslag till andring av dessa stadgar kan vickas av GI'S presidium, GFES styrelseledamot,
medlemskar eller GFS revisorer var for sig. Andringsforslaget skall skriftligen inlimnas till GFS
styrelse som har att behandla forslaget pa narmast féljande sammantride.

10.5
Andringsforslag skall utsindas senast samtidigt med kallelsen till GFS styrelses sammantride.

10.6

Beslut om édndring i arbetsordning fattas av GES styrelse pa ett mote.

10.7
Beslut om dndring i asiktsdokumentet fattas av GFS styrelse med tva tredjedels (2/3) majoritet pa
ett mote.
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10.8
Vid tvist om tolkning av stadga skall tolkning utféras av tolkningsnimnd bestdende av GFS
verksamhetsrevisor, ordforande samt en av GFES styrelse utsedd representant.

10.9
Resultat av stadgetolkning skall finnas i stadgans bilaga 6.

11 Upplosning

111
Beslut om upplésning av GFS fattas av GFS styrelse med tre fjardedels (3/4) majoritet vid tvi
olika sammantridden. Besluten skall tas under tva pa varandra efterféljande verksamhetsir.

11.2
Blir beslut om upplosning slutgiltigt gillande skall GES tillgangar efter samtliga skulders gildande
térdelas mellan medlemskarerna i forhallande till deras senast inrapporterade medlemstal.

Goteborgs Forenade Studentkarer | Kungsgatan 11 | 411 18 Géteborg
www.gfs.se | info@gfs.se Sida 7 av 13



G F S Goteborgs Forenade Studentkdrer Antagen 2010-08-31

Senast reviderad 2017-11-19

Bilaga 1: Val tillintern post

Det aligger styrelsen:

att

att

att

att
att

vilja ordférande och vice ordforande for GES. Vid val av tva vice ordférande
skall en forste vice ordférande utses,

vilja en ekonomisk revisor samt en ekonomisk revisorssuppleant, att vilja en
verksamhetsrevisor samt en verksamhetsrevisorssuppleant,

vilja en samordnare f6r SUS-utbildningarna,

infor stimman vilja ledamoter till G6teborgs Studenters Foretagsgrupp AB,
infor stimman féresla ledamoéter till vriga bolag inom Géteborgs Studenters

Foretagsgrupp AB.
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Bilaga 2: Val till extern post

Det dligger styrelsen:

att
att

att
att

att
att

vilja tre ordinarie och tva suppleanter till SGS Studentbostiders styrelse,
vilja en ordinarie revisor och en revisorssuppleant till SGS Studentbostaders
styrelse.

vilja tre ordinarie och en suppleant till Folkuniversitetet Vists styrelse,

vilja en ordinarie revisor och en revisorssuppleant till Folkuniversitetet Vists
styrelse,

vilja tvd ordinarie och en ersittare till RISH styrelse,

vilja en ordinarie revisor och en revisorssuppleant till RISH styrelse.
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Bilaga 3: Arsredovisningar

Det dligger styrelsen:

att
att
att

att
att

granska SGS-studentbostiders arsredovisning,

granska Folkuniversitetet Vists arsredovisning,

granska Rotary International Student House Scholarship Fund (RISH)
arsredovisning,

granska Stiftelsen Vistgotastuderande i Goteborg,

granska och behandla fragan om ansvarsfrihet fér Goteborgs Studenters
Foretagsgrupp AB.

Goteborgs Forenade Studentkarer | Kungsgatan 11 | 411 18 Géteborg
www.gfs.se | info@gfs.se Sida 10 av 13



(€YY Giteborgs Férenade Studentkdrer Antagen 2010-08-31
Senast reviderad 2017-11-19

Bilaga 4: Medlemsmatrikel

Chalmers Studentkar (ChS)

Goéta studentkar (Gota)

Handelshogskolans 1 Goteborg Studentkar (HHGS)
Konstkiren (Konst)

Sahlgrenska akademins Studentkar (SAKS)
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Bilaga 5: Medlemskarernas avgifter
Medlemsavgiften baseras pa antalet heltidsstuderande pa grundniva, avancerad niva och

doktorand omriknat till heltidsekvivalent (nedan kallat HST) inom karernas
verksamhetsomraden.

Medlemsavgiften ir uppdelad pa tva terminsavgifter, dir varje terminsavgift beraknas pa
foregaende kalenderars antal HST inom respektive kars verksamhetsomrade.

For hostens terminsavgift skall féregaende kalenderars antal vara inrapporterat senast den 30
september och medlemsavgiften skall vara betald senast den 31 oktober.

For varens terminsavgift skall féregaende kalenderirs antal vara inrapporterat senast den 28
februari och medlemsavgiften skall vara betald senast den 31 mars.

GFS har ritt att fran varje medlemskar inkriva underlag f6r kontroll av antalet HST.

Goteborgs Forenade Studentkarer | Kungsgatan 11 | 411 18 Géteborg
www.gfs.se | info@gfs.se Sida 12 av 13



(€YY Giteborgs Férenade Studentkdrer Antagen 2010-08-31
Senast reviderad 2017-11-19

Bilaga 6: Resultat av stadgetolkning

2011-01-11 Styrelsebeslut rorande att driva en fraga av principiell karaktir tas med samma
kvalificerade majoritet som revidering av asiktsdokumentet, dvs 2/3 majoritet.

2012-12-07 §7.1 En kandidat till en post inom GFS organisation kan endast viljas om denne
behandlats av valberedningen och dé f6r den aktuella posten, se protokoll StyM 5 12/13.
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Goteborgs StuqRe § Foretagsgrupp

Bolagsordning
Goteborgs Studentkarers Foretagsgrupp AB

2011102506603

Org nr 556702-1133

§1 Firma
Bolagets firma ar Géteborgs Studentkarers Foretagsgrupp Aktiebolag.

§ 2 Styrelsens séte
Styrelsen ska ha sitt sate i Géteborgs kommun, Vastra Gotalands lan.

§ 3 Bolagets verksamhet
Bolaget ska bedriva féretagsagande och kapital — och fastighetsforvaltning i
syfte att gagna Goéteborgs Studenter, samt bedriva darmed férenlig
verksamhet. Bolaget drivs inte i vinstsyfte, men ska generera sadant
overskott att man langsiktigt inte riskerar sin verksamhet.

§ 4 Aktiekapital
Aktiekapitalet ska utgéra lagst 100.000 kronor och hdgst 400.000 kronor.

§ 5 Aktiebelopp
Antal aktier i bolaget ska uppga till Iagst 1000 st och hdgst 4000 st.

§ 6 Styrelsens sammanséttning

Styrelsen ska besta av 7 ledaméter med 0 till 2 suppleanter. 4 av
ledamoterna samt suppleanterna ska vara studenter (medlem i nagon av
Goteborgs studentkérer) och 6vriga externa. Ordféranden ska vara extern
och vice ordférande student. Ordférande och vice ordférande utses internt
inom styrelsen. Ledaméterna och suppleanterna véljes pa ordinarie
bolagsstamma fér en mandattid av tvéa ar. Haiften av ledamoterna ska véljas
udda ar och halften jamna ar.

§ 7 Revision
For granskning av bolagets arsredovisning jamte rakenskaperna samt
styrelsens och, i forekommande fall, verkstéllande direktorens forvaltning,
utses pa ordinarie arsstamma, for tiden intill slutet av ordinarie
bolagsstamma for 4:e rakenskapsaret, 1 till 2 revisorer, av vilka en ska vara
auktoriserad, samt 1 till 2 suppleanter fér dessa varav en ska vara
auktoriserad. Vid omval kan revisors mandattid séattas till 3 ar.
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Goteborgs Studentkérers Foretagsgrupp AB 2(4)

§ 8 Rakenskapsar
Bolagets rakenskapséar ska omfatta tiden 1 juli - 30 juni

§9 Arsstdmma

P4 ordinarie arsstamma ska féljande arenden férekomma till behandling:
Val av ordférande vid stamman.
Uppréattande och godk&nnande av réstiangd.
Val av en eller tva justeringspersoner.
Prévning av om stamman blivit behérigen sammankallad.
Framlaggande av arsredovisningen och revisionsberéttelsen.
Beslut

a) om faststéllelse av resultatrakningen och balansréakningen,

b) om faststéllelse av koncernresultatrékningen och
koncernbalansrakningen,

c) om dispositioner betraffande bolagets vinst eller forlust enligt den
faststallda balansrakningen,

d) om ansvarsfrihet at styrelseledaméterna och, i forekommande fall,
verkstallande direktor.

7 Faststallande av arvoden at styrelsen och revisorer.
8 Val av styrelseordférande
9 Val av styrelse samt revisor och revisorsuppleanter.

10 Annat drende som ankommer pa stamman enligt aktiebolagslagen eller
bolagsordningen.

DO AR WN -

Vid arsstamma far varje rostberattigad rosta for fulla antalet av denne &gda
och foretradda aktier utan begrénsning i réstetalet.

§ 10 Kallelser och meddelanden

Kallelse till arsstamma skall ske genom e-post tidigast fyra veckor och
senast tva veckor fére stamman. Meddelanden till aktiedgarna ska ske via e-

post.

§ 11 Firmateckning
Bolagets firma tecknas av styrelsen i sin helhet eller av ordférande, vice

ordférande och VD , tva i férening.
| enlighet med aktiebolagslagen tecknar VD firma i I6pande &renden.
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§ 12 Hembud
Har en aktie évergatt fran en aktiedgare tilt en person som inte &r aktieagare
i bolaget har évriga aktiedgare ratt att I6sa aktien. Losningsréatten ska kunna
utnyttjas dven fér ett mindre antal aktier an erbjudandet omfattar. Den nye
agaren av aktien ska genast skriftligen anmaéla évergangen till aktiebolagets
styrelse. Han ska ocksa visa pa vilket satt han har fatt &ganderatt till aktien.
N&r anmélan om en akties 6vergang har gjorts ska styrelsen genast
skriftligen meddela detta till varje I6sningsberéattigad vars postadress ar kand
for aktiebolaget. Styrelsen ska uppmana de I6sningsberattigade att skriftligen
framstalla 13sningsansprék hos aktiebolaget, senast inom tvéd manader
raknat frin anmalan hos styrelsen om dvergangen.

Féretrdde mellan flera I6sningsberéttigade

Anmaler sig fler &n en l8sningsberattigad ska samtliga aktier sa langt det ar
mojligt fordelas mellan de 16sningsberattigade i forhallande till deras tidigare
innehav av aktier i aktiebolaget. Aterstaende aktier fordelas genom lottning
av aktiebolagets styrelse eller, om nagon Iésningsberattigad begéar det, av
notarius publicus.

Lésenbelopp och betalning
Har en aktie som &r underkastad l6sningsratt dverlatits mot vederlag ska

l6senbeloppet motsvara vederlaget om inte sérskilda skél foranleder annat.
Losenbeloppet ska erlaggas inom en manad fran den tidpunkt [6senbeloppet
blev bestamt.

Tvist
Talan i en fraga om hembud maste véckas inom tvd manader fran den dag

da I6sningsanspraket framstélldes hos aktiebolaget.

§ 13 Forképsférbehall
Aktieagare som énskar dverlata alla eller del av sina aktier i bolaget och som
inte begart samtycke enligt nedan ska genom skriftlig anmélan hos bolagets
styrelse erbjuda 6vriga aktiedgare att kdpa aktien. Av anmalan ska framga
de villkor som galler for forkopet.

Erbjudandet om férkép kan bara utnyttjas for alla de aktier som erbjudandet
omfattar.

Nar aktie har anmalts till forkop ska styrelsen genast skriftigen meddela
detta till varje forkdpsberattigad med anmodan till den som énskar begagna
sig av forkopsratten att skriftigen framstélla forkopsansprak hos bolagets
styrelse inom tva manader, raknat frén anmélan hos styrelsen om
forkopserbjudandet.

Skulle flera férkdpsberattigade anmaéla sig, ska foretradesratten dem
emellan bestimmas genom lottning av bolagets styrelse eller, om nagon
forkopsberattigad begér det, av notarius publicus. Om flera aktier erbjudits
ska aktierna, sa langt det ar majligt, férdelas i proportion till tidigare innehav
mellan dem som framstallt forkdpsansprak.
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Talan i en fraga om forkdp maste vackas inom tva manader fran den dag da
den som ville utdva forképsratt anmalde detta till bolagets styrelse.

Aktie som forkops ska betalas inom en méanad fran den tidpunkt da priset
blev bestamt.

§ 14 Samtyckesforbehall
Overlatelse av aktie till ny dgare pa annan grund &n férkop enligt ovan far
ske endast efter samtycke. Den som avser att 6verlata aktie till annan
aktieagare i bolaget, eller till nagon som inte &r aktiedgare i bolaget, ska
genom skriftlig anmélan hos bolagets styrelse begéra bolagets samtycke till
dverlatelsen. Fragan om samtycke ska provas av styrelsen.

Samtycke kan bara ges for alla de aktier som begéran om samtycke avser.

Av ansokan ska framga vem den tilltankte férvarvaren ar och om éverlataren
vill att bolaget ska anvisa nagon annan forvarvare om samtycke vagras.
Overlataren ska ange samtliga villkor for Gverlatelsen i sin ansokan.

Inom tva manader fran behdérig ansékan om samtycke ska bolaget meddela

beslut
i fragan.

Aktieagare som &r missndjd med bolagets beslut att vagra eller ge samtycke
far vacka talan vid allman domstol inom en manad fran det att bolagets
beslut skickades till den aktiedgare som begart samtycke.

De aktier som overlatits till en av bolaget anvisad kdpare ska betalas inom
en manad fran den tidpunkt da priset pa aktierna blev bestamt.

Antagen pa ordinarie arsstdmma 2008-11-27.



§ 5.2 Atgarder relaterade till Covid-19
Kérstyrelsemote 7
2020/21, 210115

Forfattare: Kdrpolitisk sekreterare
Datum 2020-01-T1

§ 5.2 Atgdirder relaterade till
Covid-19

Gota studentkdr har tagit ett antal dtgdrder relaterade till Covid-19 séisom hemarbete,
férbud mot fysiska event, digital inspark och sé vidare.

Dd& det passerat en tid sedan beslut om dessa dtgdrder fattades s vore det [émpligt med
avstéimning, utvérdering och diskussion fér tiden som kommer.

> Hur ténker kdrstyrelsen angdende férléngda dtgdrder? Internt och externt?

> Hur fungerar samarbete och kommunikation med anknytande parter?

> Finns det néigon éatgdrd som hade underléttat for er eller andra inom
organisationen att bedriva sitt arbete/verksamhet?

> Hur kommunicerar kérstyrelsen informationen pé bésta sétt?

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar



§ 5.3 Halvérsavstadmning
Kérstyrelsemote 7
2020/21, 210115

Forfattare:

Datum 2020-01-08

Kérpolitisk sekreterare

§ 5.3 Halvarsavstamning

~Halva verksamhetsdret har passerat och det skulle vara ldmpligt att sammmanstélla en

oversikt 6ver hur det géir med mélen och hur fokus ska riktas under vérterminen.

Det vore bra om ni som ingdr i arbetsgrupper/réd som ansvarar helt eller delvis fér ett visst
konkretiserat mal férbereder en kort avrapportering om hur det gér, vad som behéver

arbetas vidare med och vilket stéd som ér nédvandigt under véren.

Nedan féljer férenkling av konkretiserad verksamhetsplan med utrymme for statusrapport.

111 Skapa ett strategiskt och valgrundat arbetssatt for

arbetet med utbildningskvalitet

Mal

Ansvarig

Status

> Slutféra arbetet med ta fram
"Standardiserat arbetssatt for
studentrepresentanter™
paketet

> Skapa en handbok for
tillséttande, administrering
och samordning av
studentrepresentanter

> Bevaka att
rapporteringssystem for
studentdrenden fardigstdills
av GUS

Utbildningsrédet

Utbildningsrédet

Representanter i GUS

Adress
Gétabergsgatan 17
411 34 Goteborg

Kontakt
031-708 44 40
info@gota.gu.se

Digitalt
gotastudentkar.se
@gotastudentkar




§ 5.3 Halvérsavstadmning
Kérstyrelsemote 7
2020/21, 210115

O

1.1.2. Oka studenternas kunskap om méjligheternastill

att paverka utbildningskvalitén

Mal

Ansvarig

Status

> Planera och genomféra en
kampanj med fokus pé
utbildningskvalitet (event)

> Genom GUS jobba for att
resultat av kursutvérderingar
ska tillgangliggéras for
studenter

> Utveckla anvéndandet av
Géta-, férenings- och
medlemsmejl for att férmedla
arbetet med
utbildningskvalitén.

Kommunikationsrddet
Eventansvarig

Representanter i GUS

Medlemsansvarig
Utbildningsrddet

1.1.4. Starka medvetenheten hos Géteborgs universitets

personal om vart uppdrag och var delaktighet i deras

verksamhet

Mal Ansvarig Status

> Ta fram en struktur for AG Natverk

nétverkstraffar mellan

universitet och Géta

studentkér.

> Planera in och genomféren | AG Nétverk

natverkstraff for vérterminen

och planera in ytterligare en

traff infér hostterminen.

> Utred hur Goéteborgs AG Natverk

universitet vill att Ipande
Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar




§ 5.3 Halvérsavstadmning
Kérstyrelsemote 7
2020/21, 210115

information ska ske mellan
Go6ta studentkdr och berdrda
parter vid universitetet.

> Utreda hur information och
direktiv relaterade till
studentkéren sprids neddt i
Goteborgs universitets
organisation.

> Driva fréga om att samtliga
fakultetsstyrelser dar Géta
studentkér ér representerade
ska ha en stédende punkt for
studentkdren vid sina moéten.

Utbildningsrddet

Sektionsordférande +
utbildningsrédet

2.3.2. Oka medvetenheten bland studenter om vad ett

engagemang i Gota studentkar ér och hur man

engagerar sig

Mal Ansvarig Status

> Tydliggdra méjligheterna féor | Kommunikationsrédet

engagemang i

kérpresentationer som hdéills

av Gota studentkdr.

> Utveckla kommunikationen Kommunikationsrédet

angdende engagemang i Medlemsansvarig

sociala medier och genom

mejlutskick.

> Skapa ett "Engagera dig™ Kommunikationrédet

formuldar till hemsidan.
Adress Kontakt Digitalt
Gétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar




§ 5.3 Halvérsavstadmning
Kérstyrelsemote 7
2020/21, 210115

2.3.3. Ge forutsdttningar for att ta tillvara pa

engagemanget dér det finns

Mal Ansvarig Status

> Ta fram en lathund for att Studiesociala rédet

starta en férening kopplad till

Gota studentkdr.

> Skapa en struktur for Studiesociala rédet

utbildningstillfallen fér hur en

student kan engagera sig i

Gota studentkdr och

genomfora ett sédant.

> Erbjuda studenter Sektionsordférande

mentorskap i féreningsarbete. | Eventansvarig

> Se till att material finns AG Styrdokument

tillgéingligt pé béde svenska

och engelska.

> Fortsatta arbetet med att Eventansvarig

anordna féreningskonferenser | Ekonomiansvarig

dar féreningarna utbildas i

olika teman.

oy ® o
Politisk paverkan

> Lagga en grund foér hur Géta | AG Politisk péiverkan

studentkér ska arbeta med

politisk péverkan.

> Skapa en struktur fér AG Politisk p&verkan

diskussion angéende

studentpolitiska frégor inom

organisationen.
Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar




§ 5.3 Halvérsavstadmning
Kérstyrelsemote 7
2020/21, 210115

> Aktivt bevaka aktuella
omréden som nédmns i Bilaga
1.

AG Politisk péiverkan

Adress
Gétabergsgatan 17
411 34 Goteborg

Kontakt
031-708 44 40
info@gota.gu.se

Digitalt
gotastudentkar.se
@gotastudentkar




|
o(D
Y4
=
C
D
O
-
=
n
©
g
20
@)

Gota studentkars
verksamhetsplan

2020/2021



GOTA STUDENTKARS VERKSAMHETSPLAN 20/21 | SIDA 1/10 o
Typ av styrdokument: Plan

Antagen av: Fullmdéktige
Senast reviderad: 2020-09-22

Gota studentkars
verksamhetsplan 2020/2021

Forord
I Vi méjliggor en studietid att minnas och sdkerstdller en utbildning att vara stolt éver.

Visionen &r organisationens slutliga mél, véirdegrunden vagleder sedan hur
organisationen ska vara i arbetet mot visionen. Verksamhetsstrategin ér sedan det
dokument som talar om vilka omréden som arbetet ska fokusera pé& det kommande dren
for att n& mot visionen. Verksamhetsplanen ér det dokument som beskriver vilka delprojekt
och omréden som fokus ska ligga pé just detta ar.

Ar 1 [ a2 | [ Ars Ar 4

VA 20/21 VA 21/22 VA 22/23 VA 23/24
+ Mélen i Mélen i Malen i
Organisations strategin strategin strategin
struktur
& foérandring ————
Férutséattningar fOr .
verksamhetsstrategi Verksamhetsstrategi
Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se

411 34 Goteborg info@gota.gu.se @gotastudentkar
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Verksamhetsdret 20/21 &r det férsta, av fyra, som kommer att arbeta med den antagna
verksamhetsstrategin. Strategin ger ett férslag om att férsta éret ska vara ett
tilldmpningsér dar férutsattningar skapas for det vidare arbetet. Utdver detta har ocksé ett
par mal ur planen valts ut fér pébérjande/genomférande. Mélen som vallts ut ér sédana
som anses vara ldmpliga att inleda arbetet med fér att Igga en god grund fér det
fyradriga arbetet med verksamhetsstrategin och mélen i denna. Urvalsprocessen har skett
genom dialog mellan heltidare, personal samt féregéiende heltidare.

For 6kad kontinuitet i organisationen har éiven mdil frén féregéende verksamhetsplan, som
inte helt fardigstallts, lyfts i denna verksamhetsplan. Detta i syfte att arbete som lagts pd
tidigare projekt inte ska gé foérlorat i och med skifte i verksamhetsér och dérmed
heltidargrupp.

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar
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Mal 1.1: Starkt studentinflytandestruktur och aktiv
studentmedverkan

Studenternas ratt till inflytande éver sin egna och framtida studenters utbildning och
studiesituation utgér Géta studentkdrrs grunduppdrag. En aktiv studentmedverkan i
utvecklingen av utbildningskvalitet ar férutséttningen for ett starkt studentinflytande.
Studenternas perspektiv och behov ska alltid prioriteras. Géta studentkér ska tillséitta
studentrepresentanter i alla forum ddér studenter ska vara representerade.

P& grund av rédande omvdarldssituation kéinns vért utbildningsuppdrag extra relevant. Vi
tror inte att maélen gér att genomféra inom ramen for ett verksamhetsér och émnar dérfoér
pdbdrja ett arbete som kan tas vidare under kommande ér.

Delmail Konkretisering Ansvarig
1.1.1. Skapa ett Vért framsta arbete med

strategiskt och utbildningskvalitet sker genom véra

valgrundat studentrepresentanter. Darfoér ér det av

arbetssatt for yttersta vikt att arbetet med och via

arbetet med studentrepresentanterna fungerar.

utbildningskvalitet | Arbetet med att standardisera detta
p&bdrjades under verksamhetsdret 19/20
och ska fortsdttas och sedan
implementeras under dret.

Konkreta mal

> Slutféra arbetet med ta fram Utbildningsrédet
"Standardiserat arbetssatt for

studentrepresentanter™paketet

> Skapa en handbok fér tillséttande, | Utbildningsréidet
administrering och samordning av
studentrepresentanter

> Bevaka att rapporteringssystem Representanter i GUS
fér studentdrenden fardigstdlls av
GUS
Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se

411 34 Goteborg info@gota.gu.se @gotastudentkar
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O

1.1.2. Oka
studenternas
kunskap om
mdijligheterna till
att péverka
utbildningskvalitén

For att synliggéra studenters mojlighet till
pdverkan samt att visa pd kdrens roll i
detta ska en kampanj genomféras med
fokus pé utbildningskvalitet. Kampanjen
ska stréicka sig 6ver alla véra kanaler
under en begrdénsad period. Utdver detta
ska Goéta jobba med att utveckla sin
mejlkommunikation relaterat till mdlet. Fér
att ytterligare synliggéra studenternas
péverkan vill vi att GUS ska driva frdgan
om att tillgéingliggéra resultat frén
kursutvdrderingar.

> Planera och genomféra en
kampanj med fokus pé
utbildningskvalitet (event)

> Genom GUS jobba fér att resultat
av kursutvérderingar ska
tillgéngliggdras fér studenter

> Utveckla anvéndandet av Géta-,
férenings- och medlemsmejl for
att férmedla arbetet med
utbildningskvalitén.

Eventansvarig

Medlemsansvarig
Utbildningsradet

Kommunikationsréddet

Representanter i GUS

1.1.4. Starka
medvetenheten
hos Goteborgs
universitets
personal om vart

For att underlétta kommmunikation med
universitetet och satta riktlinjer for
kommunikation i bérjan av éret vill Géta
anordna nétverkstraffar med relevanta
personer i bérjan av verksamhetsdret. Det

uppdrag och vér vore dven férdelaktigt att ha ytterligare
delaktighet i deras | en under varterminen.
verksamhet
Utdver detta dr det viktigt att det
sammanstélls hur kommunikation sker pé
bdésta sdtt och hur den sedan sprids inom
universitetets organisation. Géta behdver
ocksd bli battre pd att ta tillvara pé de
Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar



GOTA STUDENTKARS VERKSAMHETSPLAN 20/21 | SIDA 5/10

O

mojligheter som finns angdende
kommunikation.

>

Ta fram en struktur for
ndatverkstréaffar mellan universitet
och Goéta studentkar.

Planera in och genomfoér en
natverkstraff for vérterminen och
planera in ytterligare en tr&ff infoér
hostterminen.

Utred hur Géteborgs universitet vill
att I6pande information ska ske
mellan Géta studentkér och
berérda parter vid universitetet.

Utreda hur information och direktiv
relaterade till studentkdren sprids
neddt i Géteborgs universitets
organisation.

Driva fréiga om att samtliga
fakultetsstyrelser dar Géta
studentkdr ér representerade ska
ha en stéiende punkt for
studentkdren vid sina méten.

AG Natverk

AG Natverk

AG Natverk

Utbildningsradet

Sektionsordférande +
utbildningsrédet

Adress
Gétabergsgatan 17
411 34 Goteborg

Kontakt
031-708 44 40
info@gota.gu.se

Digitalt
gotastudentkar.se
@gotastudentkar
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Mal 2.3: Skapa forutsattningar for engagemang

Gota studentkér bygger p& engagemang. Att engagera sig i Gota studentkdr ska vara
meningsfullt, givande, utvecklande och stérkande fér individen. Géta studentkdr ska ge
verktyg for att genomféra idéer och ta tillvara pé studenters engagemang.

Foér att organisationen ska kunna komma vidare kréivs ett dkat engagemang och arbetet
med att skapa férutsattningar for detta ér ndgot som behdver péboérjas omedelbart.
Studentkdren kan inte enbart existera i sina heltidsarvoderade och personal utan mdste i
stor mén bygga pd ideellt engagemang och Géta studentkdr mdste bli battre pd att

kanalisera studenters idéer och motivation.

O

2.3.2. Oka
medvetenheten
bland studenter om
vad ett
engagemang i
Gota studentkdr ar
och hur man
engagerar sig

Det ska vara enkelt att engagera sig och
tydligt hur en student ska gé till véiga,
dven om denne inte vet exakt vad hen
dr intresserad av att géra.

> Tydliggéra méjligheterna for
engagemang i
kérpresentationer som hdlls av
Gota studentkér.

> Utveckla kommunikationen
angdende engagemang i
sociala medier och genom
mejlutskick.

> Skapa ett "Engagera dig™-
formuldr till hemsidan.

Kommunikationsrddet

Kommunikationsrddet
Medlemsansvarig

Kommunikationsrddet

23.3.Ge
férutsattningar for
att ta tillvara pé
engagemanget dar
det finns

Stor del av det engagemang som finns
inom Goéta studentkér ligger hos véra
féreningar. Vi vill ta tillvara pé,
underlatta och utveckla mojligheter for
befintliga och presumtiva féreningar i
organisationen.

Adress
Gétabergsgatan 17
411 34 Goteborg

Kontakt
031-708 44 40
info@gota.gu.se

Digitalt
gotastudentkar.se
@gotastudentkar
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Ta fram en lathund for att starta
en férening kopplad till Géta
studentkar.

Skapa en struktur foér
utbildningstillféllen fér hur en
student kan engagera sig i Géta
studentkdr och genomféra ett
sadant.

Erbjuda studenter mentorskap i
féreningsarbete.

Se till att material finns
tillgangligt pé béde svenska och
engelska.

Fortsaitta arbetet med att
anordna féreningskonferenser
dar féreningarna utbildas i olika
teman.

Studiesociala radet

Studiesociala radet

Sektionsordférande
Eventansvarig

AG Styrdokument

Eventansvarig
Ekonomiansvarig

Adress
Gétabergsgatan 17
411 34 Goteborg

Kontakt
031-708 44 40
info@gota.gu.se

Digitalt
gotastudentkar.se
@gotastudentkar
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Politisk paverkan

For att se till vGra medlemmars basta behéver Géta studentkdr vara med och driva olika
frdgor gentemot universitetet, medlemsorganisationer och staden. Genom att Iéigga fokus
pd olika paverkansfrégor kan vi se till att vi ér en tydlig rést i debatten.
Verksamhetsstrategin 1.3 anger mél for Gota studentkdrs politiska nérvaro, men innan
detta mél kan angripas i sin helhet behdvs ett mer grundléggande arbete som méjliggoér
for fortsatt arbete med politiska fréigor under kommmande ér.

> Lagga en grund for hur Géta studentkér ska arbeta med politisk péverkan.

> Skapa en struktur fér diskussion angéende studentpolitiska fréigor inom
organisationen.

> Aktivt bevaka aktuella omrédden som nédmns i Bilaga 1.

For denna punkt finns en separat arbetsgrupp som ska jobba med samtliga delmal.

Ej fardigstalit19/20

Foregdende verksamhetsdr hade i sin verksamhetsplan en del mél som inte helt hann
fardigstallas. D& det ér av vikt att dessa blir fullbordade anses det viktigt att de formuleras i
denna verksamhetsplan. Nédgra av mdélen ér delvis utférda och det som gjort kontra
behover géras beskrivs nedan.

Skapa ett standardiserat arbetssdtt for studentrepresentanter

Processen fér det standardiserade arbetsséttet togs fram under verksamhetséret 19/20.
Under verksamhetsdret 20/21 kommer fokus léggas pé att implementera det nya
arbetsséttet. Under véren 2020 har arbetet péibérjats genom att ta fram den digitala
utbildningen fér studentrepresentanter. Nasta steg blir att skapa en gemensam process
fér utlysning- och tillséttande av studentrepresentanter. Detta bér férdigstdllas under
verksamhetsdret 20/21.

Skapa och implementera ett system for att registrera och félja upp
studentdrenden

For att organisationen effektivt ska hantera studentérenden och samla in relevant data
som kan hjélpa organisationen i dess beslutsfattande sé ér det ndédvéandigt att etablera ett
fungerande system och verktyg fér att géra det. Detta dér ett arbete som har pébérjats av
GUS och under detta verksamhetsdr ar det darfér viktigt att vi bevakar att systemet ér
anpassat fér vér organisation.
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Bilaga 1- Politisk paverkan

Dessa omrdéden har definierats som aktuella och bér tas med i &tanke i vilka frégor som
drivs mot universitetet, staden eller mot véra samarbetsorgan. Dessa omréden har inga
madl, utan ska tas med i det generella péverkansarbetet.

Studenthdlsa

Idag sé léiggs den absoluta majoriteten av alla medel mérkta fér studenthdlsa till att jobba
med behandling av studenter som redan har fétt problem relaterat till psykisk eller fysisk
ohdlsa pé& grund av sina studier. Dérfér ér det av stor vikt att studenthélsan ska bérja
arbeta mer proaktivt, att se till att studenter inte insjuknar frén férsta bérjan. De pengarna
som idag gér till behandling kan dé gé till att arbeta forebyggande. Samtidigt behdvs det
mer pengar frdn institutioner och fakulteter vigda &t studenthdlsovérd och studenters
arbetsmiljo. Dér spelar Géta studentkér en stor roll dé vi kan péiverka pé alla nivéer av
universitetet. Aven tydligare riktlinjer frén ledningen och gemensamma férvaltningen till
fakultet och institution bér skapas dé det idag inte finns négra tydliga arbetssdtt med
studenters hdlsa ute pd universitetet.

Goteborgs universitet har bytt leverantér av studenthdélsa frén Akademihdlsan till
Feelgood. Det kommer vara av stor vikt att bevaka denna 6vergéing och se till att Feelgood
levererar en god studenthdélsa.

Utbildningsenheten driver idag att universitetet ska ta ett stérre ansvar i studenters hélsa
men har svart att f& genomslag. Darfér ér det viktigt att Gota studentkér har goda
relationer och en kontinuerlig dialog med utbildningsenheten angéende studenthélsa och
hur vi kan géra gemensam sak i frégan.

UKA:s granskning av Géteborgs universitet

Under verksamhetsdret 20/21 kommer Universitetskanslersémbetet (UKA) att granska
kvalitetsarbetet vid Géteborgs Universitet. Under véren 2020 utférdes Goteborgs
Universitets sjélvvarderingsarbete vilket innebdr att universitetet skriver en foérklaring kring
hur man arbetar men ocksd varfér man gor pd just detta satt. Nar UKA granskar
universiteten ser de till ett antal bedémningsomrdéden: styrning och organisation;
férutsattningar; utformning, genomférande och resultat; jimstalldhet; student- och
doktorandperspektiv; arbetsliv och samverkan. Det dr viktigt att vi som studentkdr darfoér ar
delaktiga i de forum dér dessa omrdden diskuteras for att studenternas perspektiv ér
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relevant i alla beddémningsomréden, inte bara det femte som handlar om student- och
doktorandperspektivet.

| bedémningsomrddet “styrning och organisation” bér studentkéren bevaka huruvida
l&rosdtet har systematiska processer som uppmuntrat till delaktighet, engagemang och
ansvar hos lérare, 6vrig personal samt studenter och doktorander. Nér det gdller omrédet
“forutsattningar” boér studentkdren bevaka och diskutera kring om och hur de som
undervisar har ratt kompetens kopplat till undervisningen samt huruvida studenter fér réitt
forutsattningar for att genomféra sina studier. Vad géller det tredje bedémningsomrdédet,
‘utformning, genomférande och resultat’, &r det viktigt att studentkdéren belyser hur det
faktiskt gdr till i utvecklingen av utbildningarna som tillgodoses av universitetet. Vad gdller
de tre resterande omr&dena som berdr hur universitetet arbetar med jémstalldhet,
student- och doktorandperspektivet samt arbetsliv och samverkan ér det bland annat
viktigt att driva igenom att Géteborgs universitet ska ta fram en studentinflytande policy.
Det ar éven viktigt att driva att universitetet aktivt ska arbeta med jamstalldhet och
arbetslivsanknytning i s& stor utstréickning som méjligt.
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Kérstyrelsemote 7
2020/21, 210115

Forfattare: Kdrpolitisk sekreterare
Datum 2020-01-T1

§ 5.4 SFSFUM 2021

SFS2021 kommer att dga rum 23-25 april och innebdéra dels jobb under den helgen men
ocksd en hel del forberedande arbete.

| och med rddande restriktioner s& kommer moétet att ske helt digitalt och likt under
hoéstens extrainsatta méte kommer vér delegation delta pé distans. Presidiets hoppas att
delegationen kommer kunna sitta tillsammans pé studenternas hus under méteshelgen,
for att férenkla den interna kommunikationen. Detta innebdr att storleken pé delegationen
kommer att behéva begrdnsas. Traditionellt utgérs delegationen av avgdende och
tiltréidande presidium (och frén detta ér ingdr dven karpolitisk sekreterare i delegation
enligt dennes uppdragsbeskrivning) samt ett antal till personer som anmailt intresse. For
att begrdnsa antalet personer dr presidiets férslag att endast avgéende och tilltréidande
presidium (och avg&ende och tilltréidande kérpolitisk sekreterare) ska ingé i delegationen.

For att fler intresserade ska komma till tals @mnar presidiet att hélla minst ett digitalt méte
for dsiktsinsamling och motionsskrivning samt att starta en slack-kanal dér SFS-proppar
och motioner kan diskutera. Slack-kanalen kommer éven kunna anvédndas under SFSFUM
for att rapportera och eventuellt diskutera frdgor som behandlas under motet.

Presidiet vill fraga kérstyrelsen om detta ér ett rimligt férslag, dé det i normalfall ér
kérstyrelsen eller presidiet sjélva som utser delegationen fér SFSFUM.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2020-12-17 10:16:35.218239 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      83.177.200.15

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The initiator Sara Bergh (SB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2020-12-27 22:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2020-12-17 10:16:35.218239 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ordf@gota.gu.se) to Sandra Magnusson (SM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2020-12-17 10:16:35.218239 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (samsek@gota.gu.se) to Arvid Danielsson (AD). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2020-12-17 10:16:35.218239 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (event@gota.gu.se) to Ebba Callenberg (EC). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2020-12-17 10:16:47.318906 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sara Bergh (SB) was delivered.

      


    

  



  

  

    		2020-12-17 10:16:47.463493 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Sandra Magnusson (SM) was delivered.

      


    

  



  

  

    		2020-12-17 10:16:47.522105 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Arvid Danielsson (AD) was delivered.

      


    

  



  

  

    		2020-12-17 10:16:47.742622 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ebba Callenberg (EC) was delivered.

      


    

  



  

  

    		2020-12-17 10:16:47.814115 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to event@gota.gu.se was opened.

      


    

  



  

  

    		2020-12-17 10:16:54.971943 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The party Sandra Magnusson (SM) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2020-12-17 10:16:57.018708 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to ordf@gota.gu.se was opened.

      


    

  



  

  

    		2020-12-17 10:17:27.820192 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      83.177.200.15

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The party Sara Bergh (SB) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2020-12-17 10:18:16.629152 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      83.177.200.15

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sara Bergh (SB) changed the text in the text field “ID number” from 

  blank

 to 

  “9202160702”

.

      


    

  



  

  

    		2020-12-17 10:18:16.629152 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      83.177.200.15

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sara Bergh (SB) signed in the signature box “Signatur 2”.
[image: signature]sl







The box’s placement in the Main Document:		Page		X		Y

		10		0.516		0.176





      


    

  



  

  

    		2020-12-17 10:18:16.629152 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      83.177.200.15

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sara Bergh (SB) signed the document.

      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) changed the text in the text field “ID number” from 

  blank

 to 

  “9504303786”

.

      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 1”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.054		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) signed in the signature box “Signatur 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		10		0.123		0.177





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 6”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.053		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 10”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.054		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 14”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.054		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 18”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.053		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 22”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.053		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 26”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.054		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 30”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.055		0.051





      


    

  



  

  

    		2020-12-17 10:19:03.277741 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Sandra Magnusson (SM) checked the checkbox “Kryssruta 34”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.054		0.051





      


    

  



  

  

    		2020-12-17 10:19:22.064334 UTC ±6 ms

    		2020-12-17 09:29:15.516703 UTC

    		

      98.128.166.108

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The document was signed by Sandra Magnusson (SM) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll KS5 2020-11-23" med transaktionsnummer 9222115557439316037.










Data returned from CGI:

  
Name: Sandra Maria Katarina Magnusson

  
ID number: 

  199504303786



  
IP: 98.128.166.108


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2020-12-17 10:59:37.322705 UTC ±4 ms

    		2020-12-17 10:29:17.088947 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to samsek@gota.gu.se was opened.

      


    

  



  

  

    		2020-12-17 10:59:39.897597 UTC ±4 ms

    		2020-12-17 10:29:17.088947 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The party Arvid Danielsson (AD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2020-12-17 11:32:14.182236 UTC ±1 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to pol.sek@gota.gu.se was opened.

      


    

  



  

  

    		2020-12-17 12:21:23.509806 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to event@gota.gu.se was opened.

      


    

  



  

  

    		2020-12-17 12:21:23.768569 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The party Ebba Callenberg (EC) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) changed the text in the text field “ID number” from 

  blank

 to 

  “9806238045”

.

      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 4”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.280		0.051





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 8”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.279		0.051





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 12”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.279		0.052





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 16”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.279		0.051





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 20”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.279		0.051





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 24”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.281		0.051





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 28”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.280		0.052





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 32”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.279		0.051





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) checked the checkbox “Kryssruta 36”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.279		0.052





      


    

  



  

  

    		2020-12-17 12:24:05.160721 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The signatory Ebba Callenberg (EC) signed in the signature box “Signatur 4”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		10		0.515		0.306





      


    

  



  

  

    		2020-12-17 12:24:22.212774 UTC ±6 ms

    		2020-12-17 11:29:20.956349 UTC

    		

      213.185.13.20

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36 Edg/87.0.664.60

      

    

    		

      

        The document was signed by Ebba Callenberg (EC) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll KS5 2020-11-23" med transaktionsnummer 9222115557439316037.










Data returned from CGI:

  
Name: EBBA SANDBERG CALLENBERG

  
ID number: 

  199806238045



  
IP: 94.191.136.127


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2020-12-17 12:39:18.101368 UTC ±6 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The party Arvid Danielsson (AD) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) changed the text in the text field “ID number” from 

  blank

 to 

  “9703124595”

.

      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 2”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.204		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 7”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.204		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 11”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.203		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 15”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.203		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 19”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.203		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 23”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.204		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 27”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.204		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 31”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.204		0.050





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) checked the checkbox “Kryssruta 35”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.204		0.051





      


    

  



  

  

    		2020-12-17 12:45:10.867477 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The signatory Arvid Danielsson (AD) signed in the signature box “Signatur 3”.
[image: signature]Aok Qourk







The box’s placement in the Main Document:		Page		X		Y

		10		0.120		0.306





      


    

  



  

  

    		2020-12-17 12:45:27.246743 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      46.239.94.167

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/87.0.4280.88 Safari/537.36

      

    

    		

      

        The document was signed by Arvid Danielsson (AD) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll KS5 2020-11-23" med transaktionsnummer 9222115557439316037.










Data returned from CGI:

  
Name: Arvid Jakob Danielsson

  
ID number: 

  199703124595



  
IP: 46.239.94.167


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2020-12-17 12:45:27.246743 UTC ±9 ms

    		2020-12-17 12:29:22.516182 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
Fsta) - 1522 2






 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.





Gnuplot
Produced by GNUPLOT 4.6 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.25 ms

		standard deviation: 1.26 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈94.742%

		|e| < 5 ms: ≈99.990%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2020-11-05 20:48:51.909998 UTC and 2020-12-17 12:29:22.516182 UTC:







  		Time collected

  		Clock offset







  

    		2020-11-05 20:48:51.909998

    		-0.3 ms

  





  

    		2020-11-05 21:48:53.755551

    		2.0 ms

  





  

    		2020-11-05 22:48:55.272037

    		-0.2 ms

  





  

    		2020-11-05 23:48:57.855694

    		2.3 ms

  





  

    		2020-11-06 00:48:59.69965

    		3.4 ms

  





  

    		2020-11-06 01:49:02.012364

    		2.5 ms

  





  

    		2020-11-06 02:49:05.609849

    		3.9 ms

  





  

    		2020-11-06 03:49:08.426689

    		0.3 ms

  





  

    		2020-11-06 04:49:10.15019

    		3.8 ms

  





  

    		2020-11-06 05:49:12.584022

    		4.1 ms

  





  

    		2020-11-06 06:49:15.0776

    		3.5 ms

  





  

    		2020-11-06 07:49:16.93574

    		4.4 ms

  





  

    		2020-11-06 08:49:19.201383

    		3.5 ms

  





  

    		2020-11-06 09:49:23.594618

    		5.1 ms

  





  

    		2020-11-06 10:49:26.576533

    		4.0 ms

  





  

    		2020-11-06 11:49:28.715837

    		3.5 ms

  





  

    		2020-11-06 12:49:31.453264

    		3.4 ms

  





  

    		2020-11-06 13:49:34.507735

    		1.1 ms

  





  

    		2020-11-06 14:49:36.562819

    		3.3 ms

  





  

    		2020-11-06 15:49:38.551315

    		3.8 ms

  





  

    		2020-11-06 16:49:40.301095

    		0.0 ms

  





  

    		2020-11-06 17:49:42.945567

    		2.1 ms

  





  

    		2020-11-06 18:49:45.47699

    		1.3 ms

  





  

    		2020-11-06 19:49:48.421972

    		1.5 ms

  





  

    		2020-11-06 20:49:50.520571

    		1.0 ms

  





  

    		2020-11-06 21:49:52.753613

    		0.8 ms

  





  

    		2020-11-06 22:49:55.325494

    		0.8 ms

  





  

    		2020-11-06 23:49:57.756147

    		2.3 ms

  





  

    		2020-11-07 00:50:00.794476

    		1.4 ms

  





  

    		2020-11-07 01:50:03.793223

    		1.4 ms

  





  

    		2020-11-07 02:50:06.191323

    		-1.8 ms

  





  

    		2020-11-07 03:50:08.628318

    		2.2 ms

  





  

    		2020-11-07 04:50:10.254025

    		3.5 ms

  





  

    		2020-11-07 05:50:13.011811

    		3.1 ms

  





  

    		2020-11-07 06:50:14.816985

    		0.5 ms

  





  

    		2020-11-07 07:50:17.273637

    		3.1 ms

  





  

    		2020-11-07 08:50:19.276088

    		4.2 ms

  





  

    		2020-11-07 09:50:21.935536

    		4.8 ms

  





  

    		2020-11-07 10:50:24.186226

    		3.9 ms

  





  

    		2020-11-07 11:50:25.689313

    		5.2 ms

  





  

    		2020-11-07 12:50:28.10006

    		1.5 ms

  





  

    		2020-11-07 13:50:30.250572

    		0.8 ms

  





  

    		2020-11-07 14:50:31.656905

    		4.7 ms

  





  

    		2020-11-07 15:50:33.378775

    		2.8 ms

  





  

    		2020-11-07 16:50:35.890899

    		3.6 ms

  





  

    		2020-11-07 17:50:37.623946

    		3.4 ms

  





  

    		2020-11-07 18:50:39.660526

    		3.0 ms

  





  

    		2020-11-07 19:50:41.971687

    		3.2 ms

  





  

    		2020-11-07 20:50:45.741398

    		1.9 ms

  





  

    		2020-11-07 21:50:48.157545

    		4.7 ms

  





  

    		2020-11-07 22:50:50.30336

    		3.2 ms

  





  

    		2020-11-07 23:50:52.466846

    		0.0 ms

  





  

    		2020-11-08 00:50:54.575543

    		4.1 ms

  





  

    		2020-11-08 01:50:57.404105

    		3.5 ms

  





  

    		2020-11-08 02:51:00.122198

    		4.8 ms

  





  

    		2020-11-08 03:51:02.242671

    		4.9 ms

  





  

    		2020-11-08 04:51:04.141284

    		1.0 ms

  





  

    		2020-11-08 05:51:05.864635

    		3.7 ms

  





  

    		2020-11-08 06:51:08.934796

    		3.6 ms

  





  

    		2020-11-08 07:51:10.764707

    		3.9 ms

  





  

    		2020-11-08 08:51:13.564195

    		1.3 ms

  





  

    		2020-11-08 09:51:15.226096

    		3.9 ms

  





  

    		2020-11-08 10:51:16.644204

    		4.9 ms

  





  

    		2020-11-08 11:51:18.452479

    		1.9 ms

  





  

    		2020-11-08 12:51:20.055456

    		1.1 ms

  





  

    		2020-11-08 13:51:23.159916

    		4.3 ms

  





  

    		2020-11-08 14:51:24.792228

    		1.0 ms

  





  

    		2020-11-08 15:51:27.13692

    		1.3 ms

  





  

    		2020-11-08 16:51:28.696066

    		2.7 ms

  





  

    		2020-11-08 17:51:30.689942

    		2.9 ms

  





  

    		2020-11-08 18:51:32.884283

    		1.2 ms

  





  

    		2020-11-08 19:51:35.921477

    		2.5 ms

  





  

    		2020-11-08 20:51:38.318496

    		0.0 ms

  





  

    		2020-11-08 21:51:40.695671

    		2.0 ms

  





  

    		2020-11-08 22:51:42.569219

    		2.4 ms

  





  

    		2020-11-08 23:51:44.119882

    		1.1 ms

  





  

    		2020-11-09 00:51:45.681603

    		0.4 ms

  





  

    		2020-11-09 01:51:47.796626

    		1.2 ms

  





  

    		2020-11-09 02:51:50.396952

    		1.4 ms

  





  

    		2020-11-09 03:51:52.043255

    		2.9 ms

  





  

    		2020-11-09 04:51:53.98374

    		1.7 ms

  





  

    		2020-11-09 05:51:55.767728

    		1.3 ms

  





  

    		2020-11-09 06:51:59.413719

    		1.5 ms

  





  

    		2020-11-09 07:52:01.921101

    		2.8 ms

  





  

    		2020-11-09 08:52:03.615067

    		2.2 ms

  





  

    		2020-11-09 09:52:05.305373

    		-0.8 ms

  





  

    		2020-11-09 10:52:08.02322

    		2.5 ms

  





  

    		2020-11-09 11:52:10.011079

    		0.1 ms

  





  

    		2020-11-09 12:52:13.546306

    		3.0 ms

  





  

    		2020-11-09 13:52:15.812988

    		2.6 ms

  





  

    		2020-11-09 14:52:18.243327

    		-1.2 ms

  





  

    		2020-11-09 15:52:20.65425

    		1.2 ms

  





  

    		2020-11-09 16:52:22.974352

    		-1.0 ms

  





  

    		2020-11-09 17:52:25.068628

    		1.5 ms

  





  

    		2020-11-09 18:52:27.290409

    		-1.8 ms

  





  

    		2020-11-09 19:52:28.816556

    		2.3 ms

  





  

    		2020-11-09 20:52:31.372042

    		1.7 ms

  





  

    		2020-11-09 21:52:32.802115

    		3.0 ms

  





  

    		2020-11-09 22:52:35.042588

    		3.0 ms

  





  

    		2020-11-09 23:52:37.775746

    		-0.2 ms

  





  

    		2020-11-10 00:52:40.732444

    		3.3 ms

  





  

    		2020-11-10 01:52:42.884541

    		-0.1 ms

  





  

    		2020-11-10 02:52:45.025884

    		0.4 ms

  





  

    		2020-11-10 03:52:47.578149

    		-0.4 ms

  





  

    		2020-11-10 04:52:49.591837

    		-0.1 ms

  





  

    		2020-11-10 05:52:51.427779

    		-1.6 ms

  





  

    		2020-11-10 06:52:54.966039

    		-2.5 ms

  





  

    		2020-11-10 07:52:58.724804

    		1.9 ms

  





  

    		2020-11-10 08:53:00.121034

    		2.4 ms

  





  

    		2020-11-10 09:53:02.218745

    		3.3 ms

  





  

    		2020-11-10 10:53:04.974461

    		2.9 ms

  





  

    		2020-11-10 11:53:07.469146

    		4.0 ms

  





  

    		2020-11-10 12:53:09.233299

    		0.4 ms

  





  

    		2020-11-10 13:53:11.444066

    		4.5 ms

  





  

    		2020-11-10 14:53:13.958154

    		0.6 ms

  





  

    		2020-11-10 15:53:15.524167

    		1.1 ms

  





  

    		2020-11-10 16:53:17.081747

    		1.2 ms

  





  

    		2020-11-10 17:53:19.474919

    		-0.3 ms

  





  

    		2020-11-10 18:53:21.496934

    		1.4 ms

  





  

    		2020-11-10 19:53:24.588983

    		0.3 ms

  





  

    		2020-11-10 20:53:26.118294

    		3.8 ms

  





  

    		2020-11-10 21:53:28.33359

    		1.6 ms

  





  

    		2020-11-10 22:53:31.271429

    		6.3 ms

  





  

    		2020-11-10 23:53:33.670022

    		4.4 ms

  





  

    		2020-11-11 00:53:36.6776

    		3.8 ms

  





  

    		2020-11-11 01:53:39.562679

    		2.6 ms

  





  

    		2020-11-11 02:53:41.457137

    		2.8 ms

  





  

    		2020-11-11 03:53:43.114099

    		4.6 ms

  





  

    		2020-11-11 04:53:45.436573

    		3.6 ms

  





  

    		2020-11-11 05:53:47.027284

    		4.4 ms

  





  

    		2020-11-11 06:53:48.744514

    		0.1 ms

  





  

    		2020-11-11 07:53:51.081424

    		1.1 ms

  





  

    		2020-11-11 08:53:52.595988

    		-0.2 ms

  





  

    		2020-11-11 09:53:55.272213

    		2.4 ms

  





  

    		2020-11-11 10:53:58.223443

    		2.2 ms

  





  

    		2020-11-11 11:54:00.656573

    		2.2 ms

  





  

    		2020-11-11 12:54:02.343493

    		3.4 ms

  





  

    		2020-11-11 13:54:03.859467

    		1.3 ms

  





  

    		2020-11-11 14:54:05.250284

    		3.0 ms

  





  

    		2020-11-11 15:54:08.29622

    		3.6 ms

  





  

    		2020-11-11 16:54:09.98755

    		4.0 ms

  





  

    		2020-11-11 17:54:12.204455

    		1.7 ms

  





  

    		2020-11-11 18:54:15.280531

    		1.2 ms

  





  

    		2020-11-11 19:54:17.014207

    		0.9 ms

  





  

    		2020-11-11 20:54:18.638715

    		2.0 ms

  





  

    		2020-11-11 21:54:20.119098

    		-1.2 ms

  





  

    		2020-11-11 22:54:22.014045

    		2.0 ms

  





  

    		2020-11-11 23:54:23.727313

    		1.9 ms

  





  

    		2020-11-12 00:54:25.397512

    		0.7 ms

  





  

    		2020-11-12 01:54:27.064113

    		-1.5 ms

  





  

    		2020-11-12 02:54:31.04166

    		2.0 ms

  





  

    		2020-11-12 03:54:32.894709

    		2.2 ms

  





  

    		2020-11-12 04:54:35.141001

    		-0.6 ms

  





  

    		2020-11-12 05:54:37.681236

    		1.8 ms

  





  

    		2020-11-12 06:54:40.309321

    		1.7 ms

  





  

    		2020-11-12 07:54:43.839738

    		0.8 ms

  





  

    		2020-11-12 08:54:46.232569

    		3.1 ms

  





  

    		2020-11-12 09:54:48.029724

    		2.5 ms

  





  

    		2020-11-12 10:54:49.614833

    		2.4 ms

  





  

    		2020-11-12 11:54:51.051312

    		2.1 ms

  





  

    		2020-11-12 12:54:52.771167

    		1.8 ms

  





  

    		2020-11-12 13:54:55.451096

    		2.6 ms

  





  

    		2020-11-12 14:54:57.190219

    		0.4 ms

  





  

    		2020-11-12 15:54:59.749196

    		3.5 ms

  





  

    		2020-11-12 16:55:01.577516

    		4.0 ms

  





  

    		2020-11-12 17:55:03.249518

    		1.6 ms

  





  

    		2020-11-12 18:55:05.737937

    		3.0 ms

  





  

    		2020-11-12 19:55:07.747383

    		3.4 ms

  





  

    		2020-11-12 20:55:10.53613

    		1.1 ms

  





  

    		2020-11-12 21:55:12.094315

    		2.9 ms

  





  

    		2020-11-12 22:55:14.073114

    		1.1 ms

  





  

    		2020-11-12 23:55:17.252317

    		5.2 ms

  





  

    		2020-11-13 00:55:19.310009

    		1.6 ms

  





  

    		2020-11-13 01:55:21.20702

    		2.4 ms

  





  

    		2020-11-13 02:55:24.452209

    		0.7 ms

  





  

    		2020-11-13 03:55:26.85562

    		3.2 ms

  





  

    		2020-11-13 04:55:29.27418

    		-0.2 ms

  





  

    		2020-11-13 05:55:31.235238

    		-0.9 ms

  





  

    		2020-11-13 06:55:33.382971

    		3.0 ms

  





  

    		2020-11-13 07:55:34.948504

    		-0.3 ms

  





  

    		2020-11-13 08:55:37.627963

    		2.5 ms

  





  

    		2020-11-13 09:55:40.791782

    		1.0 ms

  





  

    		2020-11-13 10:55:42.396117

    		0.3 ms

  





  

    		2020-11-13 11:55:45.033307

    		1.9 ms

  





  

    		2020-11-13 12:55:46.720945

    		1.3 ms

  





  

    		2020-11-13 13:55:48.490674

    		-1.2 ms

  





  

    		2020-11-13 14:55:50.253277

    		0.1 ms

  





  

    		2020-11-13 15:55:52.21361

    		-1.1 ms

  





  

    		2020-11-13 16:55:54.173579

    		-0.1 ms

  





  

    		2020-11-13 17:55:56.686241

    		-0.4 ms

  





  

    		2020-11-13 18:55:59.400346

    		0.5 ms

  





  

    		2020-11-13 19:56:01.695874

    		-0.9 ms

  





  

    		2020-11-13 20:56:04.672888

    		-0.1 ms

  





  

    		2020-11-13 21:56:06.540681

    		-0.5 ms

  





  

    		2020-11-13 22:56:08.248016

    		0.5 ms

  





  

    		2020-11-13 23:56:09.641036

    		-0.4 ms

  





  

    		2020-11-14 00:56:11.520767

    		-0.4 ms

  





  

    		2020-11-14 01:56:14.033486

    		0.9 ms

  





  

    		2020-11-14 02:56:15.511186

    		1.3 ms

  





  

    		2020-11-14 03:56:17.576092

    		-0.9 ms

  





  

    		2020-11-14 04:56:19.621914

    		-1.9 ms

  





  

    		2020-11-14 05:56:21.575041

    		-0.7 ms

  





  

    		2020-11-14 06:56:23.308105

    		-0.2 ms

  





  

    		2020-11-14 07:56:25.497784

    		-0.1 ms

  





  

    		2020-11-14 08:56:27.335869

    		2.0 ms

  





  

    		2020-11-14 09:56:29.432106

    		0.4 ms

  





  

    		2020-11-14 10:56:31.825701

    		1.8 ms

  





  

    		2020-11-14 11:56:34.18057

    		0.7 ms

  





  

    		2020-11-14 12:56:36.60795

    		2.0 ms

  





  

    		2020-11-14 13:56:39.097521

    		1.3 ms

  





  

    		2020-11-14 14:56:40.920418

    		2.5 ms

  





  

    		2020-11-14 15:56:43.320074

    		1.7 ms

  





  

    		2020-11-14 16:56:46.080556

    		0.8 ms

  





  

    		2020-11-14 17:56:49.412188

    		-0.5 ms

  





  

    		2020-11-14 18:56:52.294627

    		-2.3 ms

  





  

    		2020-11-14 19:56:55.115806

    		-0.9 ms

  





  

    		2020-11-14 20:56:56.824025

    		-2.0 ms

  





  

    		2020-11-14 21:56:58.751592

    		-0.2 ms

  





  

    		2020-11-14 22:57:01.813513

    		0.9 ms

  





  

    		2020-11-14 23:57:03.562156

    		0.6 ms

  





  

    		2020-11-15 00:57:05.915186

    		-0.1 ms

  





  

    		2020-11-15 01:57:07.867625

    		0.8 ms

  





  

    		2020-11-15 02:57:09.748894

    		1.3 ms

  





  

    		2020-11-15 03:57:12.213301

    		1.4 ms

  





  

    		2020-11-15 04:57:13.751687

    		0.9 ms

  





  

    		2020-11-15 05:57:15.664917

    		0.7 ms

  





  

    		2020-11-15 06:57:17.716747

    		-0.1 ms

  





  

    		2020-11-15 07:57:21.139452

    		-0.2 ms

  





  

    		2020-11-15 08:57:23.750314

    		-1.5 ms

  





  

    		2020-11-15 09:57:26.254826

    		0.5 ms

  





  

    		2020-11-15 10:57:28.490242

    		-0.9 ms

  





  

    		2020-11-15 11:57:30.903656

    		0.2 ms

  





  

    		2020-11-15 12:57:32.527687

    		-0.2 ms

  





  

    		2020-11-15 13:57:35.607409

    		0.9 ms

  





  

    		2020-11-15 14:57:37.527677

    		-0.9 ms

  





  

    		2020-11-15 15:57:40.033484

    		0.0 ms

  





  

    		2020-11-15 16:57:41.468869

    		0.4 ms

  





  

    		2020-11-15 17:57:43.583705

    		0.2 ms

  





  

    		2020-11-15 18:57:46.194721

    		0.8 ms

  





  

    		2020-11-15 19:57:47.699968

    		0.3 ms

  





  

    		2020-11-15 20:57:51.23801

    		0.3 ms

  





  

    		2020-11-15 21:57:53.156156

    		0.0 ms

  





  

    		2020-11-15 22:57:55.771581

    		0.8 ms

  





  

    		2020-11-15 23:57:57.727881

    		0.0 ms

  





  

    		2020-11-16 00:58:00.302593

    		-0.2 ms

  





  

    		2020-11-16 01:58:02.677037

    		-2.2 ms

  





  

    		2020-11-16 02:58:05.043713

    		0.0 ms

  





  

    		2020-11-16 03:58:07.195594

    		4.4 ms

  





  

    		2020-11-16 04:58:09.107673

    		5.8 ms

  





  

    		2020-11-16 05:58:11.185366

    		3.6 ms

  





  

    		2020-11-16 06:58:12.841048

    		2.2 ms

  





  

    		2020-11-16 07:58:14.492151

    		1.9 ms

  





  

    		2020-11-16 08:58:15.939732

    		0.0 ms

  





  

    		2020-11-16 09:58:19.194317

    		-2.7 ms

  





  

    		2020-11-16 10:58:22.936867

    		0.4 ms

  





  

    		2020-11-16 11:58:24.750369

    		0.9 ms

  





  

    		2020-11-16 12:58:26.899285

    		-0.1 ms

  





  

    		2020-11-16 13:58:29.156493

    		-0.3 ms

  





  

    		2020-11-16 14:58:32.519472

    		0.7 ms

  





  

    		2020-11-16 15:58:34.43511

    		1.1 ms

  





  

    		2020-11-16 16:58:36.590114

    		0.6 ms

  





  

    		2020-11-16 17:58:38.375001

    		1.2 ms

  





  

    		2020-11-16 18:58:40.014791

    		0.3 ms

  





  

    		2020-11-16 19:58:42.655112

    		0.8 ms

  





  

    		2020-11-16 20:58:45.004139

    		0.3 ms

  





  

    		2020-11-16 21:58:47.939891

    		1.2 ms

  





  

    		2020-11-16 22:58:50.050047

    		0.1 ms

  





  

    		2020-11-16 23:58:52.239717

    		0.2 ms

  





  

    		2020-11-17 00:58:54.904209

    		-1.3 ms

  





  

    		2020-11-17 01:58:57.682582

    		-1.0 ms

  





  

    		2020-11-17 02:58:59.50286

    		0.1 ms

  





  

    		2020-11-17 03:59:02.398974

    		-0.8 ms

  





  

    		2020-11-17 04:59:03.945321

    		-0.2 ms

  





  

    		2020-11-17 05:59:06.153784

    		0.5 ms

  





  

    		2020-11-17 06:59:09.67003

    		0.5 ms

  





  

    		2020-11-17 07:59:12.764342

    		0.3 ms

  





  

    		2020-11-17 08:59:14.232039

    		0.8 ms

  





  

    		2020-11-17 09:59:16.973222

    		-0.7 ms

  





  

    		2020-11-17 10:59:18.534305

    		-0.6 ms

  





  

    		2020-11-17 11:59:20.405078

    		-2.5 ms

  





  

    		2020-11-17 12:59:22.27388

    		0.2 ms

  





  

    		2020-11-17 13:59:24.175806

    		0.2 ms

  





  

    		2020-11-17 14:59:26.336735

    		2.4 ms

  





  

    		2020-11-17 15:59:28.148391

    		0.8 ms

  





  

    		2020-11-17 16:59:30.786604

    		-2.3 ms

  





  

    		2020-11-17 17:59:33.862215

    		-2.5 ms

  





  

    		2020-11-17 18:59:36.422267

    		-1.4 ms

  





  

    		2020-11-17 19:59:38.493898

    		-0.9 ms

  





  

    		2020-11-17 20:59:40.165239

    		0.8 ms

  





  

    		2020-11-17 21:59:42.298507

    		0.6 ms

  





  

    		2020-11-17 22:59:44.315883

    		0.5 ms

  





  

    		2020-11-17 23:59:46.918231

    		0.0 ms

  





  

    		2020-11-18 00:59:48.706954

    		-0.3 ms

  





  

    		2020-11-18 01:59:50.1654

    		-0.5 ms

  





  

    		2020-11-18 02:59:52.459554

    		-0.3 ms

  





  

    		2020-11-18 03:59:54.534982

    		-0.1 ms

  





  

    		2020-11-18 04:59:56.451955

    		0.3 ms

  





  

    		2020-11-18 05:59:58.037774

    		0.3 ms

  





  

    		2020-11-18 06:59:59.832466

    		-0.5 ms

  





  

    		2020-11-18 08:00:02.722956

    		0.4 ms

  





  

    		2020-11-18 09:00:05.605309

    		-2.5 ms

  





  

    		2020-11-18 10:00:07.175028

    		-4.2 ms

  





  

    		2020-11-18 11:00:08.907873

    		-2.9 ms

  





  

    		2020-11-18 12:00:11.160897

    		-1.0 ms

  





  

    		2020-11-18 13:00:12.879396

    		0.5 ms

  





  

    		2020-11-18 14:00:16.434951

    		0.4 ms

  





  

    		2020-11-18 15:00:17.834684

    		0.5 ms

  





  

    		2020-11-18 16:00:19.568714

    		1.9 ms

  





  

    		2020-11-18 17:00:21.934803

    		-0.4 ms

  





  

    		2020-11-18 18:00:25.050559

    		-0.1 ms

  





  

    		2020-11-18 19:00:28.359261

    		-0.4 ms

  





  

    		2020-11-18 20:00:31.06617

    		0.2 ms

  





  

    		2020-11-18 21:00:33.511211

    		0.3 ms

  





  

    		2020-11-18 22:00:36.553996

    		0.3 ms

  





  

    		2020-11-18 23:00:38.76698

    		0.2 ms

  





  

    		2020-11-19 00:00:41.094601

    		0.4 ms

  





  

    		2020-11-19 01:00:43.429763

    		-0.9 ms

  





  

    		2020-11-19 02:00:44.835203

    		-1.4 ms

  





  

    		2020-11-19 03:00:47.0262

    		-0.5 ms

  





  

    		2020-11-19 04:00:49.556496

    		-0.3 ms

  





  

    		2020-11-19 05:00:51.566885

    		-0.9 ms

  





  

    		2020-11-19 06:00:54.104312

    		-3.0 ms

  





  

    		2020-11-19 07:00:55.925338

    		-1.9 ms

  





  

    		2020-11-19 08:00:58.151201

    		-0.1 ms

  





  

    		2020-11-19 09:00:59.791743

    		0.1 ms

  





  

    		2020-11-19 10:01:02.002426

    		-1.4 ms

  





  

    		2020-11-19 11:01:03.657554

    		0.5 ms

  





  

    		2020-11-19 12:01:06.627509

    		0.8 ms

  





  

    		2020-11-19 13:01:08.494113

    		-0.5 ms

  





  

    		2020-11-19 14:01:11.089788

    		-1.0 ms

  





  

    		2020-11-19 15:01:12.667336

    		-0.2 ms

  





  

    		2020-11-19 16:01:14.815815

    		-1.6 ms

  





  

    		2020-11-19 17:01:17.867683

    		0.8 ms

  





  

    		2020-11-19 18:01:20.603942

    		-1.2 ms

  





  

    		2020-11-19 19:01:22.824215

    		0.4 ms

  





  

    		2020-11-19 20:01:24.185583

    		-0.3 ms

  





  

    		2020-11-19 21:01:26.233898

    		-1.1 ms

  





  

    		2020-11-19 22:01:28.393502

    		1.2 ms

  





  

    		2020-11-19 23:01:30.690844

    		0.2 ms

  





  

    		2020-11-20 00:01:33.406058

    		-0.5 ms

  





  

    		2020-11-20 01:01:35.120506

    		0.0 ms

  





  

    		2020-11-20 02:01:37.489589

    		1.0 ms

  





  

    		2020-11-20 03:01:39.133741

    		-0.3 ms

  





  

    		2020-11-20 04:01:41.773122

    		1.4 ms

  





  

    		2020-11-20 05:01:43.528596

    		1.0 ms

  





  

    		2020-11-20 06:01:46.042021

    		1.7 ms

  





  

    		2020-11-20 07:01:48.492891

    		1.1 ms

  





  

    		2020-11-20 08:01:51.071084

    		1.7 ms

  





  

    		2020-11-20 09:01:52.850368

    		0.6 ms

  





  

    		2020-11-20 10:03:28.0359

    		2.3 ms

  





  

    		2020-11-20 11:03:30.170637

    		0.3 ms

  





  

    		2020-11-20 12:03:32.192795

    		0.8 ms

  





  

    		2020-11-20 13:03:35.323478

    		0.9 ms

  





  

    		2020-11-20 14:03:39.464893

    		0.7 ms

  





  

    		2020-11-20 15:03:42.016454

    		0.4 ms

  





  

    		2020-11-20 16:03:43.534803

    		-0.6 ms

  





  

    		2020-11-20 17:03:45.771504

    		-0.2 ms

  





  

    		2020-11-20 18:03:48.82959

    		-0.6 ms

  





  

    		2020-11-20 19:03:51.238593

    		0.8 ms

  





  

    		2020-11-20 20:03:52.847771

    		-0.3 ms

  





  

    		2020-11-20 21:03:55.332542

    		0.0 ms

  





  

    		2020-11-20 22:03:56.973527

    		0.4 ms

  





  

    		2020-11-20 23:04:00.479549

    		-0.6 ms

  





  

    		2020-11-21 00:04:02.190719

    		0.2 ms

  





  

    		2020-11-21 01:04:04.706194

    		-0.7 ms

  





  

    		2020-11-21 02:04:07.100287

    		1.4 ms

  





  

    		2020-11-21 03:04:08.608007

    		0.3 ms

  





  

    		2020-11-21 04:04:10.462974

    		0.1 ms

  





  

    		2020-11-21 05:04:12.284836

    		0.9 ms

  





  

    		2020-11-21 06:04:14.758063

    		1.7 ms

  





  

    		2020-11-21 07:04:16.64997

    		0.6 ms

  





  

    		2020-11-21 08:04:18.497261

    		-0.7 ms

  





  

    		2020-11-21 09:04:20.099637

    		-0.1 ms

  





  

    		2020-11-21 10:04:23.663994

    		1.7 ms

  





  

    		2020-11-21 11:04:27.043378

    		0.0 ms

  





  

    		2020-11-21 12:04:28.419231

    		0.6 ms

  





  

    		2020-11-21 13:04:31.844564

    		-1.3 ms

  





  

    		2020-11-21 14:04:33.939486

    		0.5 ms

  





  

    		2020-11-21 15:04:36.301661

    		0.6 ms

  





  

    		2020-11-21 16:04:37.922346

    		-0.3 ms

  





  

    		2020-11-21 17:04:40.651631

    		0.7 ms

  





  

    		2020-11-21 18:04:43.070421

    		-0.6 ms

  





  

    		2020-11-21 19:04:44.950906

    		-0.4 ms

  





  

    		2020-11-21 20:04:47.686821

    		-0.7 ms

  





  

    		2020-11-21 21:04:49.726039

    		-1.1 ms

  





  

    		2020-11-21 22:04:52.033026

    		-0.6 ms

  





  

    		2020-11-21 23:04:54.635162

    		-0.4 ms

  





  

    		2020-11-22 00:04:57.37207

    		-0.2 ms

  





  

    		2020-11-22 01:04:59.1103

    		-0.1 ms

  





  

    		2020-11-22 02:05:01.670517

    		-0.6 ms

  





  

    		2020-11-22 03:06:07.044777

    		0.6 ms

  





  

    		2020-11-22 04:06:09.035688

    		-0.7 ms

  





  

    		2020-11-22 05:06:11.380414

    		-1.2 ms

  





  

    		2020-11-22 06:06:13.572898

    		1.0 ms

  





  

    		2020-11-22 07:06:16.171014

    		1.2 ms

  





  

    		2020-11-22 08:06:19.482137

    		0.2 ms

  





  

    		2020-11-22 09:06:22.168413

    		1.0 ms

  





  

    		2020-11-22 10:06:24.749196

    		0.6 ms

  





  

    		2020-11-22 11:06:27.45724

    		0.5 ms

  





  

    		2020-11-22 12:06:28.849979

    		-0.3 ms

  





  

    		2020-11-22 13:06:31.457415

    		-1.1 ms

  





  

    		2020-11-22 14:06:33.616761

    		-0.8 ms

  





  

    		2020-11-22 15:06:35.134081

    		0.2 ms

  





  

    		2020-11-22 16:06:37.319439

    		-1.7 ms

  





  

    		2020-11-22 17:06:39.117364

    		-0.9 ms

  





  

    		2020-11-22 18:06:40.61665

    		0.5 ms

  





  

    		2020-11-22 19:06:43.341576

    		0.2 ms

  





  

    		2020-11-22 20:06:45.256631

    		0.8 ms

  





  

    		2020-11-22 21:06:46.833063

    		-0.8 ms

  





  

    		2020-11-22 22:06:48.967352

    		0.4 ms

  





  

    		2020-11-22 23:06:57.826869

    		0.9 ms

  





  

    		2020-11-23 00:07:00.15949

    		-1.6 ms

  





  

    		2020-11-23 01:07:03.786744

    		0.1 ms

  





  

    		2020-11-23 02:07:05.657347

    		-0.5 ms

  





  

    		2020-11-23 03:07:07.987954

    		0.9 ms

  





  

    		2020-11-23 04:07:11.354594

    		0.6 ms

  





  

    		2020-11-23 05:07:13.720342

    		0.3 ms

  





  

    		2020-11-23 06:07:15.185233

    		1.3 ms

  





  

    		2020-11-23 07:07:17.073229

    		-0.7 ms

  





  

    		2020-11-23 08:07:20.454226

    		-0.5 ms

  





  

    		2020-11-23 09:07:22.216727

    		-1.5 ms

  





  

    		2020-11-23 10:07:24.597612

    		0.6 ms

  





  

    		2020-11-23 11:07:26.558129

    		-0.5 ms

  





  

    		2020-11-23 12:07:28.164812

    		0.1 ms

  





  

    		2020-11-23 13:07:30.872148

    		-0.8 ms

  





  

    		2020-11-23 14:07:32.341209

    		-1.0 ms

  





  

    		2020-11-23 15:07:33.93975

    		1.3 ms

  





  

    		2020-11-23 16:07:36.320229

    		1.4 ms

  





  

    		2020-11-23 17:07:39.914994

    		0.7 ms

  





  

    		2020-11-23 18:07:43.131249

    		0.7 ms

  





  

    		2020-11-23 19:07:44.504238

    		0.6 ms

  





  

    		2020-11-23 20:07:46.564188

    		0.8 ms

  





  

    		2020-11-23 21:07:48.541624

    		0.8 ms

  





  

    		2020-11-23 22:07:50.4648

    		-0.4 ms

  





  

    		2020-11-23 23:07:52.562891

    		0.3 ms

  





  

    		2020-11-24 00:07:54.865807

    		1.5 ms

  





  

    		2020-11-24 01:07:56.316821

    		1.0 ms

  





  

    		2020-11-24 02:07:58.601071

    		-1.2 ms

  





  

    		2020-11-24 03:08:02.33132

    		-2.1 ms

  





  

    		2020-11-24 04:08:05.001631

    		-0.6 ms

  





  

    		2020-11-24 05:08:07.324619

    		-0.4 ms

  





  

    		2020-11-24 06:08:09.286602

    		-1.0 ms

  





  

    		2020-11-24 07:08:10.86103

    		-0.2 ms

  





  

    		2020-11-24 08:08:13.29494

    		-0.1 ms

  





  

    		2020-11-24 09:08:14.735862

    		1.4 ms

  





  

    		2020-11-24 10:08:16.264247

    		1.3 ms

  





  

    		2020-11-24 11:08:18.286048

    		-0.6 ms

  





  

    		2020-11-24 12:08:21.300393

    		-1.3 ms

  





  

    		2020-11-24 13:08:22.890498

    		-0.9 ms

  





  

    		2020-11-24 14:08:25.138468

    		0.9 ms

  





  

    		2020-11-24 15:08:27.706489

    		0.1 ms

  





  

    		2020-11-24 16:08:29.400203

    		-0.7 ms

  





  

    		2020-11-24 17:08:33.088428

    		0.0 ms

  





  

    		2020-11-24 18:08:35.142017

    		0.7 ms

  





  

    		2020-11-24 19:08:37.457824

    		-2.7 ms

  





  

    		2020-11-24 20:08:39.927381

    		-3.6 ms

  





  

    		2020-11-24 21:08:41.444343

    		-0.7 ms

  





  

    		2020-11-24 22:08:43.436913

    		-1.9 ms

  





  

    		2020-11-24 23:08:45.744568

    		1.2 ms

  





  

    		2020-11-25 00:08:47.263176

    		0.9 ms

  





  

    		2020-11-25 01:08:49.627491

    		1.4 ms

  





  

    		2020-11-25 02:08:51.731546

    		-0.6 ms

  





  

    		2020-11-25 03:08:57.507942

    		0.7 ms

  





  

    		2020-11-25 04:08:59.249122

    		-0.2 ms

  





  

    		2020-11-25 05:09:01.209656

    		-0.9 ms

  





  

    		2020-11-25 06:09:02.947524

    		0.3 ms

  





  

    		2020-11-25 07:09:05.304867

    		-2.0 ms

  





  

    		2020-11-25 08:09:08.453942

    		0.5 ms

  





  

    		2020-11-25 09:09:09.95343

    		0.9 ms

  





  

    		2020-11-25 10:09:13.153331

    		-0.7 ms

  





  

    		2020-11-25 11:09:15.159974

    		-0.5 ms

  





  

    		2020-11-25 12:09:18.762523

    		-2.4 ms

  





  

    		2020-11-25 13:09:20.566423

    		0.5 ms

  





  

    		2020-11-25 14:09:22.214815

    		0.5 ms

  





  

    		2020-11-25 15:09:24.07187

    		-0.2 ms

  





  

    		2020-11-25 16:09:27.011975

    		-1.4 ms

  





  

    		2020-11-25 17:09:30.000081

    		-0.3 ms

  





  

    		2020-11-25 18:09:31.943982

    		-0.8 ms

  





  

    		2020-11-25 19:09:33.565012

    		-0.6 ms

  





  

    		2020-11-25 20:09:35.564077

    		-1.0 ms

  





  

    		2020-11-25 21:09:37.986162

    		-3.0 ms

  





  

    		2020-11-25 22:09:40.135101

    		-0.8 ms

  





  

    		2020-11-25 23:09:42.518265

    		-0.6 ms

  





  

    		2020-11-26 00:09:45.038322

    		0.5 ms

  





  

    		2020-11-26 01:09:46.723272

    		1.4 ms

  





  

    		2020-11-26 02:09:48.424863

    		1.7 ms

  





  

    		2020-11-26 03:09:50.11979

    		0.7 ms

  





  

    		2020-11-26 04:09:52.189308

    		-0.2 ms

  





  

    		2020-11-26 05:09:55.402044

    		-1.1 ms

  





  

    		2020-11-26 06:09:57.613272

    		-1.3 ms

  





  

    		2020-11-26 07:10:00.697702

    		-0.9 ms

  





  

    		2020-11-26 08:10:02.576303

    		0.4 ms

  





  

    		2020-11-26 09:10:04.887258

    		0.6 ms

  





  

    		2020-11-26 10:10:07.619587

    		0.7 ms

  





  

    		2020-11-26 11:10:11.798072

    		0.7 ms

  





  

    		2020-11-26 12:10:14.2672

    		-0.1 ms

  





  

    		2020-11-26 13:10:16.806225

    		-0.5 ms

  





  

    		2020-11-26 14:10:19.374809

    		1.4 ms

  





  

    		2020-11-26 15:10:21.832277

    		-0.8 ms

  





  

    		2020-11-26 16:10:23.945337

    		0.0 ms

  





  

    		2020-11-26 17:10:26.58762

    		-1.7 ms

  





  

    		2020-11-26 18:10:29.456872

    		-1.4 ms

  





  

    		2020-11-26 19:10:31.794868

    		-1.3 ms

  





  

    		2020-11-26 20:10:34.716462

    		0.1 ms

  





  

    		2020-11-26 21:10:37.388056

    		-0.5 ms

  





  

    		2020-11-26 22:10:40.148264

    		-0.5 ms

  





  

    		2020-11-26 23:10:42.59741

    		-0.2 ms

  





  

    		2020-11-27 00:10:44.538426

    		-0.4 ms

  





  

    		2020-11-27 01:10:46.768491

    		0.4 ms

  





  

    		2020-11-27 02:10:50.655638

    		0.8 ms

  





  

    		2020-11-27 03:10:52.389306

    		0.1 ms

  





  

    		2020-11-27 04:10:54.559905

    		-0.2 ms

  





  

    		2020-11-27 05:10:57.602489

    		-0.5 ms

  





  

    		2020-11-27 06:11:00.108887

    		-0.3 ms

  





  

    		2020-11-27 07:11:02.102789

    		-0.5 ms

  





  

    		2020-11-27 08:11:04.544857

    		0.9 ms

  





  

    		2020-11-27 09:11:07.89856

    		-1.4 ms

  





  

    		2020-11-27 10:11:09.638747

    		0.1 ms

  





  

    		2020-11-27 11:11:11.517432

    		0.6 ms

  





  

    		2020-11-27 12:11:14.858069

    		-1.1 ms

  





  

    		2020-11-27 13:11:16.573025

    		-0.6 ms

  





  

    		2020-11-27 14:11:20.087301

    		-1.7 ms

  





  

    		2020-11-27 15:11:22.339375

    		-1.1 ms

  





  

    		2020-11-27 16:11:24.090848

    		-1.1 ms

  





  

    		2020-11-27 17:11:26.466037

    		-0.6 ms

  





  

    		2020-11-27 18:11:28.123335

    		-0.1 ms

  





  

    		2020-11-27 19:11:29.895069

    		-1.3 ms

  





  

    		2020-11-27 20:11:31.928992

    		-1.0 ms

  





  

    		2020-11-27 21:11:33.647585

    		0.8 ms

  





  

    		2020-11-27 22:11:36.418526

    		-1.3 ms

  





  

    		2020-11-27 23:11:38.838781

    		0.1 ms

  





  

    		2020-11-28 00:11:41.401195

    		0.1 ms

  





  

    		2020-11-28 01:11:42.868584

    		-0.5 ms

  





  

    		2020-11-28 02:11:44.850723

    		-0.5 ms

  





  

    		2020-11-28 03:11:46.718705

    		1.8 ms

  





  

    		2020-11-28 04:11:48.636976

    		0.8 ms

  





  

    		2020-11-28 05:11:51.285875

    		0.6 ms

  





  

    		2020-11-28 06:11:53.67401

    		1.9 ms

  





  

    		2020-11-28 07:11:56.710238

    		-0.4 ms

  





  

    		2020-11-28 08:11:58.938802

    		0.0 ms

  





  

    		2020-11-28 09:12:01.426747

    		0.0 ms

  





  

    		2020-11-28 10:12:03.498188

    		1.0 ms

  





  

    		2020-11-28 11:12:07.227859

    		0.4 ms

  





  

    		2020-11-28 12:12:09.934237

    		-0.6 ms

  





  

    		2020-11-28 13:12:11.639048

    		0.3 ms

  





  

    		2020-11-28 14:12:13.516604

    		-1.0 ms

  





  

    		2020-11-28 15:12:14.93107

    		0.2 ms

  





  

    		2020-11-28 16:12:17.393257

    		0.0 ms

  





  

    		2020-11-28 17:12:18.963539

    		0.0 ms

  





  

    		2020-11-28 18:12:22.09215

    		0.2 ms

  





  

    		2020-11-28 19:12:23.802237

    		-1.1 ms

  





  

    		2020-11-28 20:12:26.414404

    		-1.9 ms

  





  

    		2020-11-28 21:12:28.110137

    		-1.1 ms

  





  

    		2020-11-28 22:12:31.694697

    		-0.9 ms

  





  

    		2020-11-28 23:12:33.666539

    		0.6 ms

  





  

    		2020-11-29 00:12:35.450663

    		-0.5 ms

  





  

    		2020-11-29 01:12:37.275931

    		0.4 ms

  





  

    		2020-11-29 02:12:39.012039

    		0.5 ms

  





  

    		2020-11-29 03:12:41.779551

    		1.9 ms

  





  

    		2020-11-29 04:12:44.45956

    		0.0 ms

  





  

    		2020-11-29 05:12:47.009825

    		0.3 ms

  





  

    		2020-11-29 06:12:48.800206

    		-0.2 ms

  





  

    		2020-11-29 07:12:52.494659

    		-0.8 ms

  





  

    		2020-11-29 08:12:53.945369

    		0.0 ms

  





  

    		2020-11-29 09:12:56.392463

    		-0.1 ms

  





  

    		2020-11-29 10:12:59.164696

    		-0.8 ms

  





  

    		2020-11-29 11:13:02.325047

    		0.3 ms

  





  

    		2020-11-29 12:13:04.177034

    		-0.1 ms

  





  

    		2020-11-29 13:13:05.816633

    		1.4 ms

  





  

    		2020-11-29 14:13:07.600219

    		1.5 ms

  





  

    		2020-11-29 15:13:09.121252

    		0.5 ms

  





  

    		2020-11-29 16:13:11.667585

    		-0.3 ms

  





  

    		2020-11-29 17:13:14.460741

    		-0.5 ms

  





  

    		2020-11-29 18:13:16.913675

    		-0.7 ms

  





  

    		2020-11-29 19:13:18.409319

    		-0.9 ms

  





  

    		2020-11-29 20:13:21.41902

    		-0.1 ms

  





  

    		2020-11-29 21:13:23.779818

    		-0.2 ms

  





  

    		2020-11-29 22:13:26.453901

    		0.4 ms

  





  

    		2020-11-29 23:13:28.752975

    		-0.2 ms

  





  

    		2020-11-30 00:13:30.533415

    		-0.7 ms

  





  

    		2020-11-30 01:13:32.950033

    		0.2 ms

  





  

    		2020-11-30 02:13:35.336199

    		0.7 ms

  





  

    		2020-11-30 03:13:37.50344

    		-0.8 ms

  





  

    		2020-11-30 04:13:39.749852

    		-0.6 ms

  





  

    		2020-11-30 05:13:42.662384

    		-1.0 ms

  





  

    		2020-11-30 06:13:45.614691

    		0.4 ms

  





  

    		2020-11-30 07:13:49.342869

    		-0.2 ms

  





  

    		2020-11-30 08:13:50.898226

    		0.5 ms

  





  

    		2020-11-30 09:13:54.464483

    		-0.1 ms

  





  

    		2020-11-30 10:13:56.903306

    		-0.7 ms

  





  

    		2020-11-30 11:13:59.540163

    		0.8 ms

  





  

    		2020-11-30 12:14:01.336581

    		0.7 ms

  





  

    		2020-11-30 13:14:04.145942

    		0.7 ms

  





  

    		2020-11-30 14:14:07.716713

    		-0.3 ms

  





  

    		2020-11-30 15:14:10.038519

    		0.2 ms

  





  

    		2020-11-30 16:14:11.795805

    		0.3 ms

  





  

    		2020-11-30 17:14:14.521538

    		-1.4 ms

  





  

    		2020-11-30 18:14:16.740025

    		0.6 ms

  





  

    		2020-11-30 19:14:19.136995

    		0.0 ms

  





  

    		2020-11-30 20:14:21.141229

    		-1.1 ms

  





  

    		2020-11-30 21:14:22.964024

    		-2.0 ms

  





  

    		2020-11-30 22:14:24.652724

    		-1.7 ms

  





  

    		2020-11-30 23:14:26.447388

    		-1.1 ms

  





  

    		2020-12-01 00:14:27.87569

    		-1.1 ms

  





  

    		2020-12-01 01:14:29.411343

    		0.1 ms

  





  

    		2020-12-01 02:14:31.766513

    		0.5 ms

  





  

    		2020-12-01 03:14:34.478097

    		-0.2 ms

  





  

    		2020-12-01 04:14:36.083515

    		-0.3 ms

  





  

    		2020-12-01 05:14:37.87328

    		0.0 ms

  





  

    		2020-12-01 06:14:40.566699

    		0.3 ms

  





  

    		2020-12-01 07:14:42.89331

    		0.5 ms

  





  

    		2020-12-01 08:14:45.740714

    		-1.1 ms

  





  

    		2020-12-01 09:14:47.464871

    		0.5 ms

  





  

    		2020-12-01 10:14:50.54878

    		-0.6 ms

  





  

    		2020-12-01 11:14:52.835256

    		0.4 ms

  





  

    		2020-12-01 12:14:55.475066

    		0.3 ms

  





  

    		2020-12-01 13:14:57.282085

    		0.1 ms

  





  

    		2020-12-01 14:14:59.177639

    		-0.7 ms

  





  

    		2020-12-01 15:15:01.339129

    		0.4 ms

  





  

    		2020-12-01 16:15:03.144758

    		0.6 ms

  





  

    		2020-12-01 17:15:06.781524

    		0.0 ms

  





  

    		2020-12-01 18:15:09.588927

    		0.5 ms

  





  

    		2020-12-01 19:15:12.125496

    		-0.1 ms

  





  

    		2020-12-01 20:15:14.236118

    		-1.0 ms

  





  

    		2020-12-01 21:15:15.952486

    		-0.7 ms

  





  

    		2020-12-01 22:15:19.979301

    		-0.7 ms

  





  

    		2020-12-01 23:15:22.523656

    		-0.4 ms

  





  

    		2020-12-02 00:15:24.398073

    		-0.2 ms

  





  

    		2020-12-02 01:15:26.564664

    		0.6 ms

  





  

    		2020-12-02 02:15:28.068127

    		-0.2 ms

  





  

    		2020-12-02 03:15:30.077307

    		0.1 ms

  





  

    		2020-12-02 04:15:32.168155

    		0.5 ms

  





  

    		2020-12-02 05:15:34.510118

    		-1.0 ms

  





  

    		2020-12-02 06:15:36.052043

    		-0.8 ms

  





  

    		2020-12-02 07:15:37.76436

    		-0.4 ms

  





  

    		2020-12-02 08:15:40.450981

    		-2.6 ms

  





  

    		2020-12-02 09:15:42.004188

    		-2.9 ms

  





  

    		2020-12-02 10:15:43.760811

    		-1.0 ms

  





  

    		2020-12-02 11:15:47.219631

    		-0.5 ms

  





  

    		2020-12-02 12:15:48.720014

    		1.5 ms

  





  

    		2020-12-02 13:15:50.292817

    		2.8 ms

  





  

    		2020-12-02 14:15:53.48267

    		-0.5 ms

  





  

    		2020-12-02 15:15:56.402946

    		0.2 ms

  





  

    		2020-12-02 16:15:58.04035

    		0.1 ms

  





  

    		2020-12-02 17:16:00.678315

    		0.2 ms

  





  

    		2020-12-02 18:16:02.969477

    		1.2 ms

  





  

    		2020-12-02 19:16:05.743511

    		3.1 ms

  





  

    		2020-12-02 20:16:07.830371

    		2.6 ms

  





  

    		2020-12-02 21:16:10.247855

    		4.1 ms

  





  

    		2020-12-02 22:16:12.439499

    		0.8 ms

  





  

    		2020-12-02 23:16:14.514938

    		-0.1 ms

  





  

    		2020-12-03 00:16:17.057068

    		0.3 ms

  





  

    		2020-12-03 01:16:19.118359

    		0.6 ms

  





  

    		2020-12-03 02:16:22.274723

    		0.3 ms

  





  

    		2020-12-03 03:16:23.889408

    		0.3 ms

  





  

    		2020-12-03 04:16:26.293857

    		-0.2 ms

  





  

    		2020-12-03 05:16:28.232016

    		0.2 ms

  





  

    		2020-12-03 06:16:29.839713

    		-0.2 ms

  





  

    		2020-12-03 07:16:31.416049

    		1.3 ms

  





  

    		2020-12-03 08:16:33.178526

    		0.7 ms

  





  

    		2020-12-03 09:16:35.267505

    		-0.3 ms

  





  

    		2020-12-03 10:16:36.876748

    		1.4 ms

  





  

    		2020-12-03 11:16:39.04868

    		1.2 ms

  





  

    		2020-12-03 12:16:42.615775

    		-1.1 ms

  





  

    		2020-12-03 13:16:46.195426

    		-0.7 ms

  





  

    		2020-12-03 14:16:48.448711

    		-0.1 ms

  





  

    		2020-12-03 15:16:50.315536

    		-0.7 ms

  





  

    		2020-12-03 16:16:52.249843

    		-0.4 ms

  





  

    		2020-12-03 17:16:54.340611

    		-1.7 ms

  





  

    		2020-12-03 18:16:56.583539

    		-0.9 ms

  





  

    		2020-12-03 19:16:59.545563

    		0.5 ms

  





  

    		2020-12-03 20:17:00.914015

    		-0.1 ms

  





  

    		2020-12-03 21:17:02.982546

    		0.4 ms

  





  

    		2020-12-03 22:17:05.590614

    		2.8 ms

  





  

    		2020-12-03 23:17:07.214794

    		2.7 ms

  





  

    		2020-12-04 00:17:09.195041

    		-0.4 ms

  





  

    		2020-12-04 01:17:11.742063

    		0.8 ms

  





  

    		2020-12-04 02:17:13.349742

    		0.8 ms

  





  

    		2020-12-04 03:17:15.069879

    		-0.8 ms

  





  

    		2020-12-04 04:17:17.024588

    		-0.9 ms

  





  

    		2020-12-04 05:17:18.869863

    		0.2 ms

  





  

    		2020-12-04 06:17:21.135773

    		-0.3 ms

  





  

    		2020-12-04 07:17:23.578358

    		0.5 ms

  





  

    		2020-12-04 08:17:25.355677

    		0.1 ms

  





  

    		2020-12-04 09:17:28.821715

    		-0.7 ms

  





  

    		2020-12-04 10:17:30.370586

    		-0.8 ms

  





  

    		2020-12-04 11:17:33.538018

    		-0.6 ms

  





  

    		2020-12-04 12:17:37.104548

    		-1.6 ms

  





  

    		2020-12-04 13:17:39.785196

    		-1.4 ms

  





  

    		2020-12-04 14:17:41.925637

    		-0.9 ms

  





  

    		2020-12-04 15:17:45.091274

    		0.1 ms

  





  

    		2020-12-04 16:17:48.046503

    		0.5 ms

  





  

    		2020-12-04 17:17:49.615374

    		2.2 ms

  





  

    		2020-12-04 18:17:51.299968

    		0.3 ms

  





  

    		2020-12-04 19:17:54.435523

    		1.0 ms

  





  

    		2020-12-04 20:17:57.10278

    		0.5 ms

  





  

    		2020-12-04 21:17:59.092235

    		-0.3 ms

  





  

    		2020-12-04 22:18:00.923943

    		-1.0 ms

  





  

    		2020-12-04 23:18:02.804577

    		0.2 ms

  





  

    		2020-12-05 00:18:04.590931

    		0.3 ms

  





  

    		2020-12-05 01:18:06.525932

    		0.1 ms

  





  

    		2020-12-05 02:18:08.387274

    		0.6 ms

  





  

    		2020-12-05 03:18:11.391353

    		-0.1 ms

  





  

    		2020-12-05 04:18:13.172608

    		0.8 ms

  





  

    		2020-12-05 05:18:14.929821

    		0.1 ms

  





  

    		2020-12-05 06:18:16.868899

    		-0.1 ms

  





  

    		2020-12-05 07:18:18.685307

    		0.1 ms

  





  

    		2020-12-05 08:18:20.302222

    		0.1 ms

  





  

    		2020-12-05 09:18:22.492904

    		-0.5 ms

  





  

    		2020-12-05 10:18:24.538084

    		-0.3 ms

  





  

    		2020-12-05 11:18:26.358249

    		0.0 ms

  





  

    		2020-12-05 12:18:29.97199

    		0.0 ms

  





  

    		2020-12-05 13:18:31.388051

    		-0.3 ms

  





  

    		2020-12-05 14:18:35.034206

    		-0.8 ms

  





  

    		2020-12-05 15:18:37.506008

    		0.5 ms

  





  

    		2020-12-05 16:18:41.279203

    		0.0 ms

  





  

    		2020-12-05 17:18:43.327514

    		-0.7 ms

  





  

    		2020-12-05 18:18:46.310591

    		-1.5 ms

  





  

    		2020-12-05 19:18:49.071052

    		-0.7 ms

  





  

    		2020-12-05 20:18:51.486902

    		0.4 ms

  





  

    		2020-12-05 21:18:54.5349

    		-0.9 ms

  





  

    		2020-12-05 22:18:56.712416

    		0.0 ms

  





  

    		2020-12-05 23:18:58.791354

    		-0.1 ms

  





  

    		2020-12-06 00:19:00.471189

    		0.0 ms

  





  

    		2020-12-06 01:19:02.279185

    		-0.9 ms

  





  

    		2020-12-06 02:19:04.893529

    		-0.7 ms

  





  

    		2020-12-06 03:19:07.642229

    		1.2 ms

  





  

    		2020-12-06 04:19:09.852012

    		0.5 ms

  





  

    		2020-12-06 05:19:11.864197

    		0.6 ms

  





  

    		2020-12-06 06:19:14.627577

    		0.6 ms

  





  

    		2020-12-06 07:19:16.878896

    		1.1 ms

  





  

    		2020-12-06 08:19:18.357186

    		1.2 ms

  





  

    		2020-12-06 09:19:21.031517

    		1.1 ms

  





  

    		2020-12-06 10:19:22.825856

    		0.0 ms

  





  

    		2020-12-06 11:19:24.773322

    		0.2 ms

  





  

    		2020-12-06 12:19:26.198893

    		0.0 ms

  





  

    		2020-12-06 13:19:28.444117

    		-1.1 ms

  





  

    		2020-12-06 14:19:30.394418

    		-0.7 ms

  





  

    		2020-12-06 15:19:32.053684

    		-1.1 ms

  





  

    		2020-12-06 16:19:33.946855

    		0.1 ms

  





  

    		2020-12-06 17:19:35.704822

    		-0.3 ms

  





  

    		2020-12-06 18:19:37.519816

    		-1.2 ms

  





  

    		2020-12-06 19:19:39.890606

    		0.0 ms

  





  

    		2020-12-06 20:19:41.918543

    		0.5 ms

  





  

    		2020-12-06 21:19:43.480081

    		-1.7 ms

  





  

    		2020-12-06 22:19:45.736685

    		1.3 ms

  





  

    		2020-12-06 23:19:48.534446

    		-0.8 ms

  





  

    		2020-12-07 00:19:52.110748

    		-0.8 ms

  





  

    		2020-12-07 01:19:53.58598

    		-1.4 ms

  





  

    		2020-12-07 02:19:55.587638

    		-0.7 ms

  





  

    		2020-12-07 03:19:57.483981

    		1.8 ms

  





  

    		2020-12-07 04:20:00.362798

    		2.6 ms

  





  

    		2020-12-07 05:20:01.839483

    		0.0 ms

  





  

    		2020-12-07 06:20:03.677143

    		-1.3 ms

  





  

    		2020-12-07 07:20:06.053333

    		-0.1 ms

  





  

    		2020-12-07 08:20:08.173623

    		-0.9 ms

  





  

    		2020-12-07 09:20:10.279846

    		-2.6 ms

  





  

    		2020-12-07 10:20:13.110294

    		0.0 ms

  





  

    		2020-12-07 11:20:16.008215

    		0.9 ms

  





  

    		2020-12-07 12:20:17.929324

    		-0.2 ms

  





  

    		2020-12-07 13:20:20.367171

    		-0.1 ms

  





  

    		2020-12-07 14:20:24.029465

    		0.0 ms

  





  

    		2020-12-07 15:20:26.163684

    		-0.3 ms

  





  

    		2020-12-07 16:20:27.924439

    		-0.3 ms

  





  

    		2020-12-07 17:20:29.732604

    		1.6 ms

  





  

    		2020-12-07 18:20:31.554893

    		1.1 ms

  





  

    		2020-12-07 19:20:33.288848

    		0.8 ms

  





  

    		2020-12-07 20:20:35.442636

    		0.9 ms

  





  

    		2020-12-07 21:20:37.53265

    		0.1 ms

  





  

    		2020-12-07 22:20:39.819215

    		-0.5 ms

  





  

    		2020-12-07 23:20:43.244376

    		0.4 ms

  





  

    		2020-12-08 00:20:46.04335

    		-1.3 ms

  





  

    		2020-12-08 01:20:47.717509

    		-1.1 ms

  





  

    		2020-12-08 02:20:49.972634

    		-1.1 ms

  





  

    		2020-12-08 03:20:51.857976

    		-0.4 ms

  





  

    		2020-12-08 04:20:54.106865

    		0.6 ms

  





  

    		2020-12-08 05:20:55.614945

    		-0.2 ms

  





  

    		2020-12-08 06:20:57.653528

    		0.2 ms

  





  

    		2020-12-08 07:20:59.335014

    		-0.5 ms

  





  

    		2020-12-08 08:21:02.60715

    		0.4 ms

  





  

    		2020-12-08 09:21:04.026457

    		-0.6 ms

  





  

    		2020-12-08 10:21:06.033161

    		0.7 ms

  





  

    		2020-12-08 11:21:07.632745

    		1.1 ms

  





  

    		2020-12-08 12:21:09.689662

    		1.6 ms

  





  

    		2020-12-08 13:21:12.642089

    		1.4 ms

  





  

    		2020-12-08 14:21:14.436247

    		1.9 ms

  





  

    		2020-12-08 15:21:16.549671

    		-1.2 ms

  





  

    		2020-12-08 16:21:19.151165

    		0.2 ms

  





  

    		2020-12-08 17:21:21.537241

    		0.0 ms

  





  

    		2020-12-08 18:21:23.862334

    		-0.9 ms

  





  

    		2020-12-08 19:21:25.494934

    		-2.4 ms

  





  

    		2020-12-08 20:21:28.583824

    		0.1 ms

  





  

    		2020-12-08 21:21:30.437797

    		0.4 ms

  





  

    		2020-12-08 22:21:32.497316

    		1.2 ms

  





  

    		2020-12-08 23:21:35.218479

    		0.4 ms

  





  

    		2020-12-09 00:21:38.041404

    		1.6 ms

  





  

    		2020-12-09 01:21:39.839948

    		0.5 ms

  





  

    		2020-12-09 02:21:42.454422

    		0.6 ms

  





  

    		2020-12-09 03:21:45.636689

    		0.2 ms

  





  

    		2020-12-09 04:21:48.353845

    		-1.2 ms

  





  

    		2020-12-09 05:21:50.414403

    		-0.4 ms

  





  

    		2020-12-09 06:21:52.355435

    		-0.2 ms

  





  

    		2020-12-09 07:21:54.115131

    		0.4 ms

  





  

    		2020-12-09 08:21:55.910688

    		0.6 ms

  





  

    		2020-12-09 09:21:58.200417

    		0.4 ms

  





  

    		2020-12-09 10:22:00.145806

    		-1.0 ms

  





  

    		2020-12-09 11:22:02.361202

    		0.2 ms

  





  

    		2020-12-09 12:22:04.778476

    		-2.0 ms

  





  

    		2020-12-09 13:22:07.541878

    		-1.3 ms

  





  

    		2020-12-09 14:22:09.910617

    		0.0 ms

  





  

    		2020-12-09 15:22:11.769481

    		-0.4 ms

  





  

    		2020-12-09 16:22:14.445261

    		0.6 ms

  





  

    		2020-12-09 17:22:16.996055

    		1.1 ms

  





  

    		2020-12-09 18:22:18.750569

    		-0.2 ms

  





  

    		2020-12-09 19:22:20.560308

    		1.2 ms

  





  

    		2020-12-09 20:22:23.145658

    		1.1 ms

  





  

    		2020-12-09 21:22:25.008314

    		0.5 ms

  





  

    		2020-12-09 22:22:26.644997

    		-0.4 ms

  





  

    		2020-12-09 23:22:29.286491

    		-1.2 ms

  





  

    		2020-12-10 00:22:32.612614

    		0.5 ms

  





  

    		2020-12-10 01:22:34.470427

    		0.7 ms

  





  

    		2020-12-10 02:22:35.880133

    		1.5 ms

  





  

    		2020-12-10 03:22:37.414357

    		0.6 ms

  





  

    		2020-12-10 04:22:39.164271

    		-0.1 ms

  





  

    		2020-12-10 05:22:42.079426

    		0.5 ms

  





  

    		2020-12-10 06:22:44.645727

    		-1.1 ms

  





  

    		2020-12-10 07:22:46.631711

    		-0.7 ms

  





  

    		2020-12-10 08:22:49.612835

    		-1.0 ms

  





  

    		2020-12-10 09:22:51.532346

    		-1.3 ms

  





  

    		2020-12-10 10:22:54.36954

    		-1.7 ms

  





  

    		2020-12-10 11:22:56.596872

    		-1.4 ms

  





  

    		2020-12-10 12:23:00.251546

    		-1.8 ms

  





  

    		2020-12-10 13:23:01.810893

    		-1.0 ms

  





  

    		2020-12-10 14:23:05.183907

    		-0.9 ms

  





  

    		2020-12-10 15:23:08.358011

    		-0.5 ms

  





  

    		2020-12-10 16:23:10.073635

    		0.7 ms

  





  

    		2020-12-10 17:23:11.732596

    		-0.4 ms

  





  

    		2020-12-10 18:23:14.502807

    		-0.4 ms

  





  

    		2020-12-10 19:23:16.580376

    		0.6 ms

  





  

    		2020-12-10 20:23:18.016799

    		0.8 ms

  





  

    		2020-12-10 21:23:20.302058

    		0.3 ms

  





  

    		2020-12-10 22:23:21.974889

    		0.6 ms

  





  

    		2020-12-10 23:23:25.726709

    		1.8 ms

  





  

    		2020-12-11 00:23:27.950734

    		0.6 ms

  





  

    		2020-12-11 01:23:30.373267

    		0.2 ms

  





  

    		2020-12-11 02:23:32.500302

    		-1.6 ms

  





  

    		2020-12-11 03:23:35.776949

    		-0.8 ms

  





  

    		2020-12-11 04:23:37.967515

    		-0.8 ms

  





  

    		2020-12-11 05:23:40.285876

    		0.3 ms

  





  

    		2020-12-11 06:23:42.109418

    		1.2 ms

  





  

    		2020-12-11 07:23:43.924173

    		-0.3 ms

  





  

    		2020-12-11 08:23:46.376161

    		-0.3 ms

  





  

    		2020-12-11 09:23:48.333226

    		1.4 ms

  





  

    		2020-12-11 10:23:50.946819

    		-0.3 ms

  





  

    		2020-12-11 11:23:52.541836

    		-0.2 ms

  





  

    		2020-12-11 12:23:54.889401

    		0.5 ms

  





  

    		2020-12-11 13:23:56.568405

    		0.2 ms

  





  

    		2020-12-11 14:23:59.917693

    		1.1 ms

  





  

    		2020-12-11 15:24:01.959793

    		-0.7 ms

  





  

    		2020-12-11 16:24:04.385448

    		0.5 ms

  





  

    		2020-12-11 17:24:05.938447

    		0.7 ms

  





  

    		2020-12-11 18:24:07.518672

    		-0.3 ms

  





  

    		2020-12-11 19:24:09.946118

    		1.3 ms

  





  

    		2020-12-11 20:24:11.693648

    		-0.9 ms

  





  

    		2020-12-11 21:24:13.712903

    		-1.3 ms

  





  

    		2020-12-11 22:24:16.75347

    		-1.5 ms

  





  

    		2020-12-11 23:24:18.692189

    		-1.2 ms

  





  

    		2020-12-12 00:24:20.561475

    		-0.4 ms

  





  

    		2020-12-12 01:24:22.354127

    		-0.7 ms

  





  

    		2020-12-12 02:24:23.93633

    		0.2 ms

  





  

    		2020-12-12 03:24:25.776309

    		-0.8 ms

  





  

    		2020-12-12 04:24:28.577236

    		0.7 ms

  





  

    		2020-12-12 05:24:30.866168

    		0.2 ms

  





  

    		2020-12-12 06:24:32.585228

    		-0.4 ms

  





  

    		2020-12-12 07:24:35.219395

    		-0.2 ms

  





  

    		2020-12-12 08:24:36.791162

    		-0.7 ms

  





  

    		2020-12-12 09:24:39.455222

    		-0.9 ms

  





  

    		2020-12-12 10:24:41.245056

    		-1.0 ms

  





  

    		2020-12-12 11:24:43.01546

    		-1.8 ms

  





  

    		2020-12-12 12:24:45.522048

    		-0.1 ms

  





  

    		2020-12-12 13:24:47.145628

    		2.5 ms

  





  

    		2020-12-12 14:24:49.020777

    		1.6 ms

  





  

    		2020-12-12 15:24:52.79997

    		0.7 ms

  





  

    		2020-12-12 16:24:54.5015

    		-0.5 ms

  





  

    		2020-12-12 17:24:57.25779

    		-0.1 ms

  





  

    		2020-12-12 18:24:58.758466

    		-0.6 ms

  





  

    		2020-12-12 19:25:02.100095

    		-0.9 ms

  





  

    		2020-12-12 20:25:03.576704

    		1.2 ms

  





  

    		2020-12-12 21:25:05.546165

    		0.7 ms

  





  

    		2020-12-12 22:25:07.365244

    		0.2 ms

  





  

    		2020-12-12 23:25:10.686305

    		-0.3 ms

  





  

    		2020-12-13 00:25:12.288235

    		-0.4 ms

  





  

    		2020-12-13 01:25:14.821545

    		1.3 ms

  





  

    		2020-12-13 02:25:17.288817

    		0.8 ms

  





  

    		2020-12-13 03:25:19.288538

    		0.9 ms

  





  

    		2020-12-13 04:25:20.8453

    		-3.8 ms

  





  

    		2020-12-13 05:25:23.628096

    		0.3 ms

  





  

    		2020-12-13 06:25:26.620446

    		0.9 ms

  





  

    		2020-12-13 07:25:29.268739

    		1.5 ms

  





  

    		2020-12-13 08:25:31.244101

    		0.2 ms

  





  

    		2020-12-13 09:25:33.637676

    		-0.8 ms

  





  

    		2020-12-13 10:25:35.782648

    		1.4 ms

  





  

    		2020-12-13 11:25:37.62897

    		0.3 ms

  





  

    		2020-12-13 12:25:41.077548

    		-0.3 ms

  





  

    		2020-12-13 13:25:42.973021

    		0.5 ms

  





  

    		2020-12-13 14:25:44.75148

    		-0.4 ms

  





  

    		2020-12-13 15:25:46.607526

    		-3.6 ms

  





  

    		2020-12-13 16:25:48.789903

    		-0.6 ms

  





  

    		2020-12-13 17:25:50.874093

    		1.1 ms

  





  

    		2020-12-13 18:25:53.099276

    		-0.8 ms

  





  

    		2020-12-13 19:25:55.412735

    		0.3 ms

  





  

    		2020-12-13 20:25:57.279016

    		-1.6 ms

  





  

    		2020-12-13 21:25:59.633536

    		-2.2 ms

  





  

    		2020-12-13 22:26:01.531946

    		-0.5 ms

  





  

    		2020-12-13 23:26:04.108773

    		-2.3 ms

  





  

    		2020-12-14 00:26:06.411479

    		-0.9 ms

  





  

    		2020-12-14 01:26:09.538469

    		-0.3 ms

  





  

    		2020-12-14 02:26:12.370398

    		0.5 ms

  





  

    		2020-12-14 03:26:14.071742

    		-0.4 ms

  





  

    		2020-12-14 04:26:16.468362

    		-0.9 ms

  





  

    		2020-12-14 05:26:18.354273

    		0.1 ms

  





  

    		2020-12-14 06:26:20.485249

    		2.4 ms

  





  

    		2020-12-14 07:26:22.544616

    		0.5 ms

  





  

    		2020-12-14 08:26:24.061207

    		1.5 ms

  





  

    		2020-12-14 09:26:27.511362

    		0.8 ms

  





  

    		2020-12-14 10:26:29.976591

    		0.4 ms

  





  

    		2020-12-14 11:26:32.955281

    		0.5 ms

  





  

    		2020-12-14 12:26:35.205869

    		-0.4 ms

  





  

    		2020-12-14 13:26:37.348519

    		0.2 ms

  





  

    		2020-12-14 14:26:39.162688

    		-1.0 ms

  





  

    		2020-12-14 15:26:40.958167

    		1.2 ms

  





  

    		2020-12-14 16:26:42.611296

    		0.8 ms

  





  

    		2020-12-14 17:26:45.260949

    		1.1 ms

  





  

    		2020-12-14 18:26:47.790448

    		-1.1 ms

  





  

    		2020-12-14 19:26:50.403919

    		2.7 ms

  





  

    		2020-12-14 20:26:51.982706

    		-0.6 ms

  





  

    		2020-12-14 21:26:54.961184

    		-0.1 ms

  





  

    		2020-12-14 22:26:57.446271

    		-0.5 ms

  





  

    		2020-12-14 23:26:59.298909

    		0.9 ms

  





  

    		2020-12-15 00:27:01.08146

    		1.2 ms

  





  

    		2020-12-15 01:27:02.677684

    		0.8 ms

  





  

    		2020-12-15 02:27:04.71347

    		1.2 ms

  





  

    		2020-12-15 03:27:06.767523

    		-0.4 ms

  





  

    		2020-12-15 04:27:09.784303

    		0.3 ms

  





  

    		2020-12-15 05:27:11.530249

    		0.1 ms

  





  

    		2020-12-15 06:27:14.670073

    		-0.1 ms

  





  

    		2020-12-15 07:27:16.696397

    		-1.2 ms

  





  

    		2020-12-15 08:27:19.508125

    		-1.8 ms

  





  

    		2020-12-15 09:27:21.311405

    		0.6 ms

  





  

    		2020-12-15 10:27:23.718097

    		-1.5 ms

  





  

    		2020-12-15 11:27:25.774181

    		-0.1 ms

  





  

    		2020-12-15 12:27:28.964159

    		-1.2 ms

  





  

    		2020-12-15 13:27:31.367576

    		-0.5 ms

  





  

    		2020-12-15 14:27:35.074846

    		0.2 ms

  





  

    		2020-12-15 15:27:36.819367

    		-0.7 ms

  





  

    		2020-12-15 16:27:38.522792

    		-0.5 ms

  





  

    		2020-12-15 17:27:40.675424

    		-0.9 ms

  





  

    		2020-12-15 18:27:43.964168

    		0.3 ms

  





  

    		2020-12-15 19:27:46.318662

    		1.8 ms

  





  

    		2020-12-15 20:27:49.121111

    		1.1 ms

  





  

    		2020-12-15 21:27:51.251149

    		1.0 ms

  





  

    		2020-12-15 22:27:54.278966

    		-0.3 ms

  





  

    		2020-12-15 23:27:56.135625

    		-1.1 ms

  





  

    		2020-12-16 00:27:57.535583

    		0.4 ms

  





  

    		2020-12-16 01:28:00.554838

    		-1.0 ms

  





  

    		2020-12-16 02:28:02.815555

    		0.4 ms

  





  

    		2020-12-16 03:28:04.514841

    		2.8 ms

  





  

    		2020-12-16 04:28:06.416546

    		1.6 ms

  





  

    		2020-12-16 05:28:08.376292

    		2.9 ms

  





  

    		2020-12-16 06:28:10.304433

    		1.7 ms

  





  

    		2020-12-16 07:28:11.995773

    		0.1 ms

  





  

    		2020-12-16 08:28:13.713537

    		-0.2 ms

  





  

    		2020-12-16 09:28:15.498727

    		0.6 ms

  





  

    		2020-12-16 10:28:17.545065

    		-1.2 ms

  





  

    		2020-12-16 11:28:21.114256

    		-0.4 ms

  





  

    		2020-12-16 12:28:24.583648

    		0.5 ms

  





  

    		2020-12-16 13:28:27.280432

    		-1.5 ms

  





  

    		2020-12-16 14:28:29.477643

    		-2.9 ms

  





  

    		2020-12-16 15:28:31.946989

    		-2.0 ms

  





  

    		2020-12-16 16:28:34.280435

    		-0.6 ms

  





  

    		2020-12-16 17:28:36.723797

    		-1.2 ms

  





  

    		2020-12-16 18:28:38.783351

    		-3.0 ms

  





  

    		2020-12-16 19:28:41.465276

    		-0.3 ms

  





  

    		2020-12-16 20:28:44.271728

    		-1.3 ms

  





  

    		2020-12-16 21:28:46.640742

    		-0.5 ms

  





  

    		2020-12-16 22:28:48.90392

    		-2.0 ms

  





  

    		2020-12-16 23:28:50.809484

    		-1.0 ms

  





  

    		2020-12-17 00:28:53.56354

    		-0.3 ms

  





  

    		2020-12-17 01:28:55.906513

    		1.4 ms

  





  

    		2020-12-17 02:28:58.353126

    		0.3 ms

  





  

    		2020-12-17 03:29:00.99443

    		0.8 ms

  





  

    		2020-12-17 04:29:02.699204

    		0.7 ms

  





  

    		2020-12-17 05:29:04.541489

    		1.8 ms

  





  

    		2020-12-17 06:29:07.151234

    		-0.8 ms

  





  

    		2020-12-17 07:29:09.627333

    		-0.9 ms

  





  

    		2020-12-17 08:29:12.991053

    		0.1 ms

  





  

    		2020-12-17 09:29:15.516703

    		0.5 ms

  





  

    		2020-12-17 10:29:17.088947

    		1.2 ms

  





  

    		2020-12-17 11:29:20.956349

    		0.5 ms

  





  

    		2020-12-17 12:29:22.516182

    		0.4 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

  

    		

    		83.177.200.15

    		Sara Bergh (SB) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2020-11-30 15:47:40 UTC.

  



  

    		

    		98.128.166.108

    		Sandra Magnusson (SM) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2020-11-30 15:47:40 UTC.

  



  

    		

    		213.185.13.20

    		Ebba Callenberg (EC) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2020-11-30 15:47:40 UTC.

  



  

    		

    		46.239.94.167

    		Arvid Danielsson (AD) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2020-11-30 15:47:40 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



