§1.5 Avsdgelser
Fullmdaktigeméte 1
2021/22, 210920

Forfattare: Organisationssamordnare
Datum 2021-09-09

§ 1.5 Avsagelser

Foljande personer har avsagt sig sitt fértroendeuppdrag inom Géta studentkér:

> Hampus Haugland, fullméktigeledamot
> Sara Bergh, K&rpolitisk sekreterare

Adress Kontakt Digitalt
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Protokoll: Konstituerande fullmaktige -
Verksamhetsdret 2021/22

Datum: 2021-04-10
Tid: 10:00

Plats: Zoom

Kallade: Fullméktige 21/22, kallelse@gota.gu.se

Ndrvarande:

Enskilda ledaméter:

Linned Kjellstrom* (tillkom

12.33)

Hampus Haugland*
Irina Bergd&*

Elvira Stréhemann
Wolmesjo*

Paddingtons vénner:
Olbar Hammar Ekhem#*
Leo Lavelle*

Oliwier Radke*

Enighetsaliansen:
Rasmus Lukk*

Stefan Olsson*

Robert Johnsson*
Alex-Julius Malmqyvist*

Slir-listan:
Ertan Kantur*

*= Roéstberdttigade

Kdrstyrelsen:
Sandra Magnusson
Araz Farkosh
Sara Bergh
Louise Kallstrém
Ebba Callenberg
Olle Anthin

Arvid Danielsson
Daniel Johansson
Lovisa Theander
Felix Larsvik

Verksamhetsrevisor:

Klas Karngren

Arita Halili (tillkom 1.53).

Valberedningen:
Annika Gren
Kenza Bennani

évrigd ndérvarande:
Jonathan Thor

Erika Darljung

Anneli Arohlén
Mathilda Bandarian
Alexander Jonsson
Leonardo Rhedin
Lucas Fritzon

Kim Ost

Thor Axell

Adnan Jordamovic
Carl Hedin

Beatrice Hedly

Stina Arketeg

Felicia Ekelund

Frida Mattsson
Melissa Nordkvist
Robin Landin

Marcos Monge Lopez

Adress
Gétabergsgatan 17
411 34 Goteborg

Transaktion 09222115557445198883

Kontakt
031-708 44 40
info@gota.gu.se

Signerat JT, ED, HH, RL, AA

Digitalt
gotastudentkar.se
@gotastudentkar
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§1 Prelimindrer

§ 1.1 Moétets 6ppnande och behériga utlysande

Féredragande: Sandra Magnusson
Sandra Magnusson éppnar métet klockan  Fullmdéktige beslutar

10:13.
att anse métet behoérigen utlyst.

§ 1.2 Val av métesordférande
- Féredragande: Sandra Magnusson

Forslag till beslut Fullmdktige beslutar

att vdlja Jonathan Thor och Erika Darljung  att vélja Jonathan Thor och Erika Darljung
till métesordférande. till métesordférande.

§ 1.3 Val av moétessekreterare
- Féredragande: Métesordférande

Férslag till beslut Fullméktige beslutar
att vdlja Anneli Arohlén till att valja Anneli Arohlén till
motessekreterare. motessekreterare.

§ 1.4 Val av rostréaknare tillika justerare
- Féredragande: Métesordférande

O

Motet foreslar Fullmdktige beslutar
att vdljo Haompus Haugland och Rasmus att valjo Hampus Haugland och Rasmus
Lukk till réstréiknare tillika justerare av Lukk till réstréknare tillika justerare av
dagens protokoll. dagens protokoll.
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§-| 5 Avsagelser

Féredragande: Motessekreterare

Féljande personer har avsagt sig sitt Fullmaktige beslutar
fortroendeuppdrag inom Géta
studentkar: att Idgga avsdagelsen till handlingarna.

> Jonathan &dman
(Fullmaktigeledamot)

§ 1.6 Justering av réstliangd

Féredragande: Erika Darljung

Motessekreterare foreslar Fullmdktige beslutar
att faststdlla réstiéngden till 11 stycken att faststdlla réstiéingden till 11 stycken
réstberattigade ledamoter. rostberattigade ledaméter.

§ 1.7 Adjungeringar

Féredragande: Métesordférande

Karstyrelsen féreslar Fullmaktige beslutar
att hdlla ett 6ppet moéte for alla Goéta att hdlla ett 6ppet moéte for alla Goéta
studentkdrs medlemmar. studentkdrs medlemmairr.

§ 1.8 Godkéannande av foredragningslistan
- Féredragande: Motessekreterare

Forslag till beslut Fullmdktige beslutar

att godkdnna féredragningslistan. att godkdnna féredragningslistan.
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§ 1.9 Sluttid idag

Féredragande: Métesordférande
Motesordforande foreslar Fullmaktige beslutar

att sikta pd 17:00 att sikta pd 17:00

§2 Beslutsdrenden

§ 21 Fullméktiges arbetsordning

Féredragande: Sara Bergh

Forslag till beslut Fullmdktige beslutar
att anta fullmdktiges arbetsordning i sin att anta fullmdktiges arbetsordning i sin
helhet. helhet.

§ 29 Medlemsavygift

Féredragande: Arvid Danielsson
Forslag till beslut Fullmdktige beslutar

att faststalla kostnaden fér medlemskap i att faststdlla kostnaden fér medlemskap i
Gota studentkadr till 150 SEK fér en termin, till  Gota studentkdr till 150 SEK foér en termin, till
200 SEK for tvé terminer samt 300 SEK for 200 SEK for tvd terminer samt 300 SEK for
stédmedlemskap for tvé terminer for stodmedlemskap for tvé terminer for
verksamhetsdret 2021/22. verksamhetséret 2021/22.

§ 2 3 Mdnadsarvodets storlek
- Féredragande: Olle Anthin

Férslag till beslut Fullméktige beslutar

att faststdlla ménadsarvodet fér att avsld Kérstyrelsens yrkande.

verksamhetséret 21/22 till 38 % av

prisbasbeloppet 2021.
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Ertan Kantur yrkar

att inte héjo ménadsarvodet for till 38 %,
utan ldmna det pé 37,5%.

§ 3.4 Rambudget

Féredragande: Erika Darljung
Férslag till beslut

att faststalla Rambudget for
verksamhetsdret 2021/22.

§ 25 Verksamhetsplan

Féredragande: Felix Larsvik
Foérslag till beslut

att faststalla verksamhetsplanen fér
verksamhetsdret 2021/22.
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Fullmdktige beslutar
att faststdlla manadsarvodet for

verksamhetsaret 21/22 till 37,5 % av
prisbasbeloppet 2021.

Fullmaktige beslutar

att faststdlla Rambudget fér
verksamhetséret 2021/22.

Fullméktige beslutar

att faststdlla verksamhetsplanen fér
verksamhetséret 2021/22.

§ 26 Datum for hostens fullméktigesammantréden
- Féredragande: Lovisa Theander

Foérslag till beslut
att faststalla datum fér héstens

fullméktigesammantréden for
verksamhetséret 21/22 enligt férslag.

§ 3 Valarenden

§ 31 Val till karordforande

Fullméktige beslutar

att faststalla datum fér héstens
fullmaktigesammantréiden for
verksamhetsdret 21/22 enligt férslag.

Féredragande: Valberedningen

O
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Forslag till beslut

att valja Araz Farkosh till kérordférande for
verksamhetséret 2021/22.

§ 3.2

Foérslag till beslut

att valjo Mathilda Bandarian till vice

k&rordférande for verksamhetsdret 2021/22.

Information har inkommit i néra anslutning
till métet som tycks visa att kandidaten
Mathilda Bandarian ej ar valbar enligt Goéta
studentkdrs stadga, kapitel 1: punkt 1.4 samt
enligt kapitel 2: punkt 21 och 2.2.
Kérledningen tillfrédgade
verksamhetsrevisorerna fér att kunna
styrka att informationen i relation till
stadgan tolkats korrekt.

Verksamhetsrevisorerna informerar pé

sittande méte att detta beror pé att man
mdste vara antagen eller registrerad vid
en av de fakulteter som Géta studentkar

GOTA STUDENTKARS DOKUMENTMALL | SIDA 6/13

ORDNINGSFRAGA1

Kdrstyrelsen énskar att dppna upp for fri
nominering till vakanta poster och att
dessa valérenden behandlas efter alla
valérenden ddr kandidater finns.

Fullmdktige beslutar

att Sppna upp for fri nominering till
vakanta poster och att dessa valdrenden
behandlas efter alla valérenden dér
kandidater finns.

Fullméktige beslutar

att valja Araz Farkosh till kdrordférande for
verksamhetséret 2021/22.

Val till vice karordforande
Féredragande: Valberedningen

ORDNINGSFRAGA 2
Oliwier Radke yrkar pé streck i debatten.

Fullmdktige beslutar

att dra streck i debatten.

Fullmdktige beslutar

att fullmaktige godkédnner Mathildas
kandidatur och att hon fér stdlla upp i
valet.

Fullmaktige beslutar

att inte valja Mathilda Bandarian till vice
kdrordférande fér verksamhetsdret 2021/22.

O
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representerar for att anses som fullvérdig
medlem, vilket man behdéver vara for att
vara en valbar kandidat.

Linnéa Kjellstrém tillkommer. Réstiéingden
justeras till 12stycken réstberdttigade
ledaméter.

Métespresidiet yrkar

att fullmdaktige godkénner Mathildas
kandidatur och att hon fér stélla upp i
valet.

Sara Bergh yrkar

att efter moétet Sppna for fri nominering
och att fyllnadsvdélja posten som vice
kérordférande pé& Fullmaktige 6 (och i och
med det delegera valet till Fullmdéktige
2020/21).

*protokollsanteckning:
Verksamhetsrevisorerna har vait att tolka
stadgan pd ett sétt men fullmdktige har
valt att géra en annan tolkning, slutsatsen
blir att fullmdaktige beslutar att frdngd
stadgan.
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O

*Olbar Hammer Ekhem reserverar sig mot
beslutet att Mathilda Bandarian dr valbar.

*Leo Lavelle reserverar sig mot beslutet
att Mathilda Bandarian ér valbar.

"Jag, Leo Lavelle reserverar mig mot
beslutet att kandidat Mathilda Bandaria ér
valbar dd det gdr emot stadgarna med
motiveringen att stadgan ¢r svar att tolka.
Hade den varit sé svdr att tolka hade den
varit reviderad tidigare”.

Métet ajourneras for lunch 13.15.
Métet 6ppnas igen 14:00.

ORDNINGSFRAGA 3

Ertan Kantur yrkar pé att riva upp
fullmdktiges beslut att inte tillsatta
Mathilda till vice ordférande, och ta upp
frégan igen.

Fullméktige beslutar

att riva upp fullmdktiges beslut att inte
tillsétta Mathilda till vice ordférande och ta
upp frédgan pd nytt.

Fullméktige beslutar

att inte valjo Mathilda Bandarian till vice
k&rordférande for verksamhetsdret 2021/22.

Fullmdktige beslutar

att efter métet Sppna for fri nominering
och att fyllnadsvdlja posten som vice
ké&rordférande pd& Fullméktige 6 (och i och
med det delegera valet till Fullmdaktige
2020/21).

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar

Transaktion 09222115557445198883

Signerat JT, ED, HH, RL, AA



\/ \/ \/ \/ GOTA STUDENTKARS DOKUMENTMALL | SIDA 8/13

§ 3.3 Val till karpolitisk sekreterare

Féredragande: Valberedningen

Férslag till beslut Fullméktige beslutar
att valja Sara Bergh till kdrpolitisk att valja Sara Bergh till kérpolitisk
sekreterare for verksamhetsdret 2021/22. sekreterare for verksamhetsdret 2021/22.

§ 3.4 Val till event- och féoreningsansvarig
- Féredragande: Valberedningen

Férslag till beslut Fullméktige beslutar

att valjo Ebba Callenberg till event- och att valjo Ebba Callenberg till event- och
foéreningsansvarig for verksamhetsdéret féreningsansvarig for verksamhetséret
2021/22. 2021/22.

§ 3.5 Val till arbetsmarknadsansvarig

Féredragande: Valberedningen

Forslag till beslut Fullmdktige beslutar

att vdljo Leonardo Rhedin till att vdlja Leonardo Rhedin till
arbetsmarknadsansvarig for arbetsmarknadsansvarig for
verksamhetsdret 2021/22. verksamhetsdéret 2021/22.

§ 3.6 Val till sektionsordforande, vice
) sektionsordférande och évriga ledaméter av

samhadallsvetarsektionens styrelse
Féredragande: Valberedningen

Férslag till beslut Fullméktige beslutar

att vdlja Lucas Fritzon till att vdlja Lucas Fritzon till
samhallsvetarsektionens ordférande for samhdallsvetarsektionens ordférande for
verksamhetséret 2021/22. verksamhetsdret 2021/22.

Ovriga kandidater: Alexander Jonsson.

O
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Alexander Johansson lyfter sig sjélv till
posten som samhdllisvetarsektionens
ordférande.

att valja Beatrice Hedly till

samhdllsvetarsektionens vice ordférande
for verksamhetsdret 2021/22.

§3.7
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Fullmdktige beslutar

att valja Beatrice Hedly till
samhdllsvetarsektionens vice ordférande
for verksamhetsdret 2021/22.

Val till sektionsordférande och 6vriga ledaméter av
utbildningsvetenskapliga sektionens styrelse

Féredragande: Valberedningen

Forslag till beslut

att vdlja Carl Hedin till
utbildningsvetenskapliga sektionens
ordférande for verksamhetsdret 2021/22.

att valja Elaine Bostrém, Felicia Ekelund,
Felix Larsvik, Frida Mattsson, Melissa
Nordkvist och Janine Bos till
Utbildningsvetenskapliga sektionens
styrelse fér verksamhetséret 2021/22.

Marcos Monge Lopez hominerar sig sjalv till

ledamot i utbildningsvetenskapliga
sektionens styrelse.

§3.8

Fullmdktige beslutar

att vdlja Carl Hedin till
utbildningsvetenskapliga sektionens
ordférande for verksamhetsdret 2021/22.

Fullmdktige beslutar

att valja Elaine Bostréom, Felicia Ekelund,
Felix Larsvik, Frida Mattsson, Melissa
Nordkvist och Janine Bos till
Utbildningsvetenskapliga sektionens
styrelse fér verksamhetsdret 2021/22.

Fullmdktige beslutar
att vdljo Marcos Monge Lopez till

Utbildningsvetenskapliga sektionens
styrelse fér verksamhetsdret 2021/22.

Val till sektionsordférande och évriga ledaméter av
humanistsektionens styrelse

Féredragande: Valberedningen

Forslag till beslut

Fullmaéktige beslutar

O
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att vakantsatta posten som att vdlja Stina Arketeg till
humanistsektionens ordférande for humanistsektionens ordférande for
verksamhetsaret 2021/22. verksamhetsdaret 2021/22.

Daniel Johansson yrkar

att vdlja Stina Arketeg till ordférande fér
Go6ta studentkdrs humanistsektion.

§ 39 Val till sektionsordférande och évriga ledaméter av

naturvetarsektionens styrelse
Féredragande: Valberedningen

Férslag till beslut Fullméktige beslutar

att valjo Adnan Jordamovic till att valjo Adnan Jordamovic till
naturvetarsektionens ordférande fér naturvetarsektionens ordférande fér
verksamhetsaret 2021/22. verksamhetséret 2021/22.

§ 310 Val till sektionsordférande och évriga ledaméter av

IT-sektionens styrelse
Féredragande: Valberedningen

Férslag till beslut Fullméktige beslutar
att valja Thor Axell till IT-sektionens att valja Thor Axell till IT-sektionens
ordférande for verksamhetsdret 2021/22. ordférande for verksamhetsdret 2021/22

§ 3.1 Val till talman och talmanssuppleant for

fullmdéktige
Féredragande: Valberedningen

O

Forslag till beslut Fullmdktige beslutar
att vdlja Felix Larsvik till talman fér Géta att vakantsdtta posten som talman for
studentkdr fér verksamhetsdret 2021/22. Gota studentkdr for verksamhetsdret
2021/22.
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att vakantsatta posten som
talmanssuppleant fér Géta studentkar for
verksamhetsaret 2021/22.

Felix Larsvik véljer att dra tillbaka sin
kandidatur.

§ 3.12

Forslag till beslut

att vdljo Sandra Magnusson till
verksamhetsrevisor for Gota studentkér for
verksamhetsdret 2021/22.

att vakantsatta den andra posten som
verksamhetsrevisor for Gota studentkar for
verksamhetsdret 2021/22.

§ 3.13

Foérslag till beslut

att valja Grant Thornton till revisorsbolag
for Gota studentkdrs ekonomiska revison
for verksamhetsdret 2021/22.

Métespresidiet yrkar

att vakantsdtta samtliga poster dér val
inte har genomfdrts samt att efter métet
6ppna fér nominering och att fyllnadsvélja
samtliga vakanta poster pd Fullmaktige 6
(ochioch med det delegera valet till
Fullméktige 2020/21).
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Fullmdktige beslutar

att vakantsdatta posten som
talmanssuppleant fér Gota studentkdr for
verksamhetséret 2021/22.

Val verksamhetsrevisor
Féredragande: Valberedningen

Fullmdktige beslutar

att vdljo Sandra Magnusson till
verksamhetsrevisor for Gota studentkdr for
verksamhetséret 2021/22.

Fullmdktige beslutar
att vakantsétta den andra posten som

verksamhetsrevisor for Gota studentkdér for
verksamhetséret 2021/22.

Val av ekonomisk revisor
Féredragande: Sandra Magnusson

Fullméktige beslutar

att vdlja Grant Thornton till revisorsbolag
for Gota studentkdrs ekonomiska revison
for verksamhetsdret 2021/22.

Fullméktige beslutar

att vakantsatta samtliga poster dér val
inte har genomférts samt att efter moétet
6ppna fér nominering och att fylinadsvdlja
samtliga vakanta poster pd Fullmaktige 6
(ochioch med det delegera valet till
Fullméktige 2020/21).

O
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§4 Ovrigafragor

§ 4.1 Overlamning fullméktige

Féredragande: Sara Bergh

Sara Bergh informerar om att det finns
ytterligare utbildningstillfallen fér nya
fullmdktigeledaméter. Ett tillfélle har redan
genomfdrts men det finns chans att delta
pd de kommande utbildningstillféllena.

Ndasta utbildningstillfélle &r onsdag 28 april
klockan 17:00.

§5 Motets avsliutande

§ 5.1 Métesutvdardering

Féredragande: Métesordférande

Métesutvardering sker.

§ 5 2 Motets avslutande

Féredragande: Métesordférande

Jonathan Thor avslutar motet klockan

16:54.
Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se

411 34 Goteborg info@gota.gu.se @gotastudentkar

Transaktion 09222115557445198883  § Signerat JT, ED, HH, RL, AA




Vi VI V]V

Justering av protokoll

1y Z—

Jonathan Thor,
Motesordférande

Borsti Bl

Anneli Arohlén,
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W o

Erika Darljung,
Motesordférande

WV

Hampus Haugland,

Motessekreterare Justerare

Rasmus Lukk,

Justerare
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Rostldngd: Konstituerande
fullmaktigemote verksamhetsaret
2021/22

Rostlangd =12 stycken réstberdttigade ledaméter.

Enskilda ledamoéter:

Linned Kjellstrom* Slir-listan:

Hampus Haugland* Ertan Kantur*

Irina Berg&*

Elvira Strohemann Wolmesjo* Paddingtons véinner:
Olbar Hammar Ekhem*

Enighetsalliansen: Leo Lavelle*

Rasmus Lukk* Oliwier Radke*

Stefan Olsson*
Robert Johnsson*
Alex-Julius Malmgqvist

Kdrstyrelsen:

Sandra Magnusson Olle Anthin

Araz Farkosh Arvid Danielsson

Sara Bergh Felix Larsvik

Ebba Callenberg Daniel Johansson

Louise Kdllstrém Lovisa Theander
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Talmanspresidium
Jonathan Thor
Erika Darljung

Motessekreterare:
Anneli Arohlén

Verksamhetsrevisor:
Klas Kéarngren
Arita Halili

Valberedningen:
Annika Gren
Kenza Bennani

Ovriga nérvarande:
Mathilda Bandarian
Alexander Jonsson
Leonardo Rhedin
Lucas Fritzon

Kim Ost

Thor Axell

Adnan Jordamovic
Carl Hedin

Beatrice Hedly

Stina Arketeg

Felicia Ekelund

Frida Mattsson
Melissa Nordkvist
JemnineBoes

Robin Landin

Marcos Monge Lopez
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Forfattare: Kdrstyrelsen
Datum 2021-09-10

Verksamhetsrapport till
fullmaktigeméte 1

Karoévergripande

Verksamhetsplan

Arbetet med verksamhetsplanen bérjade praktiskt taget direkt vid verksamhetsdrets
borjan, och under relativt kort tid har dérfér en del andé hant. Utbildningsrddet har startat
upp och har bérjat arbeta med mélen fér utbildningsbevakning. Bland annat har arbetet
pdbdrjats for att vidareutveckla kérpressarna, och sektionerna har héllit sina férsta
presentationer. Framover ska dessa utvdrderas och planen dr éiven att inom kort pébodrja
arbetet med att ta fram material fér kérpressar som ér anpassade foér en bit in i studierna.
B&de medlemsrekryteringsstrategin och det politiska péiverkansarbetet ér omréden dar
arbetet med verksamhetsplanens mél fortfarande ér i uppstartsfasen, men gemensamt
for badda omréden ar att en plan finns pé plats for hur vi gemensamt ska ta arbetet vidare
under dret.

Samarbetsorgan

GuUs

GUS har haft sitt forsta styrelseméte for dret. De har éven héllit i tre utbildningsdagar som
heltidarna har deltagit pd. Under dessa utbildningsdagar gavs bland annat information
om GUS verksamhet och méjligheter att bekanta sig med flera av deras ansvarsomrdéden
och uppgifter.

GFS

GFS har ocksd haft sitt forsta styrelsemote for dret. Under detta méte beslutades bland
annat att anordna diskussionsworkshops for styrelsen under det kommande dret, dér
tanken dr att en specifik fréga som ér av relevans fér kdrerna kommer att diskuteras i mer
ingdende detalj for att fungera som ett ytterligare stéd for kérerna i deras verksamhet.

O
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SFS

SFS har nyligen anordnat en introduktionsdag dér delegationen fréin Géta deltog. Under
dagen l&g fokus pé att Iéra kéinna de andra kérerna och f& mer kunskap kring SFS historia
och verksamhet. Narmast framoéver kommer ett medlemsméte att anordnas i oktober,
som Géta har for avsikt att nérvara pé och ser fram emot. Nyligen hélls ocksé ett
uppstartsmote for Projektet, dér syftet frdmst var att bekanta sig med varandra och séatta
upp en plan fér kommande moéten.

Heltidaransvar

Under den senaste tiden har arbetsbérdan fér de allra flesta heltidarna ékat i samband
med inspark och terminsstart, och heltidaransvaret har dérfér féitt stor prioritet under den
tiden. Heltidarsamtal har héllits med samtliga heltidare fér att stmma av arbetsbérdan
och planen framéver. | vissa fall har heltidarna fatt avlastning och hjélp med prioritering av
arbetsuppgifter i syfte att underlétta en pressad arbetssituation. Hela presidiet har éven
deltagit pd samtliga sektioners konstituerande styrelseméten i syfte att presentera sig for
sektionsstyrelserna och skapa nérmare band och relationer till dem.

Ovrigt

| 6vrigt har ett arbete pdborjats med att uppdatera och forbattra samtliga i personalens
arbetsbeskrivningar. Hittills har alla arbetsbeskrivningar pdbérjats revidering, varav en har
fardigstallts och en har kommit l&ngt i utvecklingen. Dessutom har féreningsansvaret blivit
en tillféllig och nyinkommen arbetsuppgift som en féljd av arbetsrelaterade
avlastningsétgdrder. Har har mycket arbete gditt at att hjdlpa féreningarna att fardigstalla
sina kérféreningsansékningar.

Verksamhetsomrdden

Utbildningsbevakning

Den storsta delen av arbetet med utbildningsbevakningen har utgjorts av utbildningsrddet.
Nu i bérjan pé en ny termin, dé en del av utbildningen dessutom sakta har &tergétt till att
utféras pé plats pé& campus, sé har fokus lagts pé att se till att denna évergdng blir sé
smidig och smdartfri som mojligt for studenterna. Utéver detta arbete och hjdlp till
sektionerna med inkomna studentérenden har resterande tid lagts pé planering av
arbetet med de utbildningsbevakningsrelaterade frdgorna i verksamhetsplanen foér
framtida utbildningsrdd.
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Utbildningsrddet har precis kommit igéing och har hunnit haft tvé méten hittills. Fokus
under dessa méten har lagts pd kursutvarderingar och studentrepresentanter. Det finns en
stark gemensam vilja att reformera kursutvérderingarna, och ett arbete har pébérjats i
réidet for att se dver dels hur de kan férbdttras och dels maéjligheterna att f& universitetet
att inféra en gemensam rutin mellan sektionerna fér hur man arbetar med

Mycket tid har nu i bérjan av verksamhetséret har ocksé gétt &t till att starta upp arbetet
med Goétas samarbetsorgan GUS, GFS och SFS. Uppstartsmote har héllits med samtliga,
och ett forsta styrelseméte, utbildningsdagar och planering av arbetet framét har ocksé
blivit av.

Politisk paverkan

En arbetsgrupp foér studentpolitisk p&verkan har startats upp. Syftet med den ér att i
enlighet med verksamhetsplanen ta fram rutiner fér hur Géta jobbar med politisk péverkan
och ta stérre plats i den offentliga politiska debatten. Det finns dven en ambition att
revidera och utveckla dsiktsdokumentet. Ett uppstartsméte kommer att héllas denna
mdénad och arbetet kommer att fortgd under hela det resterande verksamhetsdret.

Arbetsmarknad

Projektgrupp till Inspire 2022 har rekryterats under sommaren och arbetet har sakta
pdbdrjats. Projektgruppen dr indelad i tre grupper, utstdllargruppen, logistik och
marknadsféring. Projektgruppen har éiven en projektledare, vilket i detta fall ér
arbetsmarknadsansvarig. Inledningsvis kommer fokus ligga pé att projektgruppen fér den
utbildningen som behdvs samt att de inom kort bérjat kontakta potentiella utstallare.

Utover Inspire har fokus inom arbetsmarknad legat pé sponsorer och samarbeten under
insparken. Efter insparken kommer arbetsmarknadsradet péboérjas dér sektionsspecifika
aktiviteter planeras.

Event

Inspark

Planeringen av insparken ar avslutad och vi ér mitt i andra veckan av insparken pd
majoriteten av véra sektioner. Koordinatorerna har under sommmaren blivit tilldelade
sdkerhetsplaner for att sékerstdlla att varje event sker smittsdékert for deltagarna. De
riktlinjer som sattes av kérstyrelsen for smittséikra event har féljts av ansvariga for
insparksevent och kérstyrelsen har haft god dialog med involverade. Insparken HT21
beslutade kdrstyrelsen att vara fysisk med premissen att insparksansvariga féljer féljande
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Gota studentkérs riktlinjer; endast utomhusevent, tillréickligt med utrymme fér varje
deltagare, aktiviteter som undviker fysiskt nérhet, séiker utdelning av mat och tillgéng till
handsprit och/eller tvéitta hander fér deltagarna. Trots att vi &r mitt i en pandemi har
insparkseventen uppfyllt sitt huvudsyfte vilket &r att ge studenterna en plats att tréffa sina
klasskamrater, Iéra kéinna GU, Géta Studentkér med samtliga féreningar och Géteborg
som studentstad. Arbetet med att utvérdera insparken fér koordinatorerna men éven
personal och heltidare pé& Goéta Studentkér ér i géing.

Gota x Azalea

Arbetet med Gota studentkdrrs férsta centrala, fysiska evenemang sedan pandemins
borjan gdr framdat. Eventet dr sektionséverskridande med temat festival och héllbarhet.
Eventet fokuserar framst pé att fora sektioner samman och fira slutet av insparken
tilsammans. Projektet har haft sina nedgéingar men har lyckats hitta andra végar till nya
koncept, samtidigt som eventet har behdillit sitt huvudsyfte och mdl. | biljettférsdljningen
pd Orbi har vi sett ett hégt tryck och vi férvéintar oss ménga deltagare. Eventet samarbetar
med en rad sponsorer och externa aktérer som Supai Foodtruck, Fysiken och Redbull vilket
vi ser framemot.

Ovriga evenemang

Samtidigt som insparken pé&gdr har olika projekt startas fér en rad olika centrala event
under hésten och véren. Som CSN-frukost, kiddbytardag, natverkstraff for fortroendevalda
m.m.

Sektioner

Utbildningsvetenskapliga sektionen

Det férsta man gér som ny styrelseordférande ar att Iéra sig hur system och
organisationen fungerar. Detta har tagit upp mycket av den férsta tiden. Senare under juli-
augusti har Utsek fokuserat pé att tillsétta och léra kéinna styrelsen infér kommande
verksamhetsdr. De olika ansvarsomrddena har bestémts och tillsammans har styrelsen
diskuterat och arbetat fram en verksamhetsplan. Studiesocialt har insparken dominerat.
Utsek har sett till att insparkskoordinatorerna har méjlighet att genomféra sitt uppdrag
samt att ge nya studenter méjlighet att Iéra kéinna bdde sektionen de bérjat plugga pd
men ocksé Gota som helhet. Utbildningsbevakande har kdrpressar hdllits och presenterat
kéren och vad kdren kan erbjuda. Mycket fokus pd att se till att studenter forstér hur kéren
fungerar, vilka uppdrag vi mdste géra och vad vi @dmnar att géra utdver det.
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Arbetsmarknadsmdssigt har Utsek inte haft en stor del i tillexempel Géta X Azalea men har
éndé en del i att underlatta avlasta fér parter som stér for stérre delar av planerandet.

Fokusen som Utsek kommer ha under kommmande veckor ér att se till att
studentrepresentation finns dér det behoévs, ta vara pd engagemang frén insparken samt
se till att inte phaddrar ligger ute med pengar frén aktiviteter fréin insparken.

Samhadllsvetarsektionen

Under juli ménad sé& bérjade vi smatt att orientera oss i vara nya roller och mycket
férberedelsearbete genomférdes, mailande till studieadministratdrer fér att boka
kérpressar och till studentrepresentanter for att se om de vill sitta kvar. Augusti och
september har i samband med insparkens och terminens bérjan varit en hektisk tid med
kontakter av olika slag. Lucas har orienterat sig i den djungeln som utbildningsbevakningen
pd& samsek stundtals kan vara medan Beatrice har lagt huvuddelen av sin tid pé att
planera och genomféra insparken.

I skrivande stund har vi hunnit med 2 stycken sektionsstyrelseméten och férdelat
ansvarsomrdadena, och det ligger dessutom ett antal projekt i pipelinen som vi
férhoppningsvis har hunnit diskutera med sektionsstyrelsen nér FUM sammantréder. Ett
sddant exempel ér SAM-ndatverket som styrelsen har stdllt sig positiva till att fortsétta
genomfdra och vars form och utstréickning Lucas & Annahita ska diskutera 21 september.
Vi har ocksé hunnit traffa féretréidare for StuFF i Linkdping och Samhdllsvetarkdren i Lund
inom ramen for ett samarbete som kallas for SAMband, bestdende av samhdlisvetarkérer
och sektioner. Dar diskuterade vi under vilka former vi vill samarbeta under éret och vi tror
att utbytet kommer att vara givande.

Naturvetarsektionen

Under juliménad har det arbetats mycket med att Iéra kéinna och organisera arbetet som
sektionsordférande samt férberedande arbete infér insparken samt tillséttningar av
styrelseledaméter. Augusti samt september ménad har mycket av tiden gatt pd méten
med fakulteten och deras verksamhetsstrategier och planer fér kommande 3 dren. Det har
dven varit mycket arbete kring tillséttning av studentrepresentanter och fler
styrelseledamoter samt insparken.

Ett nyckelarbete for att stdrka studentpolitiken och studenters rést har varit i att
ateraktivera gamla féreningar(SG/SF) som détt genom dren bl.a. pd brist av engagemang.
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Hittills har SG-Geo &terskapats och arbete fér att bli en Géta-férening har pébérjats.
Diskussioner med SG-matematik &r ocksé ett arbete som pébérjats i hopp om att de vill bli
en Goétaférening dar vi gérna héller en néra kommunikation. Foér de évriga icke-aktiva
féreningar har det kommunicerats och arbetet ér igéing for att starta dem. Fér de évriga
aktiva féreningarna har dialoger och arbete férts for att stérka de féreningar som finns.

Det har &ven diskuterats med fakulteten om behov av enskilda rum fér varje diverse
férening. Detta dr ett arbete i tidigt stadie och fortsatt dialog med fakulteten om att skapa
utrymme fér dessa rum i den nya byggnaden(Natrium) ér pa gang.

Det har sats press pé fakulteten om att kommunicera ut om "feel good” och goéra studenter
mer medvetna om mojligheten till hjalp.

Det har éven skapats en ndrmare kontakt med doktorandréidet pé fakulteten,
engagemanget att vara studentrepresentant har varit bristande dér under léingre tid(som
hos 6vriga studenter) men kontakten har redan pévisat ett resultat i form av stérre
engagemang.

Ytterligare ett arbete som pdborjats ér skapandet av en ny mall for tillséttning av
studentrepresentanter. Tanken ér att denna mall kommer bl.a. underlétta tillséttningen av
studentrepresentanter.

Humanistsektionen

Verksamhetsdret startade med att forséka hitta och tillsatta styrelseledaméter. Detta var
nédvandigt for att kunna ta vid arbetet som min féretrédare Daniel Iimnat efter sig vad
galler att tillsatta ett antal studentrepresentanter. Sommaren bestod av att bli ndgot varm
i kldderna, i alla fall i den mén som sommarens semestertempo kunde ingiva. Det skulle
visa sig att augusti skulle komma att bli mycket mer intensiv med ett verksamhetsér som
verkligen bérjade kéinnas pé riktigt. En styrelse med 5 ledaméter + jag har tillsatts, 24
studentrepresentantsposter och 2 externa beddémare har tillsatts hittills.

Vi har redan noterat att mycket gdéllande kurslitteratur, Canvas och schema inte har
fungerat pd flera institutioner men sérskilt en dér vi haft en dialog for att [6sa drenden pé
kort sikt men att vi fréin kéren inte kommer acceptera att det fortsdtter i framtiden.
Generellt finns det inte ett generellt arbetssatt for att hantera Canvas édnnu och detta ér
ett stort problem. Hér ingdr éiven en stor fréga om kursutvérderingar. Dessa dmnen
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kommer vi jobba med fakultetsmdassigt frén kérens sida pd Humanisten under
verksamhetsdret.

Studiesocialt ér Insparken snart éver och det har gétt bra. Studenterna har varit taggade
och glada. Fér att ytterligare 6ka sammanhdlliningen mellan studenter pé& Humanisten sé
kommer fokus ligga pd event och studiesociala evenemang frdn sektionens sida men
aven fran féreningshdill. Restriktionerna som férsvinner den 29e september kommer éppna
upp foér ytterligare inomhusevent, t.ex. yogaklasser som planeras att héllas p& Humanisten
en géing i veckan ndr restriktionerna sléppt och event i entréhallen dagtid (eller kvélistid,
vem vet?)

IT-sektionen

Juli:

Under juliménad var det fullt s med att pdbodrja samarbeten med alla féreningar samt all
personal p& GU. Jag hade introduktionsméten med alla féreningar, sexmdsterier, utskott,
doktorandréd och éven personliga samtal med ménga medarbetare pd fakulteten, detta
inkluderar studievégledare, programansvariga, viceprefekter osv.

Utdver detta var det mest att satta sig in i arbetet och stédja olika féreningar som hade
haft problem under pandemin och behévde hjdlp med att starta igéing allt arbete igen.

Férbereda sektionsstyrelsen fér deras uppdrag samt sékandet efter studentrepresentanter
pdbodrjades.

Augusti:

Storre delen av augusti gick &t till att forbereda infér insparken, detta inkluderar ménga
olika saker som att férbereda all information till nya studenter, stédja féreningarna och
insparkskoordinatorerna. Vidare innebar det att fixa allt med faddrarna (fadderutbildning,
medlemskap osv), uppdatera hemsidan, och att skapa nya kommunikationskanaler at de
nya studenterna som bérjade. Jag tillsammans med négra 2:or och 3:or sdg till att alla
kandidatprogram fick egna kommunikationskanaler i discordservrarna. Dessutom
skapade jag Facebook-grupper &t alla program som finns pé fakulteten.

| augusti har jag éven bérjat dra igéing mina egna projekt och visioner fér fakulteten. Detta
inkluderar kursvérderingar, nya féreningar och studentgrupper.

Mycket tid har gatt till att forbattra informationsflédet till alla studenter genom olika
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kanaler, detta genom att prata mycket om det pé kérpressar och marknadsféra alla
klassgrupper. Jag har dubblat antal Instagram féljare sen jag tog éver i juli.

Utdver detta har jag lagt mycket tid pé att férbattra utseendet pd hemsidan, lagt in alla
féreningar vi har pé sektionen, samt skrivit olika artiklar.

Jag har éven designat IT-sektionens Skitviktigt som redan dr klar och hénger uppe pé alla
viktiga stallen pé IT-fakulteten.

Studentrepresentanter har blivit tillsatta pé alla poster och réd pé fakulteten, inklusive alla
doktorandposter. Vi har inget r&d som dr vakantsatt i nuléget.

En stor del av tiden i slutet p& augusti har gétt &t till att hdlla och férbereda
kérpresentationer. Under veckan 26 augusti- 3 september héll jag 18 olika
kérpresentationer, fér néstan alla program och alla &rskullar pé IT-fakulteten.

September:
Forsta veckan gick enbart ut pé att hdlla de sista kérpressarna, efter det har mycket av min
tid gditt till att fortsétta egna projekt.

Vi héller pé att starta upp flera olika féreningar/grupper/klubbar sésom schackklubb,
cybersdkerhet, padel, volleyboll, gym, osv.

Vidare har vi bérjat fila pé kursvarderingar som vi kommer att utféra fréin kérens sida. Detta
ar ndgot som jag just nu fér en dialog med fakulteten dver.
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Gota studentkars
verksamhetsplan 21/22

Forord

“Vi mojliggor en studietid att minnas och sdkerstdller en utbildning att vara stolt éver.” -
Gota studentkdrs vision

Visionen ér organisationens slutliga mél, vérdegrunden végleder sedan hur
organisationen ska vara i arbetet mot visionen. Verksamhetsstrategin ér sedan det
dokument som talar om vilka omréden som arbetet ska fokusera p& de kommande éren
for att né visionen. Verksamhetsplanen ér det dokument som beskriver vilka delprojekt och
omrd&den som ska vara i fokus under kommande verksamhetsdr.

Verksamhetséret 21/22 ér det andra, av fyra &r, som kommer att arbeta med den antagna
verksamhetsstrategin. Strategin statuerade att férsta dret skulle vara ett
implementeringsdr dér férutséttningar skapades for att genomférandet skulle sékerstéllas
under kommande &r. Utdver detta har ocksd ett par mal ur planen valts ut for
pébérjonde/genomfdrande. Verksamhetsaret 21/22 blir dérmed det férsta dret med denna
verksamhetsstrategi som helt och fullt kommer fokusera p&d mdélen. Mélen som valts ut ar
sddana som anses vara ldmpliga att fortsétta arbetet med. Delvis utifréin vad som
fokuserats pé& under foregdende verksamhetsér men ocksé vad som kan anses vara mer
prioriterat pé& grund av pandemin som préglade majoriteten av férra verksamhetsdéret.
Urvalsprocessen har skett genom att en arbetsgrupp utsdgs i bérjan av verksamhetsdret
20/21. Denna grupp tog fram ett férslag som stéttades av évriga heltidare.

For 6kad kontinuitet i organisationen har éven mail frén féregéende verksamhetsplan, som
inte helt fardigstallts, lyfts i denna verksamhetsplan. Detta i syfte att arbete som lagts pd
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tidigare projekt inte ska gé foérlorat i och med skifte i verksamhetsér och dérmed
heltidargrupp.

Mal 1.2 - Rattvisa och rattssdkerhet

Transparens och réttssdkerhet dr grunden for att studietiden ska upplevas som trygg
och kvalitativ. Gota studentkdr ska stétta vid utbildningsrelaterade problem och vara en
6ppen, stabil och fértroendeingivande organisation. Det ska finnas tydliga rutiner och en
tydlig strategi fér att arbeta med studentdrenden.

Delmdl inom réttvisa och rattssdkerhet ér i verksamhetsstrategin bland annat ett fokus pé
réittssdkerhet samt att sékerstdlla att studenter kénner till vér
utbildningsbevakningsverksamhet. Det har ér darfér en naturlig fortséttning av féregéiende
&rs fokus p& mal 1.1.i verksamhetsstrategin, som handlar om strukturer for
utbildningsbevakning.

> 1.2.1. Oka organisationens kunskap om réttvisa och rattssdkerhet for studenter
> 1.2.3. Okad kdnnedom bland universitetets studenter om vér
utbildningsbevakningsverksamhet samt Géteborgs universitets studentkérers

ombudsverksamhet
Delmadl Konkretisering Ansvarig
1.2.10ka > Tafram en lathund med
organisationens information om studenters
kunskap om réttvisa rattigheter for intern och extern
och réttssékerhet for anvandning.
studenter

> Anordna (minst) 1
utbildningstillfélle fér
fértroendevalda och
engagerade angdende
studenters réttigheter

> Utveckla informationen pé
Gota studentkérs hemsida och
Wiki angéende rattssdkerhet
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1.2.3. Okad kéinnedom
bland universitetets
studenter om var
utbildningsbevakning
sverksamhet samt

Ta fram ytterligare
kérpresentationsunderlag med
storre fokus pé
utbildningsbevakning

Goéteborgs Oka antalet inlagg pd sociala
universitets medier med fokus pé&
studentkérers utbildningsbevakning
ombudsverksamhet
Utred Gota studentkdrs arbete
och organisering av
utbildningsbevakning.
Undersok hur andra kérer
kommunicerar om
utbildningsbevakning i syfte att
hitta goda exempel fér eget
bruk.
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Mail 2.2. Ett attraktivt medlemskap

Gota studentkér ar en medlemsorganisation. En stark och medlemsstyrd studentkdr
gynnar studenterna och ett hégre medlemsantal ékar legitimiteten. Medlemmar ska
vara néjda med sitt medlemskap och fortsétta vara medlemmar under hela studietiden.

Att vara och foérbli medlem i Gota studentkdr ska vara en sjdlvklarhet for véra
representerade studenter, och allra helst ska de séka upp oss snarare an tvértom.
Medlemskap i Gota studentkér boér vara ndgot som véra medlemmar kan stoltsera med.
Genom att studenterna har god kéinnedom om vad Géta studentkér gér och de férméner

som ingdr i ett medlemskap kan medlemsantalet dkas.

> 2.2.1. Representerade studenter ska i hdgre utstréickning kénnai till vér organisation

> 222, Okat antal medlemmar

> 2.2.3. Okad andel férnyade medlemskap

> 2.2.4. Utveckla och kommunicera vad ett attraktivt medlemskap i Géta studentkér

ar

Dessa delmadl &r mycket narliggande och de konkretiserade mélen ar darmed

sammanhéngande och beroende av varandra.

O

Delmadl Konkretisering Ansvarig
2.2.1 Representerade > Anordna ett 6kat antal
studenter ska i hdégre kérpresentationer under
utstréckning kénna verksamhetsdret: inte bara vid
till vér organisation terminsstarter.
> Tafram en struktur och rutin
som gor det majligt for
respektive sektion att &rligen
skapa sig en plan fér hur de ska
ge studenter mojlighet att
tréffa sektionspresidiet och -
styrelsen.
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O

2.2.2. Okat antal
medlemmar

Fardigstall
medlemsrekryteringsstrategin

Ta fram en plan fér hur
evenemang kan genomféras i
medlemsrekryterande syfte

Undersdk vilken typ av
evenemang och verksamhet
som studenterna "saknar”

2.2.3 Okad andel
férnyade
medlemskap

Anordna "Valkomna tillbaka-
evenemang’ i bérjan av
terminen for dtervéndande
studenter

Ta fram kérpresentationer med
innehdall riktat mot studenter
som inte l&ser sitt forsta ér och
genomfér séidana

2.2.4 Utveckla och
kommunicera vad ett
attraktivt
medlemskap ar

Ta fram rutin for
dokumentation av Gota
studentkdrs lyckade insatser

Skapa utbildningsmaterial och
mallar fér underl&tta och
forbattra sektionernas
anvéndande av sociala medier

Adress
Gétabergsgatan 17
411 34 Goteborg
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Politisk paverkan

For att se till véira medlemmars bésta behéver Géta studentkér vara med och driva olika
frdgor gentemot universitetet, medlemsorganisationer och staden. Genom att Iéigga fokus
pd olika paverkansfrégor kan vi se till att vi ér en tydlig rést i debatten.

Verksamhetsstrategin 1.3 anger mal fér Gota studentkérs politiska nérvaro, men innan
detta madl kan angripas i sin helhet behdévs fortsatt grundarbete som mojliggoér for fortsatt
arbete med politiska frégor under kommande dr. Arbetet péboérjades under
verksamhetséret 20/21 men dé detta satt att arbeta kring politisk p&verkar &r nytt kréivs
ytterligare "'markarbete’ for att ta fram en gedigen struktur.

> Tafram en struktur for politiska fokusfrégor
> Fortsatta arbetet med framtagande av rutiner for politiskt pdverkansarbete

Madlen i sig @r redan konkreta och ansvaret for genomférande delegeras till arbetsgrupp
for politisk paverkan.

Ej fardigstalit 20/21

Féregdende verksamhetsdr hade i sin verksamhetsplan en del mél som inte helt hann
fardigstallas. D& det ér av vikt att dessa blir fullbordade anses det viktigt att de formuleras i
denna verksamhetsplan. Nédgra av mélen ér delvis utférda och det som gjorts kontra
behover goras beskrivs nedan.

> 111 Skapa ett strategiskt och vélgrundat arbetssétt fér arbetet med
utbildningskvalitet

Under verksamhetsdret 20/21 lanserades b&de en digital utbildning och ett
inrapporteringssystem for studentrepresentanter. Det som fortfarande behéver géras ar
att arbeta fram ett mer systematiskt satt att administrera och samordna
studentrepresentanter ute pé sektionerna.

> 1.1.2. Oka studenternas kunskap om méjligheterna till att paverka
utbildningskvaliteten
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Under verksamhetsdret 20/21 tog man fram en mall som kan anvéndas i Géta-mejlen for
att ge sektionsordférandena ett enkelt satt att lyfta arbetet som gérs for
utbildningskvalitet. Foér att fullfélja det har mélet hade det varit 6nskvart med ett liknande
standardiserat arbetssdtt i féorenings- och medlemsmejlen.

> 1.2.2. Skapa och implementera ett arbetssatt for att registrera och félja upp
studentdrenden

Under féregéende verksamhetsér tog GUS fram ett digitalt system for det hér syftet. Det
Gota behéver komma fram till éir hur man vill anvénda det hér systemet internti sin

O

egen organisation.
Adress Kontakt Digitalt
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§ 3.1Val till valberedningen
Fullmdaktigeméte 1 O
2021/22, 210920

Forfattare: Organisationssamordnare
Datum 2021-09-09

§ 3.1Val till valberedningen

Valberedningens syfte ér att bereda val som férréttas av fullméktige samt val av
sektionsstyrelseledaméter. Valberedningen ska samla in relevant information frén
kandidater och sammanstdlla en férordan som presenteras vid konstituerande
fullmaktigemaéte. (Valberedningens arbetsordning)

Valberedningen bestdr av tre till sex ledamaoéter som utses av fullméktige under
hoéstterminen. Det dr fordelaktigt om samtliga fem av Géta studentkdrs sektioner finns
representerade i valberedningen. Valberedningen utser sjélva en sammankallare och en
bitréidande sammankallare. (Valberedningens arbetsordning)

Valberedningen tillséitts med férdel sé tidigt pd verksamhetséret som moéjligt. Dock finns i
nuléget inga kandidater.

Foérslag till beslut

att ppna upp fri nominering till valberedningen under métet och fram till och med
fullmdaktigemote 2, 26 oktober 2021.
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§ 3.2 Val till valnémnden
Fullmdaktigeméte 1 O
2021/22, 210820

Forfattare: Organisationssamordnare
Datum 2021-09-09

§ 3.2 Val till valnémnden

Valnédmnden hanterar och administrerar kérvalet, alltsé val till fullmaéktige. | vainémndens
uppgifter ingér bland annat att marknadsféra kérvalet, besluta om datum fér kandidaturer
samt att sammanstélla och kungéra valresultat.

Valnédmnden ska enligt stadgan tillsattas i bérjon av hdstterminen och dérmed ligger
denna punkt i dagordningen. | handling §4.4 forklaras dock kérstyrelsen avsikt att avskaffa
valndmnden och med detta hoppas vi kunna ldmna punkten obehandlad. | nuldget finns
inga kandidater till valndmnden sé om fullméktige vdljer att avslé Propositionen:
Valndmndens avskaffade, ér férslaget att istdllet vakantsatta posterna i valnémnden tills
vidare.

Forslag till beslut
att Idmna punkten.
alternativ (om fullmaktige skulle vélja att avsld Proposition: Valndmndens avskaffande):

att ppna upp fri nominering till valberedningen under métet och fram till och med
fullmdaktigemote 2, 26 oktober 2021.
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§ 4.1 Faststdllande av Per Capsulam: Fylinadsval
Fullmdaktigemote 1
2021/22, 210920

Forfattare: Organisationssamordnare
Datum 2021-09-09

§ 4.1 Faststallande av Per
Capsulam: Fylinadsval

2 augusti 2021 skickades ett Per Capsulam-beslut ut till fullmdktige angdende att

fyllnadsval. Féljande punkter beslutades om:

1. att utlysa fyllnadsval till Géta studentkdrs fullmdéktige verksamhetsdret 21/22.

2. attvdlja Araz Farkosh, Sara Bergh och Leonardo Rhedin till tillféllig valnédmnd fér

fyllnadsvalet.

Det ¢&r noterat att beslutsunderlaget hade fel &rtal (20/21) p& grund av felskrivning, men

hoppas fullmdktige finner beslutet giltigt oavsett,

Resultatet blev:
1. 9JA, 0NEJ,0AVSTAR
2. 9JA,O0NEJ,0AVSTAR

Foérslag till beslut
att faststdlla Per Capsulam-beslut: Fyllnadsval.
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§ 4.2 Vakantsatt posten kdérpolitisk sekreterare
Fullmdaktigeméte 1 O
2021/22, 210920

Forfattare: Presidiet
Datum 2021-09-09

8§ 4.2 Proposition: Vakantsatt
posten karpolitisk sekreterare

| bérjan av augusti meddelade vér dévarande kérpolitiska sekreterare att hon hade for
avsikt att avséga sig sin post. Med anledning av detta uppkom flera produktiva
diskussioner pé flera héll och planer bland sdvél heltidare som personal kring hur denna
minskning av arbetsstyrkan bést kan ersattas. Resultatet av dessa diskussioner blev tillslut
att rollen som medlemsansvarig gjordes om till en roll som organisationssamordnare, som
ocksd tog 6ver en maijoritet av de uppgifter som tidigare 1&g pé kérpolitisk sekreterare.
Uppgifterna for politisk péverkan har déremot flyttats till presidiet, dér vice ordférande for
nuvarande har det huvudsakliga ansvaret. Detta var en énskvard 16sning dels fér att
arbetsuppgifterna fér medlemsansvarig var i behov av stora reformer, dels for att det
fanns en 6nskan frdn presidiets sida att ha ansvar for politisk péiverkan. Uppfattningen frén
de berérda parterna ar att detta ér en arbetsordning som hittills har fungerat val.

Med anledning av ovan beskrivna héindelser finns det i dagsléget inte ndgot behov av en
kérpolitisk sekreterare, vars uppgifter till fullo téicks pé annat héll i arbetslaget. Darfér har
presidiet fattat ett presidiebeslut om att skicka en proposition till fullmaktige for att
vakantsatta posten for kérpolitisk sekreterare.

Férslag till beslut:
att vakantsdatta posten som kérpolitisk sekreterare
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§ 4.3 Proposition: Policy fér avsténgning fréin sérskilda k&raktiviteter
Fullmdaktigeméte 1 O
2021/22, 210920

Forfattare: Kdrstyrelsen
Datum 2021-09-08

8§ 4.3 Proposition: Policy for
avsténgning fran sarskilda
kdaraktiviteter

Historiskt har Géta studentkér haft flertaliga drenden som brukar benémnas "av kénslig
natur”. Dessa har rért medlemmarr eller engagerade som brutit mot stadga, vérdegrund,
likabehandlingspolicy eller andra regelverk (éven svensk lag). Varje s&dant érende har
hanterats efter kérstyrelsen, eller tidigare fullmaktiges, bésta formaga.

| de flesta fall har &renden resulterat i en uteslutning eller och/eller ett férbud att delta vid
event. Som studentkdr har vi dock egentligen inte rétten att utesluta en medlem "hur som
helst”, men vi har méjlighet att frénta ndgon rétten att delta pd event eller att inneha

fértroendeuppdrag som tillséitts utav studentkdren.

Denna policy togs fram under slutet av verksamhetsdret 20/21 men férhoppning om att
underldatta process och uppfoéljning ndr ett séidant érenden ater behdver behandlas.

Férslag till beslut:

att anta Policy for avstangning fréin sarskilda kéraktiviteter i sin helhet.
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Typ av styrdokument: Policy
Antagen av: Fullmdéktige, 202X-XX-XX
Senast reviderad: -

Policy for avstéingning fran
sdérskilda karaktiviteter

Inledning

Alla studenter har ratt att vara medlemmar i den studentkdr som foretréder dem. Det
framgdr av 12 § i Hégskolelagen, som lyder:

12 § Alla studenter inom en studentkdrs verksamhetsomradade ska ha ratt att vara
medlemmar i kdren, om de uppfyller de krav som stdlls fér medlemskap i en sddan
sammanslutning som avsesi 8 §.

Att utesluta en medlem ur en studentkér ar darfér inte mojligt. Déremot finns det ett behov
atti en organisation bidra till en trygg miljé fér alla medlemmar, samt att sékerstdlla
s@kerheten i de situationer som en féreningsmedlem kan hamnai.

Av den anledningen har féljande rutin upprdattats, for att pd ett rattssdkert satt kunna bidra
till en trygg féreningsmiljé. Genom att ta situationer som uppstér pé allvar arbetar Géta
studentkar forebyggande for en miljoé dér alla medlemmar ska kénna sig trygga under sin
tid i studentkdren.
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Framtida stadga

§ 2:6 Avstéingning
En medlem som bryter mot § 2:3 eller motarbetar kdrens syfte kan stéingas av enligt
dokumentet Rutin fér avstéingning frén sarskilda kéraktiviteter.

Beslut om avsténgning tas av kérstyrelsen med minst halften av kérstyrelsen totala antal
roster. | beslutet ska anges den kortaste tid som avsténgningen ska géilla. Beslutet ska

rapporteras till karfullmaktige.

Om berdérd person eller medlem vill éverklaga beslutet kan denne goéra detta till
kérfullmaktige. Detta ska skriftligt Imnas till kéirordférande.

Beslut vid éverklagande till kérfullméktige gérs med minst halften av k&rfullméktiges
totala antal réster. | beslutet ska anges den kortaste tid som avsténgningen ska gdlla.

Fréiga om avsténgning kan véickas av medlem i Gota studentkar.

Medlem som &r foremal for beslut om avsténgning ska underréttas om detta och har
ratt att ndrvara och yttra sig i denna fréga vid det kérstyrelse- eller karfullméaktigemote

dar frédgan om avsténgning ska behandlas.

Definitioner

Haér finns en beskrivning av definitioner av relevans fér avsténgning fréin sérskilda
kéraktiviteter.

Parter i fall
| brist pé ett sjalvklart begrepp pd de olika parter som finns i ett avstéingningsérende foljer
har en definition pé dessa parter, med referens till vad de kallas i fortséttningen:

> Part A: Den person som upplevt en situation inom kérens verksamhet dér hen
kénner sig otrygg.

> Part B: Den person som ér foremdl fér en eventuell avstéingning.

> Kérstyrelsen: Det organ inom Goéta studentkdr som fattar beslut om avsténgning.
Bestdr av studentkdrens heltidsarvoderade.

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar



POLICY FOR AVSTANGNING FRAN SARSKILDA KARAKTIVTETER | SIDA 3/5 o

> Karfullmdktige: Det organ inom Géta studentkér som Part A (eller ombud) eller B
kan éverklaga kérstyrelsens beslut om avsténgning till.

> Foértroendeuppdrag: Inom Géta studentkdér innefattar fortroendeuppdrag
exempelvis att vara phadder, insparkskoordinator, fullméktigeledamot,
valberedning, valndmnd, verksamhetsrevisor, talman, talmanssuppleant, mediem
av Inspire-projektgrupp, kommittéer, utskott, sektionsstyrelseledamot eller personer
pd heltidarposition.

Situationer som kan leda till avsténgning
Om en medlem anser att den har upplevt en situation inom kérens verksamhet dér den
har kéint sig otrygg finns ett antal dokument som medlemmar inom Géta studentkér
madste folja, som darfor gér att hanvisa till i ett avsténgningsdrende. Dessa dokument ér
huvudsakligen:

> Alkohol- och drogpolicy

> Likabehandlingspolicy

> Vdrdegrunden

Om en medlem bryter mot néigon av dessa policys kan det innebdra att en mediem
stéings av fréin sarskilda kéraktiviteter.

Konsekvenser av policybrott

D& uteslutning av medlem fréin studentkdren inte ér maéjligt enligt lag finns det andra typer
av konsekvenser fér enskild medlem som bryter mot nédgon av Géta studentkérs
styrdokument. Eventuella konsekvenser beddéms utifréin situationens karaktér men kan
innebdra négot av foljonde:

> Avstangning fréin Géta studentkér och dess féreningars evenemang under tre
mdnader

> Avstangning fréin Géta studentkér och dess féreningars evenemang under ett ér

> Avstdngning frén Goéta studentkér och dess féreningars evenemang under
resterande studietid.

> Entledigande fréin nuvarande fértroendeuppdrag inom Géta studentkér

> Entledigande fr&n nuvarande fértroendeuppdrag inom Géta studentkdr samt
frédntagen mojligheten att séka fértroendeuppdrag under ett &r framét

> Entledigande fréin nuvarande fértroendeuppdrag inom Géta studentkér samt
fréntagen mojligheten att séka fértroendeuppdrag under resterande studietid

> Forléngning av redan existerande p&foljd
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Inkommande av arende

Arenden som rér avstangning fran sarskilda kdaraktiviteter ska skickas till K&rpolitisk

sekreterare (pol.sek@gota.gu.se) senast 5 arbetsdagar innan ett kérstyrelseméte. Om
drendet innehdller all information som enligt rutindokumentet kréiver kommer érendet att
tas upp pd nasta kdrstyrelsemote. Det ér Kérpolitisk sekreterare tillsammans med presidiet
som ansvarar att ta upp punkten pé& kommande kdrstyrelseméte.

Om drendet &r av sddan karaktér att ett beslut méste géras omedelbart (till exempel
under insparksveckorna vid terminsstart, dér event sker varje dag), kan stycket ovan
avvikas fran.

Kdrstyrelsens krav for ett godkdnt érende

> Enbeskrivning av sammanhanget dér grunden fér avstangningen skett i (férening,
centralt kdrevenemang, insparksaktivitet)

> Kort beskrivhing av édrendet samt vem érendet ror

> Huruvida part A vill delta under kérstyrelsemétet, ha ett ombud eller endast fé
besked om kdrstyrelsens beslut i efterhand

> Vad part A vill att konsekvensen av uteslutningsérendet ska bli (utifrén
rutindokumentets kriterier)

Under karstyrelseméte

Forutsatt att handlingen har kommit in korrekt kommer érendet behandlas pd kommande
kérstyrelsemote. Kérstyrelsen ansvarar for att part A och part B inte behdver nérvara
samtidigt p& métet eller i anslutning till det. Ordningen som sker under sittande méte ar
enligt féljande:

> Karpresidiet/kdrpolitisk sekreterare féredrar érendet
> Part Alombud f&r chansen att tala under métet

> Part B fér chansen att tala for sin sak

> Kérstyrelsen for diskussion och tar beslut i drendet
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Dokumentation

Gota studentkérs kérpolitiska sekreterare med stéd av medlemsansvarig ansvarar for att
dokumentationen kring péigédende och avslutade avsténgningsérenden finns och férvaras
pd servern.

Meddelande av beslut

Efter beslut i karstyrelsen

Det dr kérpolitisk sekreterares ansvar att meddela relevanta personer i fallet om
avsténgningen och vilka péféljder som beslutats om. Personer som ska meddelas ér
féljande enligt ordningen nedan.

> Samtliga medlemmar i kérstyrelsen (vid frénvaro)
> PartB
> PartA

Overklagan av beslut

Beslutet kan éverklagas till kérfullmdéktige och ska géras inom 30 dagar frén och med att
ansoékande delgetts beslutet. Overklagan behandlas déarefter pd nédstkommande
kérfullmaktigemote. Under perioden mellan éverklagan och néstkommande
kérfullmaktigemote gdailler kérstyrelsens beslut om avsténgning.

Vid framtida evenemang/val av fértroendeuppdrag

Vid misstanke om att ett beslut inte efterféljs har evenemangsarrangér rgtt att ta kontakt
med Gota studentkdrs kérpolitiska sekreterare for att fé information avsténgningen samt
vilken tid avsténgningen avser.
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§ 4.4 Proposition: Valndmndens avskaffande
Fullmdaktigeméte 1 O
2021/22, 210920

Forfattare: Kdrstyrelsen
Datum 2021-09-08

8§ 4.4 Proposition: Valndmndens
avskaffande

Valnamnden &r en grupp som har i uppgift att planera och genomféra kérvalet (valet till
fullmaktige). Gruppen ska véljas av sittande fullméktige under héstterminen och ska besté
av en ordférande och 3-6 dvriga ledamoéter.

Att rekrytera till valnédmnden har varje verksamhetsér varit oerhért problematiskt och
tillséttandet av densamma tenderar att ske valdigt sent (FUM 3, om inte an senare). Nar
gruppen val tillsatts kréivs utbildning och dérefter mycket stod fréin bdde heltidare och
personal i utférandet av deras uppdrag. Resultatet blir ofta att hanteringen av gruppen tar
mer tid i ansprdk én vad sjélva planeringen och utférande av kdrvalet sjdlv tagit.

Kérstyrelsens féreslér dérmed att ansvaret for kérvalet flyttas till karstyrelsen, som
tillsammans med personalen enklare kan utféra det praktiska arbete som kérvalet faktiskt

kréver. Det skulle éiven gora kérvalet till en mer integrerad del av den dagliga
verksamheten och férhoppningsvis leda till ett battre kdrval i helhet.

Férslag till beslut:

att ansvaret att planera och anordna kérvalet flyttas fréin valnédmnden till kérstyrelsen och
att valndmnden dérmed avskaffas.

att revidera Gota studentkérs valordning efter liggande férslag.
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Goéta studentkars valordning

Denna valordning reglerar vad som gdiller fér genomférande av val inom Géta studentkdr
utéver vad som anges i Géta studentkdrs stadga, 4 kapitlet. Géta studentkérs stadga, 147,
anger vad som gdiller fér att dndra valordningen.

Gota studentkdrs verksamhetsrevisorer agerar kontrollinstans fér kérvalet och ska
overvaka hela kérvalsprocessen for att garantera att kdrvalet hanteras réttvist och
demokratiskt i alla led.

1. Planering av karval

Sittande kdrstyrelse ansvarar for att planera kérvalet till néstkommande verksamhetsérs
fullmaéktige. En grupp bestéende av tre kdrstyrelseledaméter ska utses i bérjan av
verksamhetsdret och ansvarar for att:

> Besluta om datum fér kérvalet

> Besluta om tidsspann for kandidatur

> Ta kontakt med Géta studentkdrs verksamhetsrevisorer

> Administrera kandidaturférférandet

> Sammanstdlla kandidatlistor och géra dem tillgéngliga

> Besluta om listans namn ér godkdnt eller gj

> Ansvara for att alla kandidater ges mdjlighet att presentera sig for véljarna
> Marknadsféra kérvalet

> Senast femton veckodagar foére férsta valdagen annonsera tid fér valet
> Utse dvervakare till réstsammanrdkning

> Ansvara for réstrédkning och presentation av valresultat

> Skriva sammanfattande utvdrdering av valet
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2. Kandideringsférfarande

2.1 Kandidering

Varje medlem som énskar kandidera till fullmdktige ska Idmna in en kandidatférsékran till
kérvalsgruppen senast det datum kérvalsgruppen har beslutat. | samband med detta ska
kandidaten kunna styrka betald medlemsavgift.

Verksamhetsrevisorerna ska inkluderas i processen for att sékerstdlla att samtliga giltiga
kandidater representeras.

2.2 Regler for kandidatur pé gemensam lista

Kandidaterna ska upprétta en éverenskommelsehandling (se éverenskommelse-
listblanketten), ddr kandidaterna forsdakrar att de vill kandidera tillsammans. Den ska
innehdlla de enskilda kandidaternas namn och underskrifter i den ordning de énskar bli
invalda. Listan ska lémnas in senast det datum kérvalsgruppen beslutar. Listan dr ett
komplement till den enskildes kandidatférsékringsblankett.

En lista fér inte ha en beteckning som ¢ likalydande eller direkt synonym med en
studentkér, sektion eller annan formell del av studentkér. Inte heller fér listan ha en
beteckning som dr ett namn pé en person, varumdrke utan tillsténd, politiska
organisationer eller som pé& ndgot satt bryter mot gdllande lagstiftning. Kérvalsgruppen
beslutar om en listas namn ar tillétet eller ej.

2.3 Férdelning av fullméktiges mandat
Enskilda kandidater behandlas i rostrékningen som lista med endast en kandidat.

Den kandidat som stér hégst upp pd en lista far som sitt jamforelsetal listans réstetal delat
pd 1.4. Ovriga kandidater pd listan fdr sitt jamforelsetal genom successiv division med udda
tal (3,5,7.9 osv.).

Nér alla réster ar réknade upprattas en sammanstalining med alla listor och enskilda
kandidater. Hogst jamforelsetal gér forst. Vid lika jamfoérelsetal avgér forst totala antalet
réster, dérefter lottning. Férst nér alla mandat ér tillsatta dr det nya fullmaktige tillsatt.

2.4 Ersattare och suppleanter

Om négon eller nadgra ledaméter ej kan ndrvara vid fullméaktiges sammantréde ersdtter en
suppleant den frénvarande ledamoten. Suppleanten tréder in frén den listan som
ledamoten tillhér i den turordning som dr faststélld av valndmndens protokoll.
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3. Valforfarandet

Fullmaktige valjs érligen i fria, hemliga, direkta och proportionella val.

3.1 Réstsammanrdkning

Réstsammanrékningen ar offentlig och ska évervakas av minst tvé oberoende évervakare
utsedda av kdrvalsgruppen samt verksamhetsrevisorerna. Réstsammanrékningen ska
vara avslutad inom 48 timmar efter valférréttningens avslutande. Valet ska vara
genomfoért och sammanrdéknat senast vid utgéingen av mars ménad.
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Gota studentkars valordning

Denna valordning reglerar vad som gdiller fér genomférande av val inom Géta studentkdr
utéver vad som anges i Gota studentkdrs stadga, 4 kapitlet. Géta studentkdérs stadga, 147,
anger vad som gdller fér att dndra valordningen.

1. Valnamnden

11 Valndmnden vdljs av fullmdktige. Valndmnden ligger direkt under fullmdéktiges ansvar
och dr sjalvstéindiga i relation till kérstyrelsen.

1.2 Valndmndens sammansdéttning

Valndmnden utses vid ett av héstterminens fullmaktigesammantréde, senast innan
december. Som valndmnd vdljer fullméktige en ordférande och tre till sex évriga
ledaméter. Valndmnden utser bland sina ledaméter en vice ordférande.

1.3 Valndmndens uppgifter
Valnédmnden genomfor kdrvalet. Valndmndens uppgift ar att:

> upprdtta en egen arbetsordning

> marknadsféra kérvalet

> senast femton veckodagar fére forsta valdagen kungéra tid for valet

> besluta om sista datum fér kandidatur

> sammanstdlla kandidatlistor och géra dem tillgéngliga

> besluta om namn pé lista dr tilldtet eller ej

> ansvara fér att alla kandidater ges méjlighet att presentera sig for valjarna
> utse dvervakare till réstsammanrékning

> ansvara for framrdkning och kungdrelse av valresultat

> skriva sammanfattande utvérdering av valet
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Valndmnden ér beslutsmdssig nar ordférande eller vice ordférande, samt minst halften av

1.4 Valnédmndens beslutsmdssighet

valnédmndens ledaméter ér ndrvarande. Vid lika réstetal har ordféranden utslagsrést.

2. Kandideringsférfarande

2.1 Kandidering

Varje medlem som énskar kandidera till fullmdéktige ska ldmna in en kandidatférsakran till
valndmnden senast det datum valndmnden beslutat. | samband med detta ska
kandidaten kunna styrka betald medlemsavgift.

2.2 Regler for kandidering p& gemensam lista

Kandidaterna ska upprétta en éverenskommelsehandling (se éverenskommelse-
listblanketten), ddr kandidaterna forsdkrar att de vill kandidera tillsammans. Den ska
innehdlla de enskilda kandidaternas namn och underskrifter i den ordning de énskar. Listan
ska ldmnas in senast det datum valnémnden beslutar. Listan ér ett komplement till den
enskildes kandidatférsakringsblankett.

En lista fér inte ha en beteckning som érr likalydande eller direkt synonym med en
studentkar, sektion eller annan formell del av studentkdr.. Inte heller fér listan ha en
beteckning som ér ett namn pé en person, varumdarke utan tillsténd, politiska
organisationer eller som pé& ndgot satt bryter mot gdllande lagstiftning. Valnédmnden
beslutar om en listas namn ar tillétet eller ej.

2.3 Férdelning av fullméktiges mandat
Enskilda kandidater behandlas i rostrékningen som lista med endast en kandidat.

Den kandidat som stér hégst upp pé en lista far som sitt jamforelsetal listans réstetal delat
pd 1.4. Ovriga kandidater pd listan fdr sitt jamférelsetal genom successiv division med udda
tal (3,5,7.9 osv.).

Nd&r alla réster ar rdknade upprattas en sammanstdalining med alla listor och enskilda
kandidater. Hogst jamforelsetal gér forst. Vid lika jamforelsetal avgor forst totala antalet
réster, ddrefter lottning. Férst ndr alla mandat ar tillsatta ér det nya fullmaktige tillsatt.

2.4 Ersattare och suppleanter
Om ndgon eller néigra ledaméter ej kan ndrvara vid fullméktiges sammantréde ersdtter en
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suppleant den frénvarande ledamoten. Suppleanten tréder in fréin den listan som
ledamoten tillhér i den turordning som &r faststdalld av valnémndens protokoll.

3. Valforfarandet

Fullmaktige valjs érligen i fria, hemliga, direkta och proportionella val.

3.1 Réstsammanrdkning

Rostsammanrdakningen ér offentlig och ska évervakas av minst tvé évervakare utsedda av
valndmnden. Réstsammanrdkningen ska vara avslutad inom 48 timmar efter
valférréttningens avslutande. Valet ska vara genomfért och sammanréknat senast vid
utgdngen av mars ménad.
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§ 4.5 Proposition stadgerevidering valndmnd — Férsta l&sning
Fullmdaktigeméte 1
2021/22, 210920

Forfattare: Organisationssamordnare
Datum 2021-09-09

8§ 4.5 Proposition stadgerevidering
- forsta lasning

Om fullmaktige vdljer att ta ett beslut om att avskaffa Géta studentkérs valnédmnd och
flytta ansvaret till kérstyrelsen behdvs en stadgerevidering genomféras.

Berorda punkter i stadgan ér enligt foljande:

> 8§22 Medlems rattigheter

> §3.6 Arenden att behandla under hésten
> &30 Narvaro- och yttranderdatt

> 8311 Yrkanderatt

> 845 Valperiod

> §6.6 Uppgifter

Vid éindringar av Géta studentkdrs stadgar krévs lika lydande beslut fattade med 3/4
maijoritet av antalet godkdnda avlagda réster vid tvé olika fullmdéktigemodten med minst
trettio veckodagar emellan enligt Géta studentkdrs stadga, kapitel 14 §14:2.

Férslag till beslut:

att Gota studentkdrs stadga revideras efter liggande forslag.
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Kapitel 1: Allimént

§ 11

§1:2

§1:3

§1:4

§1:5

Namn och sammansdttning

Studentkdrens namn &r Gota studentkdr. Gota studentkdr ér en
demokratiskt styrd ideell sammanslutning av studenter vid Géteborgs
universitet. Gota studentkdrs ar religiodst, Ideologiskt och partipolitiskt
obunden.

Syfte

Gota studentkdrrs syfte dr att tillvarata, frémja och bevaka sina
representerade studenters intressen i utbildnings- och studiesociala
frégor.

Sate
Gota studentkdr har sitt sate i Géteborg.

Representerade studenter

Gota studentkdér representerar samtliga studenter vid Géteborgs
universitet p& grund-, avancerad- och forskarnivé inom
Humanistiska-, Naturvetenskapliga-, Samhdlisvetenskapliga-,
Utbildningsvetenskapliga- och IT-fakulteten

Organisation
Goéta studentkdrs organisation utgoérs av:

> Fullmdaktige

> Kérstyrelse

> Valberedning

> Sektionsstyrelserna
> Rad

> Doktorandréd

> Kommittéer

O

> Utskott
§ .I :6 Verksamhetsar
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Gota studentkdrs verksamhetsér och rékenskapsér samt
fullmaktiges, karstyrelsens och sektionernas mandatperiod I16per frén
1juli till 30 juni om inte annat framgér av denna stadga.

Firmatecknare

Gota studentkérs firma ska tecknas av tvéd personer i férening. En av
Gota studentkars firmatecknare ska vara kérordféranden.
Kérstyrelsen utser vid konstituerande styrelseméte ytterligare
firmatecknare.

Kapitel 2: Medlemskap

§ 2

§ 2

2

Medlemskap

Studenter antagna och registrerade pd utbildningar vid Géteborgs
universitet som rdknas upp under § 1:4 har ratt att bli medlemmar i
Gota studentkér.

En student blir medlem i Géta studentkér genom att betala av
fullmaktige faststdlld medlemsavgift.

Medlems réttigheter
Varje medlem har rétt att:
> deltaivaltill fullmaktige
> att kandidera till fullmaktige, kérstyrelsen, sektionsstyrelse och
valberedning-eeh-vetnémnek:
> att kandidera till de studentrepresentantposter som utses av
Goéta studentkdr
> att kandidera till de studentrepresentantposter dit Géta
studentkdr har rétt att nominera kandidater
> attfd en frdga behandlad av fullméktige, kérstyrelsen samt
Gota studentkdrs sektionsstyrelser
> att ta del av protokoll fréin fullméktige, kérstyrelsen och
sektionernas méten

O

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar



§2:3

§ 2:4

§2:5

§ 2:6

GOTA STUDENTKARS STADGA | SIDA 4/26

> atttadel av de formdner och tjdinster Géta studentkér
erbjuder

Medlems skyldigheter

Varje medlem d&r skyldig att rétta sig efter denna stadga, Géta
studentkdrs vérdegrund, policys, regler och beslut fattade av
fullmaktige, kérstyrelsen eller sektionsstyrelse.

Stodmedlemskap

Enskilda personer kan bli stédmedlemmar genom att betala
stddmedlemsavgift som faststdills av fullméktige. Stédmediem har
inga rattigheter eller skyldigheter inom kdren.

Stédmedlem dr inte medlem av en sektion.

En fullvérdig medlem som valts till ett fértroendeuppdrag har rétt att
slutféra sitt uppdrag med ett stédmedlemskap om denne skulle
avbryta, eller pausa, sina studier under mandatperioden.

Uttrade
Medlem som énskar uttréda ur Géta studentkdr ska meddela detta till
studentkdaren.

Uteslutning
En medlem som bryter mot § 2:3 eller motarbetar kérens syfte kan
uteslutas.

Beslut om uteslutning tas av kérstyrelsen med minst hélften av
kérstyrelsen totala antal réster. | beslutet ska anges den kortaste tid
som uteslutningen ska gdlla. Beslutet ska rapporteras till fullmdéktige.

Om berdrd person eller medlem vill dverklaga beslutet kan denne
gora detta till fullmdktige. Detta ska skriftligt Imnas till kérordférande.

Beslut vid 6verklagande till fullmdéktige gérs med minst halften av
fullmaktiges totala antal réster. | beslutet ska anges den kortaste tid
som uteslutningen ska gdlla.

O
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Fréiga om uteslutning kan véickas av medlem i Géta studentkdr.

Medlem som &r féremdl for beslut om uteslutning ska underréttas om
detta och har rétt att ndrvara och yttra sig i denna fréga vid det
kérstyrelse- eller fullmaktigeméte frégan om uteslutning ska
behandlas.

Kapitel 3: Fullmaktige

3_1 Fullmdktiges vésen
§ " Fullmaktige ar Goéta studentkdr hégsta beslutande organ.

§ 3_2 Sammansdttning

Fullmaktige bestér av upp till 21 ledaméter som utses av Goéta
studentkdrs medlemmar genom direkta val. Fullméktige
representerar Goéta studentkérs medlemmar.

Ledamot av fullmdaktige méste vara medlem under hela
mandatperioden men kan fullfélja sitt uppdrag, med ett
stddmedlemskap, om ledamotens skulle avbryta, eller pausa, sina
studier, under mandatperioden.

Om en ledamot fréintréder sitt uppdrag utses en ersdttare i enlighet
med Goéta studentkdrs valordning.

Vid tillféllig fréinvaro kan ledamot erséttas av ndsta person pd listan
om ledamoten blivit vald genom lista.

3 _3 Fattande av beslut
§ - Fullmdktige fattar beslut med minst halften av antalet godkédnda
avlagda réster, om inte stadgarna séiger annat.

Vid lika réstetal ska frégan behandlas dter. Vid lika rostetal i beslut dér
frégan ej tél uppskov har kérordférande utslagsrost.
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§ 3 _4 Sammantrédden

Fullméktige sammantréider pd kallelse av kérordféranden eller pé
begdéran av minst tre fullméktigeledaméter.

Fullméktige ska ha minst tvé méten per termin.

Nyvalt fullmdktige ska, innan dess mandatperiod inleds, hélla ett
konstituerande sammantréde fére utgéingen av april ménad. Vid
konstituerande fullmdktige fér inga andra érenden én de som anges i
§ 3:5 behandlas.

Konstituerande sammantrdde
§3:5

Innan april ménads utgdng ska nyvalt fullmadktige hélla ett

konstituerande sammantréde.

Foljande fragor ska behandlas infér det kommmande verksamhetsdret:

>

>

>

Val av:

> Kérordférande tillika kdrstyrelsens ordférande

> Vice kérordférande tillika ledamot av kérstyrelsen

> Kdrpolitisk sekreterare tillika sekreterare och ledamot av
kérstyrelsen

> Eventansvarig tillika ledamot i kérstyrelsen

> Arbetsmarknadsansvarig tillika ledamot i kéirstyrelsen

> Tvé verksamhetsrevisorer

> Godkdnd ekonomisk revisor

> Ordférande fér var och en av sektionernas styrelser tillika
ledaméter i kdrstyrelsen

> Vice sektionsordférande fér Samhdllsvetarsektionen

> Sektionsstyrelseledamoter till samtliga sektionsstyrelser

> Talman och talmanssuppleant for fullmdktige

Arbetsordning for fullmdaktigemaéten

Medlemsavgift

Mdénadsarvodens storlek

Rambudget

Verksamhetsplan

Beslut om datum foér héstens fullmdéktigesammantréden

Beslut fattade av konstituerande fullmdaktige tréder i kraft 1juli samma ér.
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§ 3_6 Arenden att behandla under hésten

>

Vid fullmdéktigemote under hosten ska féljande drenden behandlas:

val av valberedning

> val e I e I
> vel " svrigeledamet I I

>

>

Delegationsordning fér Géta studentkér
verksamhetsberdattelse

revisionsberattelser

faststdllande av resultat- och balansrékning
kérstyrelsens forslag pé hur dverskott ska disponeras eller
underskott tackas

ansvarsfrinet for foregéende érs kdrstyrelse

beslut om datum fér vérens fullmaktigesammantréden

§ 3_7 Kallelse

Kallelse till sammantréide ska gé ut till fullmaktiges ledaméter senast
tjugo veckodagar innan sammantréidet och ska innehdlla en
prelimindr féredragningslista.

Handlingar till sammantrédet ska gé ut till fullmaktiges ledamaoter
senast tio veckodagar innan sammantrédet.

Kallelse ska anslés pd Gota studentkdrs hemsida.

§ 3:8 Motion

Medlem som énskar ta upp en frdga pd féredragningslistan ska
anmala detta skriftligt till kérpolitisk sekreterare senast femton
veckodagar innan fullmdktiges sammantréde.

Kérstyrelsen ska ldmna ett yttrande éver inkomna motioner till
fullmaktige.

§ 3 _9 Extra drenden

Beslut fér ej fattas i fréga som ej varit utsénd som beslutspunkt.

O

. Nérvaro- och yttranderatt
§ 3:10
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Fullmaktiges méten ér dppna fér Géta studentkdrs medlemmar och
personal.

Yttranderdtt tillkommer samtliga nérvarande pé moétet.

Fullmdaktiges ledaméter, fullméktiges ordférande,
fullmaktigesekreterare, kdrstyrelsen, kérens revisorer samt
valberedningen semtvainémnden har stndig ndrvarordtt.

§ 3_.“ Yrkanderatt

Yrkanderdatt tillkommer Géta studentkérs medlemmar, fullméktiges
ledaméter, kdrstyrelsen, kdrens revisorer, valberedningen
vetrémnaden-samt dem som fullmdktige beslutar.

§ 3_12 Rostratt

Rostratt tillkommer fullmdktiges ledaméter. Réstning via fullmakt ér
inte till&ten.

§ 3 :.I 3 Beslutsmdissighet

Ett sammantrdde ér beslutsmassigt om det ér utlyst i enlighet med §
3:7 och minst hdlften av ledamoéterna ndrvarar vid métet.

§ 3:14 Omréstning

Omréstning sker alltid 6ppet, med undantag av personval dd sluten
votering alltid sker vid konkurrens. Sluten votering sker ocksé om
fullmaktigeledamot begéir sé.

§ 3 _.I 5 Personval
" Personfrégor avgoérs alltid med sluten omréstning om inte fullmdéktige
enhdlligt beslutar annat. For att bli vald kréivs mer én hdélften av
fullmaktiges avlagda giltiga réster. Om ingen kandidat uppnér
foreskriven majoritet genomférs en ny valomgéng mellan alla
kandidater férutom den kandidat som fick minst antal réster i
foregdende valomgdng.

§ 3 _.I 6 Protokoll
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Vid fullméktiges sammantréiden ska protokoll féras. Protokollet ska
justeras av tjanstgérande moétesordférande, métessekreterare och
tvéd valda justeringspersoner.

Meddelande av beslut

Justerat protokoll frén fullmaktige ska anslds pd Gota studentkdrs
hemsida senast fyra veckor efter respektive
fullméktigesammantréde.

Misstroendeférklaring

Fullmdktige kan genom misstroendevotum besluta att fértroendevald
inte langre &tnjuter fullmaktiges fértroende, vilket innebdr att den
fortroendevalda entledigas frén sitt uppdrag.

For séddan forklaring fordras att mer én hélften av fullmaktiges totala
antal ledaméter bifaller detta. Misstroendeférklaring behandlas
endast pd& begdran av minst fyra fullmdktigeledaméter.

Samarbetsorganisationer

Fréigor rérande Goéta studentkérs intréide eller uttréide i andra
organisationer beslutas av fullmaktige med 3/4 majoritet av antalet
godkénda avgivna roster.

Férhinder att vara ledamot i fullmdéktige
Om en ledamot av fullmdktige vdiljs till ledamot av kérstyrelsen eller
till sektionspresidial ska ledamoten avséga sig sin plats i fullmdktige.

Jav

Vid javsituation ska ledamot i fullméktige justera ut sig fran
réstléingden under den punkten. Ledamot i fullmdéktige kan vécka
ordningsfréga ddér jav riktas mot en annan fullméktigeledamot. Om
ledamot som jdv riktas mot inte vill justera ut sig avgoér fullmdktige om
jévsituation har uppstétt och om ledamoten ska justeras ut under
beslutspunkten.

Med jév menas att beslutet kan medféra synnerlig nytta till ledamot
eller om ledamotens opartiskhet kan ifrégasdttas.

O

Adress Kontakt Digitalt
Goétabergsgatan 17 031-708 44 40 gotastudentkar.se
411 34 Goteborg info@gota.gu.se @gotastudentkar



§ 3:22

GOTA STUDENTKARS STADGA | SIDA 10/26

Entledigande av fullmdktigeledamot

Om en fullmaktigeledamot inte narvarar pd tvé fullmaktigemoéten i
rad utan att ge en god férklaring till frénvaro, kan denna entledigas
av fullméktige. Detsamma géller om ledamot inte svarar pd, fér
presidiet méjliga, kontaktférsék fram till en vecka innan fullmdéktige
tvé.

Fullmaktigeledamoten ska dé erséttas med néista person péi sin lista
om denne tillhér en sédan, annars med ndésta person frén
ersattningslistan. Om det inte finns ndigon ersattare justeras storleken
pd fullmaktige.

Kapitel 4: Val till fullmaktige

§ 4:1

§4:2

§4:3

8§44

Valsatt

Fullméktige véljs arligen i fria, slutna, direkta och proportionella val.
Valet ska vara genomfért och sammanrdknat senast vid utgéingen
av mars ménad.

R&stning kan ske i vallokal eller via internet.

Rostratt
Rostratt har varje medlem som vid valtillfdllet kan uppvisa giltig
legitimation.

Varje medlem har en rést. Réstning genom fullmaikt ér inte tillétet.

Valbarhet
Varje medlem ér valbar till fullméktige. Fér att kunna erhélla réster till
fullmaktige maste kandidat vara valbar.

Mandatférdelning
Mandaten i fullmdktige férdelas som féreskrivs i valordningen.

O
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For att en kandidat ska f& mandat i fullmaktige kréivs att kandidaten
eller listan fatt minst tvé godkénda roster.

§ 4: 5 Valperiod

Val till fullmaéktige ska hdllas mellan 1 mars - 24 mars. Exakta valdatum
saitts av Kdrstyrelsen i samréid med velnéimnden
verksamhetsrevisorerna.

§ 4_6 Fyllnadsval
" Fullméktige kan med enkel majoritet pé ett fullmdktigeméte utlysa
fylinadsval. For att ett sddant beslut skall kunna fattas kréivs det att
antalet ledaméter understiger sexton stycken samt att
rangordningslista saknas eller har témts enligt § 3.2.

Fylinadsvalet skall félja samma procedurer och regler som gdiller for
ordinarie val till fullmdaktige enligt § 4.2.

Fylinadsval fér inte genomféras inom 50 dagar av ordinarie valperiod
enligt § 4.5.

Kapitel 5: Karstyrelsen

5_1 Styrelsens vasen
§ " Kérstyrelsen &r kérens verkstéllande organ och fullméktiges

stallféretrédare. Kérstyrelsen handhar i dverensstémmelse med
denna stadga, befintliga styrdokument samt andra av fullmdéktige
fattade beslut, den omedelbara ledningen av kérens verksamhet.

Sammansdttnin
§ 5:2 g

= Kérstyrelsen bestér av ordférande, vice ordférande, kérpolitisk
sekreterare, eventansvarig, arbetsmarknadsansvarig och
sektionsordférande frdn vardera sektionen inom Goéta studentkdr.
Vice sektionsordférande dr sektionsordférandens stallféretradare i
kérstyrelsen. | det fallet dé& sektionen saknar en ordférande eller vice
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ordférande ska sektionsstyrelsen utse en stdllféretrédare fréin
sektionsstyrelsen.

Kérstyrelsens ledaméter ska vara medlemmar av Géta studentkdr.

Fyllnadsval till karstyrelse

Om ledamot i kérrstyrelsen avséger sig sitt uppdrag kan fullméktige
fylinadsvdilja. Fylinadsvalet ska beredas av den sittande
valberedningen.

Uppgifter
Kérstyrelsen har till uppgift att:

>

>

planera, samordna och leda kérens verksamhet

bereda érenden som ska behandlas av fullmdktige om inte
fullmaktige har beslutat att drendet ska beredas pé annat satt
verkstdlla fullmaktiges beslut

utéver de ledaméter i sektionsstyrelserna som utses pd
konstituerande fullmaktigemétet av fullmdktige, tillsétta
ledaméter i sektionsstyrelserna I6pande under
verksamhetsdret

utse ledaméter i kommittéer samt fértroendevaldai de organ
till vilka fullmaktige eller sektionerna ej véljer dessa
uppratta férslag till budget fér det kommande
verksamhetsdret

uppratta forslag till verksamhetsplan fér det kommande
verksamhetsdret

féreltigga fullmaktige resultatréikning och balansrékning fér
verksamhetséret senast den 1 november ndstkommande
verksamhetsdr

vara arbetsgivare for kdrens anstallda

fatta beslut om utbetalning av arvode

utse firmatecknare

efter sin mandatperiod, dock senast den 1 november,
féreldgga revisorerna sin verksamhetsberdttelse

stddja sektionerna i deras arbete

konkretisera den antagna verksamhetsplanen samt
rapportera denna till fullmdéktige. Konkretiserad
verksamhetsplan ska ha sin utgdngspunkt i den
verksamhetsplan som antas av konstituerande fullmdaktige
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Kérstyrelsen fér ocksé fatta beslut som i normala fall skulle fattas av
fullmaktige, men som inte tél uppskov. S&édana beslut ska understéllas
fullmaktige vid nésta fullmdéktigesammantréde.

§ 5_5 Kallelse

Kérstyrelsen sammantréder pé kallelse frén kérordférande. Kallelse till
sammantréide ska skickas ut till styrelsen senast tio veckodagar fére
sammantrédet. Dagordningar och évriga styrelsehandlingar ska
férmedlas senast tre veckodagar fére sammantrédet.

Kallelse ska anslés pd Gota studentkdérs hemsida.

§ 5.6 Beslutsmdissighet

- Styrelsen &r beslutsmdssig ndr halften, dock minst fyra, ledaméter
nérvarar vid sammantrédet.

§ 5_7 Fattande av beslut
- Styrelsen fattar beslut med minst hdlften av antalet godkénda
avlagda réster. Vid lika réstetal ska frégan behandlas éter. Om
uppskov ej ar mojligt har kérstyrelsens ordférande utslagsrost.

Om styrelsen ska kunna fatta beslut p& annat satt ska detta regleras i
styrelsens métesordning.

5_8 Métesdeltagares rattigheter
§ " Nérvaro- yttrande- férslags- och rostrétt vid kdrstyrelsens
sammantréden tilkommer kérrstyrelsens ledaméter.

Ndarvaro- och yttranderdétt tillkommer kérens revisorer.

Ndarvaro- och yttranderatt for dvriga regleras i styrelsens
mdtesordning.

Styrelsen kan besluta att hélla delar eller hela métet bakom stéingda
doérrar.
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Protokoll

Vid styrelsens sammantréden ska protokoll féras av
motessekreterare. Protokollet ska justeras av moétets ordférande,
sekreterare och minst en justeringsperson.

Meddelande av beslut
Justerat protokoll frén styrelseméten ska anslés pd Géta studentkérs
hemsida senast tvé veckor efter respektive styrelsemoéte.

Konstituerande styrelseméte
Tilltrédande kérstyrelse ska sammantréda vid ett konstituerande
styrelseméte efter att det fullmdaktigemoéte som valt dem avslutats. P&
motet ska foljande frégor behandlas:

> arbetsordning for kérstyrelsen

> arvoderingar

> firmatecknare

> ekonomisk delegation

> anta arbetsordning for sektionerna

Om konstituerande styrelsemoéte hdills fére 1juli, tréider beslut fattade
pd motet i kraft 1juli.

Misstroendeférklaring

Kérstyrelsen kan avge férklaring att fértroendevald av kérstyrelsen
inte &tnjuter kdrstyrelsens fértroende. For sédan férklaring fordras att
mer &an halften av kérstyrelsens totala antal ledaméter bifaller detta.

Misstroendeférklaring behandlas endast pé begéran av minst tre
ledamoter.

Beslut gallande misstroendeférklaring inom kérstyrelsen kan
6verklagas till Fullmaktige.
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Kapitel 6: Sektioner

§ 6:1

§ 6:2

§6:3

§6:4

Sektionernas vdsen
Allo medlemmar i Gota studentkdr tillhdér en sektion.

Sektionens uppgift ar att bedriva utbildningsbevakning inom
sektionens omréde, arrangera studiesocial verksamhet, engagera
kérens medlemmar, férmé sektionens studenter att bli medlemmar i
Gota studentkdr samt att utse kdrens féretrédare inom sektionens
verksamhetsomréde.

Varje sektion ska verka for att medlemmar kandiderar och réstar i
kérvalet.

Sektionernas antal och verksamhetsomrdden
Gota studentkdr har fem sektioner:

> Humanistsektionen

> Sambhdallsvetarsektionen

> Naturvetarsektionen

> IT-sektionen

> Utbildningsvetenskapliga sektionen

Sektionernas verksamhetsomréde dr lika med respektive fakultet.

Sektionstillhérighet

Varje medlem tillhér den sektion dér den Iéser flest antal
hégskolepodng. Studenter antagna till ett utbildningsprogram tillhér
den sektion vars verksamhetsomrdde dr lika med det
fakultetsnémndsomréde eller motsvarande som ansvarar for
programmet.

Medlem som studerar lika méinga hégskolepoding vid tvé sektioner
fér sjalv valja till vilken sektion medlemmen ska tillhéra.

Sektionsstyrelse
Sektionsstyrelsen ansvarar fér sektionens verksamhet.
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Sektionsstyrelsens ledaméter ska ansvara for utbildningsfréigor,
studiesociala frédgor och ekonomi.

Sektionsstyrelsen svarar infor kdrstyrelsen.

§ 6_ 5 Sektionsstyrelsens sammanséttning
" Sektionsstyrelsens ledamoter ska vara medlemmar av Géta
studentkér. Skulle en sektionsstyrelseledamot avbryta, eller pausa,
sina studier har denne ratt att fullfélja sitt uppdrag med ett
stédmedlemskap.

Sektionsstyrelsen skall besté av 3-9 ledaméter inklusive
sektionsordférande och vice sektionsordférande.

6 . 6 Uppgifter
§ " Sektionsstyrelsen har till uppgift att:

> leda sektionens arbete

> féretrdda sektionen

> utse studentrepresentanter inom sektionens
verksamhetsomréde

> innan det andra fullmdaktigesammantrédet under
hoéstterminen under sitt verksamhetsér ldmna forslag pé
representant till valberedningen

> neminera-minstirepresentant tillvalnémndensenastdend
ektoberundersittverksamhetsér

> senast 1oktober efterféljande verksamhetsér inldmna en
verksamhetsberdttelse till Kérstyrelsen

Uppdrag fér sektionsstyrelsens ledaméter regleras i
Uppdragsbeskrivningar for sektionsstyrelseledaméter.
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Kapitel 7: Rad

§7:1

§7:2

§7:3

§7:4

Réadens véisen
Gota studentkérs réid ér organ fér samverkan och samréd mellan
kérstyrelsen och sektionerna.

Réden finns till for att behandla strategiska frégor inom Goéta
studentkar.

Skapandet av rad
Kérstyrelsen har ratt att skapa réd. Rdden skapas vid behov av extra
samverkan inom frédgor som rér hela verksamheten.

Sammansdttning
R&dens sammansdttning bestéims av kérstyrelsen.

Minst en ledamot fréin varje sektion samt kérstyrelsen
rekommenderas, beroende pé rédets syfte kan detta undantas fran.

Kallelse
Ré&det sammantrader pé kallelse av rddets ordférande.

Kapitel 8: Kommittéer och utskott

§ 8:1

§ 8:2

Kommittéer och utskotts véisen

For beredning och genomférande av specifika intressefrégor har
kérstyrelsen till sitt férfogande kommittéer samt sektionsstyrelserna
utskott.

Sammansdttning
Kommittéernas ledaméter véljs av kérrstyrelsen.
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Utskottens ledaméter vdljs av sektionsstyrelse.

Ledamoter i kommittéer och utskott ska vara medlemmar i Géta
studentkar.

Kapitel 9: Doktorandrad

§ 9:1

§9:2

§ 9:3

Doktorandrédens vésen
Doktorandréden ér sammanslutningar av doktorander som studerar
vid ndgon av de fakulteter som representeras av Géta studentkér.

Doktorandréden regleras ytterligare i dokumentet "Arbetsordning for
doktorandréd”.

Doktorandrédens antal och verksamhetsomréden
Gota studentkdr har fem doktorandréd:

> Humanistiska doktorandrédet

> Samhallsvetenskapliga doktorandrédet

> Naturvetenskapliga doktorandrddet

> IT-fakultetens doktorandrdd

> Utbildningsvetenskapliga doktorandrddet

Doktorandrédens verksamhetsomréde ér lika med respektive fakultet
och sektion.

Uppgift
Doktorandrédets har till uppgift att:

> samordna forskarstuderande vid representerad fakultet

> vara en plattform fér diskussion mellan doktorander

> agera remissinstans for Géteborgs universitet i fréigor som rér
doktorander

> féra information mellan doktorander och Géta studentkérs
sektionsstyrelser

> nominera doktorander fér studentrepresentantsuppdrag till
sektionsstyrelsen
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> utse enrepresentant till Géteborgs universitets
doktorandkommitté (GUDK)

Sammansdttning

Doktorandré&det bestdr av ordférande, vice ordférande, kassér och
sekreterare. Utdver presidiet ska i doktorandrédet ingé en
representant fréin varje institution inom verksamhetsomrdidet. Alla
doktorandrepresentanter som sitter i fakultetsgemensamma organ
inom verksamhetsomrédet ér ocksé ledaméter i doktorandrédet.

Kapitel 10: Valberedning

§10:1

§10:2

§10:3

§10:4

Valberedningens vésen
Valberedningen bereder samtliga val som férréttas av fullmaktige
samt val av sektionsstyrelseledaméter.

Valberedningen kan ges i uppdrag av fullmdktige eller kdrstyrelsen
att bereda ytterligare val.

Valberedningens sammanséittning
Valberedningen bestdr av tre till sex ledaméter och bér besté av
medlemmairr frdn olika sektioner.

Valberedningen utser inom sig en sammankallare och en bitréidande
sammankallare.

Sammantrdden
Valberedningen sammantréder pé kallelse av valberedningens
sammankallare.

Beslutsmdissighet
Valberedningen ar beslutsmassig nér sammankallare eller
bitrddande sammankallare samt minst hélften av Valberedningens
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ledamoter ér ndrvarande. Vid lika réstetal har sammankallare
utslagsrost.

Valberedningens uppgifter

Valberedningen ska senast tvé veckor fére fullmdaktigesammantréde
dé val ska héllas lémna fullstéindigt namnférslag pd de val som ska
férrattas.

Valberedningen har i uppdrag att Idmna forslag pé eventuella
fyllnadsval av fértroendeposter som behover forréttas under dret.

Kapitel 11: Revision

§ 101

§11:2

§1M:3

§11:4

Ekonomisk revision
Go6ta studentkdrs ekonomiska revision ska utféras av en auktoriserad
revisor.

Verksamhetsrevision
Verksamheten ska granskas av tvé verksamhetsrevisorer.

Avlémnande av revisionsbercittelse

Ekonomisk revisor och verksamhetsrevisorer ska Idmna separata
revisionsberdttelser till fullmdaktige senast den 15 november efter det
verksamhetsdr som revisionen avser. Verksamhetsrevisorernas
berattelse ska innehdlla yttrande angdende ansvarsfrinet for
styrelsen.

Ekonomisk revisors berdttelse ska innehdlla yttrande angéende
ansvarsfrinet for styrelsen, faststéllande av resultat- och
balansrékning samt yttrande angéende styrelsens férslag pé hur
overskott ska disponeras eller underskott téickas.

Extraordinarie ekonomisk revision
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Om styrelsen eller fullmdktige begdr, ska de ekonomiska revisorerna
verkstdlla en sdrskild revision av viss del av férvaltningen.

Extraordinarie verksamhetsrevision
Verksamhetsrevisorerna kan verkstélla en sdrskild revision av ett
drende pd eget initiativ eller pé uppdrag av kéirmediem.

Féljande av revisionssed
Revisorerna ska félja god revisionssed.

Férhinder attinneha annat fértroendeuppdrag
samtidigt med revisorsuppdrag

Revisor far ejinneha annat fértroendeuppdrag inom Géta studentkdr.

Kapitel 12: Karféreningar

§12:1

§12:2

§12:3

Karféreningars véisen

Sammanslutningar som vander sig till medlemmar av Géta
studentkdr kan anséka om status som kérférening. Ansékningen
beslutas av kdrstyrelsen och regleras av dess styrdokument.

Om en férening som ansoéker om kérféreningsstatus blir nekad
kérféreningsstatus kan féreningen éverklaga kérstyrelsens beslut till
fullmaktige.

Erhdllande av kérféreningsstatus
For att erhdlla status som kérférening ska féreningens stadga
godkdannas av kdrstyrelsen.

Krav pé féreningen regleras i Regler for Géta studentkdérs féreningar.
Karféreningars rattigheter och skyldigheter

Kérféreningars rattigheter och skyldigheter regleras av Regler for
Gota studentkérs féreningar.
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Upphdvande av karféreningsstatus

Kérstyrelsen far besluta om att upphéva kérféreningsstatus om
féreningens verksamhet upphor eller bryter mot Goéta studentkérs
stadga, vérdegrund eller évriga styrdokument.

Férening kan éverklaga beslut om upphévande till fullmdktige.

Kérférening som sjdlv vill upphéva sin kérféreningsstatus ska
meddela detta till kérstyrelsen.

Kérstyrelsen ska omedelbart bifalla séidan férfrégan.

Kapitel 13: Sektionsforeningar

§13:1

§13:2

§13:3

§13:4

Sektionsféreningarnas vdsen

En sektionsférening é@r en sammanslutning av medlemmar som
studerar inom samma fakultet, institution, program, dmne eller
motsvarande pd en av Gota studentkdrs sektioner.

Uppgift
Sektionsféreningars syfte ér att bedriva utbildningsbevakning for

studenterna de representerar och/eller arrangera studiesociala
aktiviteter for medlemmar och évriga studenter.

Erhdllande av sektionsféreningsstatus

For att erhdlla status som sektionsférening ska ansékan inkommai till
sektionsstyrelsen vid den sektion som sektionsféreningen énskar vara
verksam.

Krav pé féreningen regleras i Regler for Géta studentkdrs féreningar.

Upphdvande av sektionsféreningsstatus

Sektionsstyrelse far besluta om att upphéva en férenings status som
sektionsférening om féreningens verksamhet upphor eller bryter mot
Gota studentkdrs stadga, vérdegrund eller évriga styrdokument.
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Beslut gdllande sektionsféreningsstatus kan éverklagas till
Fullmdéktige.

Kapitel 14: Styrdokument

§14:1

§14:2

§14:3

§14:4

Styrdokument

Férutom denna stadga finns, delegationsordning, arbetsordningar,
uppdragsbeskrivningar, vérdegrund, vision, &siktsdokument, policys,
planer och regler.

Andringar av stadgar

For dndring av dessa stadgar krévs lika lydande beslut fattade med
3/4 majoritet av antalet godkénda avlagda réster vid tvé olika
fullmdktigemoéten med minst trettio veckodagar emellan.

Redaktionella éindringar
Beslut om redaktionella éndringar fér tas av kdrstyrelsen.

Vid tvist avgor stadgetolkningsnédmnden om en éndring ér
redaktionell.

Stadgetolkningsnémnd

Uppstdr en tvist om dessa stadgar ska fréigan hanskjutas till en
stadgetolkningsnémnd bestdende av kérens verksamhetsrevisorer,
och kdrordférande. Ar ndmnden oenig avgors tolkningen genom
omrdéstning. Vid omrdstning bifalles det férslag som har stéd av minst
halften av det totala antalet roster.
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Delegationsordning
Fullmdéktige faststdller och reviderar Delegationsordning for Géta
studentkér. | denna framgér uppgifter och befogenheter.

Delegationsordningen bér tas upp till diskussion eller beslut en géing
per @r.

Det finns endast en delegationsordning inom Goéta studentkér, évriga
beslut om delegering till enskilda individer i karstyrelse eller
sektionsstyrelse beskrivs i respektive arbetsordning.

Arbetsordningar
Arbetsordning ska finnas foér respektive instans inom organisationen.
Den ska ange direktiv om vad organet ska géra, samt

tillvagagdngssdatt, eventuella tidsplaner och delegeringar till individer.

En arbetsordning ska beslutas om varje gédng en ny mandatperiod
pdibdrjas eller dd ett organ tillsétts.

Féljande arbetsordningar beslutas av fullmaéktige:
> Arbetsordning for fullmdktigemaoten
> Arbetsordning fér valberedningen
> Arbetsordning fér verksamhetsrevisorer
> Arbetsordning foér studentrepresentanter
> Arbetsordning for doktorandréd

Foljande arbetsordningar beslutas av kérstyrelsen:
> Arbetsordning for kérstyrelsen
> Arbetsordning for sektioner

For 6vriga arbetsordningar beslutas dessa av det organ som utsett
instansen. | det fall samma typ av organ ska finnas pé flera sektioner
bér gemensam arbetsordning beslutas av kérstyrelsen.

Valordning
Utdver vad som sdgs i denna stadga, regleras val till fullmdktige av
Goéta studentkdrs valordning.

O
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For att andra valordningen krévs lika lydande beslut med 3/4
majoritet av antalet godkénda aviagda réster vid tvé olika
fullméktigemdten med minst trettio veckodagar emellan.

14_8 Uppdragsbeskrivhingar
§ " Uppdragsbeskrivningar ér dokument som beskriver enskilda
individers roll och uppdrag.

Uppdragsbeskrivningar ska beslutas om fére varje val av enskild post
har skett.

Féljande uppdragsbeskrivningar ska beslutas av fullméktige:
> Kérordférande
> Vice kdrordférande
> Kérpolitisk sekreterare
> Eventansvarig
> Arbetsmarknadsansvarig
> Respektive sektionsordférande
> Samhdllsvetarsektionens vice ordférande
> Uppdragsbeskrivningar for sektionsstyrelseledamoter

Uppdragsbeskrivningar till 6vriga uppdrag beslutas i de fall de behdvs
av det organ som utsett posten. | det fall samma typ av post ska
finnas pd flera sektioner bér gemensam arbetsordning beslutas av
kérstyrelsen.

Vdardegrund och vision
§14:9 ¥

Gota studentkérs vardegrund samt Goéta studentkdrs vision faststdlls
och revideras av fullmdktige.

14-10 Asiktsdokumentet
§ " Go6ta studentkdrs dsiktsdokument faststdlls och revideras av
fullmaktige.

Go6ta studentkdrs dsikter redovisas i Gota studentkdrs
dsiktsdokument.

Adress Kontakt Digitalt
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Policydokument
Policy faststdlles och revideras av fullmdktige.

En policy ér en férordning fér hur Géta studentkérs verksamhet ska
bedrivas och som inte finns statuerat i stadga, arbetsordning eller
uppdragsbeskrivning. Policy ska inte uttrycka en dsikt.

Planer
Planer faststdlles av kérstyrelsen, undantagen verksamhetsplan som
faststdlles av fullmdktige.

Handlingsplaner ska vara tidsbestémda och 16per till dess slutdatum.

Planer ska beskriva uppféljningsbara méil.

Regler

Regler faststdlles av det organ som finner att behov av regler finns.
Regler gdiller tills vidare men bér tas upp till beslutande organ
regelbundet. Regler ska fortidpande féljas upp.

Kapitel 15: Uppl6éshing

§15:1

§15:2

Beslut om upplésning

For att upplésa Gota studentkdr kravs likalydande beslut fattat med
3/4 majoritet av fullméktiges totala antal réster vid tvé olika
fullmaktigemoten med ett karval emellan.

Sammanslutningens tiligéngar vid upplésning

Vid upplésning av Géta studentkdr beslutar fullméktige med 3/4
majoritet av antalet godkdnda avlagda réster vad organisationens
tillgdngar ska gé till. Kan fullmaktige inte fatta ett beslut ska
tillgéngarna fonderas i en fond fér studentfackligt arbete.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2021-04-14 09:19:03.864075 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      83.177.200.15

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The initiator Sara Bergh (SB) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2021-07-13 21:59:59 UTC, d) set the time zone to Europe/Berlin and e) initiated the signing workflow.

      


    

  



  

  

    		2021-04-14 09:19:03.864075 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (jonathanthor1@gmail.com) to Jonathan Thor (JT). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-14 09:19:03.864075 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (erika.darljung@gota.gu.se) to Erika Darljung (ED). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-14 09:19:03.864075 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (hampushauglands@gmail.com) to Hampus Haugland (HH). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-14 09:19:03.864075 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (rasmus.lukk@gmail.com) to Rasmus Lukk (RL). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-14 09:19:03.864075 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anneli.arohlen@gota.gu.se) to Anneli Arohlén (AA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 



      


    

  



  

  

    		2021-04-14 09:19:27.376619 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jonathan Thor (JT) was delivered.

      


    

  



  

  

    		2021-04-14 09:19:27.439646 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Erika Darljung (ED) was delivered.

      


    

  



  

  

    		2021-04-14 09:19:27.525858 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Hampus Haugland (HH) was delivered.

      


    

  



  

  

    		2021-04-14 09:19:27.596291 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Rasmus Lukk (RL) was delivered.

      


    

  



  

  

    		2021-04-14 09:19:27.655961 UTC ±3 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anneli Arohlén (AA) was delivered.

      


    

  



  

  

    		2021-04-14 09:21:33.174565 UTC ±4 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hampushauglands@gmail.com was opened.

      


    

  



  

  

    		2021-04-14 09:24:54.541721 UTC ±5 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to rasmus.lukk@gmail.com was opened.

      


    

  



  

  

    		2021-04-14 09:31:51.416425 UTC ±8 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The party Erika Darljung (ED) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-14 09:31:54.903348 UTC ±8 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to erika.darljung@gota.gu.se was opened.

      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) changed the text in the text field “ID number” from 

  blank

 to 

  “198610070180”

.

      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 3”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.128		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 8”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 13”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 18”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 23”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 28”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.128		0.052





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 33”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 38”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 43”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.128		0.052





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 48”. The checkbox’s placement in the Main Document:		Page		X		Y

		10		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 53”. The checkbox’s placement in the Main Document:		Page		X		Y

		11		0.127		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 58”. The checkbox’s placement in the Main Document:		Page		X		Y

		12		0.129		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 63”. The checkbox’s placement in the Main Document:		Page		X		Y

		13		0.128		0.051





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 67”. The checkbox’s placement in the Main Document:		Page		X		Y

		14		0.128		0.052





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) checked the checkbox “Kryssruta 73”. The checkbox’s placement in the Main Document:		Page		X		Y

		15		0.127		0.052





      


    

  



  

  

    		2021-04-14 09:33:47.138598 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The signatory Erika Darljung (ED) signed in the signature box “Signatur 6”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		13		0.515		0.177





      


    

  



  

  

    		2021-04-14 09:33:59.58034 UTC ±9 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      81.170.164.246

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.90 Safari/537.36

      

    

    		

      

        The document was signed by Erika Darljung (ED) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll och röstlängd Konstfum 21-22" med transaktionsnummer 9222115557445198883.










Data returned from CGI:

  
Name: Erika Darljung

  
ID number: 

  198610070180



  
IP: 81.170.164.246


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-14 10:07:23.347748 UTC ±23 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The party Anneli Arohlén (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-14 10:07:33.61974 UTC ±23 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to anneli.arohlen@gota.gu.se was opened.

      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) changed the text in the text field “ID number” from 

  blank

 to 

  “9009244329”

.

      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 1”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.204		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 6”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.204		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 11”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.204		0.052





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 16”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.205		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 21”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.203		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 26”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.204		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 31”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.203		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 36”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.204		0.052





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 41”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.204		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 46”. The checkbox’s placement in the Main Document:		Page		X		Y

		10		0.202		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 51”. The checkbox’s placement in the Main Document:		Page		X		Y

		11		0.205		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 57”. The checkbox’s placement in the Main Document:		Page		X		Y

		12		0.203		0.052





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 61”. The checkbox’s placement in the Main Document:		Page		X		Y

		13		0.204		0.051





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) signed in the signature box “Signatur 7”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		13		0.122		0.307





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 68”. The checkbox’s placement in the Main Document:		Page		X		Y

		14		0.205		0.052





      


    

  



  

  

    		2021-04-14 10:10:10.633356 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) checked the checkbox “Kryssruta 71”. The checkbox’s placement in the Main Document:		Page		X		Y

		15		0.203		0.054





      


    

  



  

  

    		2021-04-14 10:10:27.662326 UTC ±24 ms

    		2021-04-14 09:14:54.617793 UTC

    		

      85.228.89.223

      

        Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The document was signed by Anneli Arohlén (AA) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll och röstlängd Konstfum 21-22" med transaktionsnummer 9222115557445198883.










Data returned from CGI:

  
Name: ANNELI AROHLÉN

  
ID number: 

  199009244329



  
IP: 85.228.89.223


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-14 10:25:20.494993 UTC ±7 ms

    		2021-04-14 10:14:57.18167 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hampushauglands@gmail.com was opened.

      


    

  



  

  

    		2021-04-14 14:22:50.940257 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.114 Safari/537.36

      

    

    		

      

        The party Hampus Haugland (HH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-14 14:22:55.159377 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to hampushauglands@gmail.com was opened.

      


    

  



  

  

    		2021-04-14 14:25:06.567836 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The party Hampus Haugland (HH) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) changed the text in the text field “ID number” from 

  blank

 to 

  “0103156998”

.

      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 4”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.279		0.052





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 9”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.280		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 14”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.279		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 19”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.280		0.053





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 24”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.279		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 29”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.279		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 34”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.280		0.053





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 39”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.279		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 44”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.280		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 49”. The checkbox’s placement in the Main Document:		Page		X		Y

		10		0.279		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 54”. The checkbox’s placement in the Main Document:		Page		X		Y

		11		0.279		0.052





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 59”. The checkbox’s placement in the Main Document:		Page		X		Y

		12		0.280		0.052





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 64”. The checkbox’s placement in the Main Document:		Page		X		Y

		13		0.280		0.051





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 69”. The checkbox’s placement in the Main Document:		Page		X		Y

		14		0.280		0.052





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) checked the checkbox “Kryssruta 74”. The checkbox’s placement in the Main Document:		Page		X		Y

		15		0.280		0.053





      


    

  



  

  

    		2021-04-14 14:26:57.398235 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The signatory Hampus Haugland (HH) signed in the signature box “Signatur 8”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		13		0.516		0.306





      


    

  



  

  

    		2021-04-14 14:27:14.320344 UTC ±2 ms

    		2021-04-14 14:15:06.705246 UTC

    		

      81.170.164.34

      

        Mozilla/5.0 (Linux; Android 11; SAMSUNG SM-P615) AppleWebKit/537.36 (KHTML, like Gecko) SamsungBrowser/13.2 Chrome/83.0.4103.106 Safari/537.36

      

    

    		

      

        The document was signed by Hampus Haugland (HH) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll och röstlängd Konstfum 21-22" med transaktionsnummer 9222115557445198883.










Data returned from CGI:

  
Name: HAMPUS HAUGLAND

  
ID number: 

  200103156998



  
IP: 81.170.164.34


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-15 07:34:29.841133 UTC ±11 ms

    		2021-04-15 07:15:43.018309 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation sent to jonathanthor1@gmail.com was opened.

      


    

  



  

  

    		2021-04-15 07:34:30.174463 UTC ±11 ms

    		2021-04-15 07:15:43.018309 UTC

    		

      83.187.176.120

      

        Mozilla/5.0 (Linux; Android 10; VOG-L29) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.105 Mobile Safari/537.36

      

    

    		

      

        The party Jonathan Thor (JT) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2021-04-15 08:06:00.88684 UTC ±25 ms

    		2021-04-15 07:15:43.018309 UTC

    		

      83.187.176.120

      

        Mozilla/5.0 (Linux; Android 10; VOG-L29) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.105 Mobile Safari/537.36

      

    

    		

      

        The signatory Jonathan Thor (JT) changed the text in the text field “ID number” from 

  blank

 to 

  “199104014171”

.

      


    

  



  

  

    		2021-04-15 08:06:00.88684 UTC ±25 ms

    		2021-04-15 07:15:43.018309 UTC

    		

      83.187.176.120

      

        Mozilla/5.0 (Linux; Android 10; VOG-L29) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/89.0.4389.105 Mobile Safari/537.36

      

    

    		

      

        The signatory Jonathan Thor (JT) checked the checkbox “Kryssruta 2”. The checkbox’s placement in the Main Document:		Page		X		Y
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The box’s placement in the Main Document:		Page		X		Y
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        The document was signed by Jonathan Thor (JT) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll och röstlängd Konstfum 21-22" med transaktionsnummer 9222115557445198883.










Data returned from CGI:

  
Name: JONATHAN THOR

  
ID number: 

  199104014171



  
IP: 83.187.176.120


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:
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        The signatory Rasmus Lukk (RL) signed in the signature box “Signatur 9”.
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The box’s placement in the Main Document:		Page		X		Y
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        The document was signed by Rasmus Lukk (RL) using SwedishBankID through CGI as the authentication method. 







The text signed in the SwedishBankID client was:



Jag signerar dokumentet "Protokoll och röstlängd Konstfum 21-22" med transaktionsnummer 9222115557445198883.










Data returned from CGI:

  
Name: RASMUS LUKK

  
ID number: 

  200106012537



  
IP: 81.230.206.192


























Signature: 



  






Online Certificate Status Protocol (OCSP) Response:

  












      


    

  



  

  

    		2021-04-15 10:09:47.223849 UTC ±25 ms

    		2021-04-15 09:15:47.634367 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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, [image: 3.png]mazx(S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.59 ms

		standard deviation: 1.59 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈86.031%

		|e| < 5 ms: ≈99.709%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2021-03-04 17:31:21.261196 UTC and 2021-04-15 09:15:47.634367 UTC:







  		Time collected

  		Clock offset







  

    		2021-03-04 17:31:21.261196

    		0.6 ms

  





  

    		2021-03-04 18:31:23.511249

    		0.0 ms

  





  

    		2021-03-04 19:31:26.960597

    		2.6 ms

  





  

    		2021-03-04 20:31:28.803249

    		0.7 ms

  





  

    		2021-03-04 21:31:31.91554

    		1.5 ms

  





  

    		2021-03-04 22:31:33.908785

    		0.0 ms

  





  

    		2021-03-04 23:31:35.369142

    		-0.8 ms

  





  

    		2021-03-05 00:31:37.114745

    		1.3 ms

  





  

    		2021-03-05 01:31:40.220912

    		1.5 ms

  





  

    		2021-03-05 02:31:41.768716

    		0.8 ms

  





  

    		2021-03-05 03:31:44.219455

    		0.1 ms

  





  

    		2021-03-05 04:31:45.690011

    		-0.7 ms

  





  

    		2021-03-05 05:31:48.393544

    		-0.1 ms

  





  

    		2021-03-05 06:31:50.65825

    		1.9 ms

  





  

    		2021-03-05 07:31:53.017668

    		-0.9 ms

  





  

    		2021-03-05 08:31:56.464201

    		-0.7 ms

  





  

    		2021-03-05 09:31:58.778487

    		-0.2 ms

  





  

    		2021-03-05 10:32:00.666041

    		0.4 ms

  





  

    		2021-03-05 11:32:03.165753

    		1.7 ms

  





  

    		2021-03-05 12:32:05.110663

    		1.9 ms

  





  

    		2021-03-05 13:32:07.163241

    		2.8 ms

  





  

    		2021-03-05 14:32:08.999277

    		0.6 ms

  





  

    		2021-03-05 15:32:12.165684

    		-0.6 ms

  





  

    		2021-03-05 16:32:14.28665

    		3.4 ms

  





  

    		2021-03-05 17:32:16.334578

    		0.1 ms

  





  

    		2021-03-05 18:32:18.67341

    		1.5 ms

  





  

    		2021-03-05 19:32:20.579439

    		0.3 ms

  





  

    		2021-03-05 20:32:22.228761

    		0.6 ms

  





  

    		2021-03-05 21:32:24.995254

    		0.1 ms

  





  

    		2021-03-05 22:32:26.589884

    		1.4 ms

  





  

    		2021-03-05 23:32:28.205848

    		-0.5 ms

  





  

    		2021-03-06 00:32:30.87388

    		0.5 ms

  





  

    		2021-03-06 01:32:33.951873

    		0.2 ms

  





  

    		2021-03-06 02:32:35.857836

    		0.3 ms

  





  

    		2021-03-06 03:32:37.687898

    		0.0 ms

  





  

    		2021-03-06 04:32:39.347045

    		0.9 ms

  





  

    		2021-03-06 05:32:41.686862

    		0.2 ms

  





  

    		2021-03-06 06:32:44.428655

    		0.8 ms

  





  

    		2021-03-06 07:32:45.908746

    		2.0 ms

  





  

    		2021-03-06 08:32:47.40598

    		1.9 ms

  





  

    		2021-03-06 09:32:49.735835

    		1.2 ms

  





  

    		2021-03-06 10:32:51.59583

    		1.2 ms

  





  

    		2021-03-06 11:32:54.124592

    		2.7 ms

  





  

    		2021-03-06 12:32:56.072451

    		0.5 ms

  





  

    		2021-03-06 13:32:59.509554

    		0.3 ms

  





  

    		2021-03-06 14:33:02.994188

    		-0.6 ms

  





  

    		2021-03-06 15:33:05.049046

    		1.4 ms

  





  

    		2021-03-06 16:33:07.239473

    		-1.2 ms

  





  

    		2021-03-06 17:33:09.385447

    		-0.2 ms

  





  

    		2021-03-06 18:33:10.895095

    		-1.6 ms

  





  

    		2021-03-06 19:33:13.632432

    		-0.8 ms

  





  

    		2021-03-06 20:33:16.821366

    		1.2 ms

  





  

    		2021-03-06 21:33:18.517989

    		-1.3 ms

  





  

    		2021-03-06 22:33:21.136323

    		2.9 ms

  





  

    		2021-03-06 23:33:22.851273

    		-0.1 ms

  





  

    		2021-03-07 00:33:24.397089

    		1.1 ms

  





  

    		2021-03-07 01:33:27.423737

    		2.2 ms

  





  

    		2021-03-07 02:33:29.629724

    		-1.5 ms

  





  

    		2021-03-07 03:33:32.485553

    		0.9 ms

  





  

    		2021-03-07 04:33:35.033763

    		-0.8 ms

  





  

    		2021-03-07 05:33:37.465806

    		1.8 ms

  





  

    		2021-03-07 06:33:39.282586

    		-1.5 ms

  





  

    		2021-03-07 07:33:41.391419

    		1.1 ms

  





  

    		2021-03-07 08:33:43.604629

    		0.1 ms

  





  

    		2021-03-07 09:33:45.600519

    		2.6 ms

  





  

    		2021-03-07 10:33:48.192694

    		1.7 ms

  





  

    		2021-03-07 11:33:50.914008

    		2.6 ms

  





  

    		2021-03-07 12:33:53.319021

    		0.8 ms

  





  

    		2021-03-07 13:33:56.144063

    		-0.1 ms

  





  

    		2021-03-07 14:34:00.025207

    		3.0 ms

  





  

    		2021-03-07 15:34:03.034114

    		-0.6 ms

  





  

    		2021-03-07 16:34:06.367014

    		-0.9 ms

  





  

    		2021-03-07 17:34:08.357447

    		-0.6 ms

  





  

    		2021-03-07 18:34:10.051984

    		-0.2 ms

  





  

    		2021-03-07 19:34:13.000246

    		-1.4 ms

  





  

    		2021-03-07 20:34:15.224737

    		-0.4 ms

  





  

    		2021-03-07 21:34:17.003797

    		3.4 ms

  





  

    		2021-03-07 22:34:18.682266

    		0.7 ms

  





  

    		2021-03-07 23:34:20.686404

    		2.5 ms

  





  

    		2021-03-08 00:34:22.453759

    		2.8 ms

  





  

    		2021-03-08 01:34:24.189698

    		0.6 ms

  





  

    		2021-03-08 02:34:26.530976

    		3.4 ms

  





  

    		2021-03-08 03:34:28.133506

    		0.1 ms

  





  

    		2021-03-08 04:34:30.186048

    		0.5 ms

  





  

    		2021-03-08 05:34:31.937582

    		2.9 ms

  





  

    		2021-03-08 06:34:34.884966

    		0.9 ms

  





  

    		2021-03-08 07:34:36.503484

    		2.4 ms

  





  

    		2021-03-08 08:34:38.044632

    		0.2 ms

  





  

    		2021-03-08 09:34:39.64094

    		0.5 ms

  





  

    		2021-03-08 10:34:41.329261

    		-0.7 ms

  





  

    		2021-03-08 11:34:44.334689

    		-1.0 ms

  





  

    		2021-03-08 12:34:46.045773

    		-1.4 ms

  





  

    		2021-03-08 13:34:47.92268

    		1.1 ms

  





  

    		2021-03-08 14:34:49.582867

    		-3.1 ms

  





  

    		2021-03-08 15:34:53.558762

    		1.3 ms

  





  

    		2021-03-08 16:34:56.161731

    		-1.7 ms

  





  

    		2021-03-08 17:34:59.598574

    		1.3 ms

  





  

    		2021-03-08 18:35:02.589782

    		1.1 ms

  





  

    		2021-03-08 19:35:04.106498

    		0.8 ms

  





  

    		2021-03-08 20:35:06.49539

    		0.7 ms

  





  

    		2021-03-08 21:35:08.129304

    		0.5 ms

  





  

    		2021-03-08 22:35:10.646601

    		0.6 ms

  





  

    		2021-03-08 23:35:13.242164

    		-0.5 ms

  





  

    		2021-03-09 00:35:14.972779

    		1.4 ms

  





  

    		2021-03-09 01:35:18.042486

    		0.4 ms

  





  

    		2021-03-09 02:35:20.215263

    		0.4 ms

  





  

    		2021-03-09 03:35:21.847889

    		2.2 ms

  





  

    		2021-03-09 04:35:23.981146

    		2.9 ms

  





  

    		2021-03-09 05:35:25.751216

    		2.1 ms

  





  

    		2021-03-09 06:35:28.409752

    		-0.8 ms

  





  

    		2021-03-09 07:35:30.283652

    		-1.6 ms

  





  

    		2021-03-09 08:35:32.268961

    		1.6 ms

  





  

    		2021-03-09 09:35:35.017387

    		0.2 ms

  





  

    		2021-03-09 10:35:36.816432

    		2.5 ms

  





  

    		2021-03-09 11:35:38.729168

    		3.3 ms

  





  

    		2021-03-09 12:35:41.525125

    		-1.5 ms

  





  

    		2021-03-09 13:35:43.180517

    		-1.7 ms

  





  

    		2021-03-09 14:35:45.301456

    		-1.5 ms

  





  

    		2021-03-09 15:35:47.377431

    		-1.0 ms

  





  

    		2021-03-09 16:35:49.659226

    		-1.4 ms

  





  

    		2021-03-09 17:35:51.379445

    		1.5 ms

  





  

    		2021-03-09 18:35:54.592421

    		1.3 ms

  





  

    		2021-03-09 19:35:58.170276

    		-0.2 ms

  





  

    		2021-03-09 20:36:00.613806

    		4.5 ms

  





  

    		2021-03-09 21:36:02.297899

    		3.3 ms

  





  

    		2021-03-09 22:36:04.255013

    		2.4 ms

  





  

    		2021-03-09 23:36:06.018473

    		-0.2 ms

  





  

    		2021-03-10 00:36:07.749622

    		-0.4 ms

  





  

    		2021-03-10 01:36:09.526196

    		4.0 ms

  





  

    		2021-03-10 02:36:12.117477

    		3.7 ms

  





  

    		2021-03-10 03:36:14.16529

    		-0.1 ms

  





  

    		2021-03-10 04:36:16.191812

    		-0.6 ms

  





  

    		2021-03-10 05:36:18.790485

    		1.8 ms

  





  

    		2021-03-10 06:36:21.020682

    		2.5 ms

  





  

    		2021-03-10 07:36:23.736685

    		0.0 ms

  





  

    		2021-03-10 08:36:26.147108

    		1.6 ms

  





  

    		2021-03-10 09:36:29.252132

    		-0.8 ms

  





  

    		2021-03-10 10:36:31.587615

    		1.8 ms

  





  

    		2021-03-10 11:36:33.532244

    		0.6 ms

  





  

    		2021-03-10 12:36:35.762806

    		-2.2 ms

  





  

    		2021-03-10 13:36:39.754647

    		0.0 ms

  





  

    		2021-03-10 14:36:42.454948

    		1.9 ms

  





  

    		2021-03-10 15:36:45.602779

    		-0.3 ms

  





  

    		2021-03-10 16:36:47.928378

    		-0.2 ms

  





  

    		2021-03-10 17:36:51.172173

    		2.5 ms

  





  

    		2021-03-10 18:36:53.101112

    		1.0 ms

  





  

    		2021-03-10 19:36:55.745079

    		-2.6 ms

  





  

    		2021-03-10 20:36:57.213673

    		-2.3 ms

  





  

    		2021-03-10 21:37:00.083666

    		-1.2 ms

  





  

    		2021-03-10 22:37:02.16788

    		0.8 ms

  





  

    		2021-03-10 23:37:03.947299

    		2.7 ms

  





  

    		2021-03-11 00:37:06.234374

    		4.0 ms

  





  

    		2021-03-11 01:37:09.23923

    		4.7 ms

  





  

    		2021-03-11 02:37:11.061189

    		4.9 ms

  





  

    		2021-03-11 03:37:12.936789

    		0.5 ms

  





  

    		2021-03-11 04:37:14.837762

    		1.0 ms

  





  

    		2021-03-11 05:37:16.482529

    		-1.7 ms

  





  

    		2021-03-11 06:37:19.669988

    		2.6 ms

  





  

    		2021-03-11 07:37:22.47747

    		2.3 ms

  





  

    		2021-03-11 08:37:26.411162

    		1.5 ms

  





  

    		2021-03-11 09:37:28.855787

    		3.0 ms

  





  

    		2021-03-11 10:37:30.576966

    		2.6 ms

  





  

    		2021-03-11 11:37:32.503411

    		-0.5 ms

  





  

    		2021-03-11 12:37:35.148037

    		1.4 ms

  





  

    		2021-03-11 13:37:37.760957

    		-0.3 ms

  





  

    		2021-03-11 14:37:39.779484

    		0.2 ms

  





  

    		2021-03-11 15:37:41.384006

    		0.9 ms

  





  

    		2021-03-11 16:37:43.850969

    		-0.9 ms

  





  

    		2021-03-11 17:37:45.541659

    		-1.7 ms

  





  

    		2021-03-11 18:37:47.568806

    		-0.9 ms

  





  

    		2021-03-11 19:37:49.123967

    		-0.1 ms

  





  

    		2021-03-11 20:37:51.278339

    		-0.9 ms

  





  

    		2021-03-11 21:37:52.966404

    		0.3 ms

  





  

    		2021-03-11 22:37:55.721428

    		-0.8 ms

  





  

    		2021-03-11 23:37:58.21931

    		3.3 ms

  





  

    		2021-03-12 00:37:59.870656

    		3.0 ms

  





  

    		2021-03-12 01:38:01.965847

    		1.1 ms

  





  

    		2021-03-12 02:38:03.694593

    		0.1 ms

  





  

    		2021-03-12 03:38:05.929069

    		2.7 ms

  





  

    		2021-03-12 04:38:07.605772

    		0.3 ms

  





  

    		2021-03-12 05:38:09.218698

    		2.3 ms

  





  

    		2021-03-12 06:38:11.843569

    		-0.5 ms

  





  

    		2021-03-12 07:38:15.321807

    		2.0 ms

  





  

    		2021-03-12 08:38:16.863

    		-0.9 ms

  





  

    		2021-03-12 09:38:18.492304

    		1.9 ms

  





  

    		2021-03-12 10:38:20.272202

    		-0.4 ms

  





  

    		2021-03-12 11:38:22.089593

    		0.7 ms

  





  

    		2021-03-12 12:38:23.986494

    		-0.3 ms

  





  

    		2021-03-12 13:38:25.998302

    		0.4 ms

  





  

    		2021-03-12 14:38:28.94709

    		-0.9 ms

  





  

    		2021-03-12 15:38:31.723386

    		-2.1 ms

  





  

    		2021-03-12 16:38:33.746597

    		-0.2 ms

  





  

    		2021-03-12 17:38:36.479782

    		-0.8 ms

  





  

    		2021-03-12 18:38:39.277794

    		2.2 ms

  





  

    		2021-03-12 19:38:41.164045

    		-1.2 ms

  





  

    		2021-03-12 20:38:43.216584

    		2.2 ms

  





  

    		2021-03-12 21:38:45.223779

    		-0.6 ms

  





  

    		2021-03-12 22:38:48.09182

    		-0.2 ms

  





  

    		2021-03-12 23:38:50.587732

    		-0.9 ms

  





  

    		2021-03-13 00:38:53.205664

    		0.3 ms

  





  

    		2021-03-13 01:38:55.881973

    		-1.0 ms

  





  

    		2021-03-13 02:38:59.59727

    		0.6 ms

  





  

    		2021-03-13 03:39:02.274969

    		-0.5 ms

  





  

    		2021-03-13 04:39:03.906317

    		1.2 ms

  





  

    		2021-03-13 05:39:05.545288

    		2.2 ms

  





  

    		2021-03-13 06:39:07.392068

    		1.8 ms

  





  

    		2021-03-13 07:39:08.920981

    		-0.2 ms

  





  

    		2021-03-13 08:39:10.505236

    		1.6 ms

  





  

    		2021-03-13 09:39:12.458719

    		1.4 ms

  





  

    		2021-03-13 10:39:14.106114

    		1.3 ms

  





  

    		2021-03-13 11:39:15.922101

    		1.4 ms

  





  

    		2021-03-13 12:39:17.877687

    		2.4 ms

  





  

    		2021-03-13 13:39:21.440676

    		0.3 ms

  





  

    		2021-03-13 14:39:24.389007

    		3.2 ms

  





  

    		2021-03-13 15:39:26.568622

    		-2.0 ms

  





  

    		2021-03-13 16:39:28.200064

    		1.1 ms

  





  

    		2021-03-13 17:39:30.251403

    		-0.1 ms

  





  

    		2021-03-13 18:39:33.589714

    		0.0 ms

  





  

    		2021-03-13 19:39:35.14479

    		-1.0 ms

  





  

    		2021-03-13 20:39:37.243724

    		-1.8 ms

  





  

    		2021-03-13 21:39:39.563773

    		-1.2 ms

  





  

    		2021-03-13 22:39:43.184592

    		0.4 ms

  





  

    		2021-03-13 23:39:44.608682

    		-0.9 ms

  





  

    		2021-03-14 00:39:46.422031

    		2.4 ms

  





  

    		2021-03-14 01:39:47.972792

    		0.7 ms

  





  

    		2021-03-14 02:39:49.752206

    		1.0 ms

  





  

    		2021-03-14 03:39:52.81598

    		2.7 ms

  





  

    		2021-03-14 04:39:54.572405

    		0.7 ms

  





  

    		2021-03-14 05:39:56.194344

    		2.5 ms

  





  

    		2021-03-14 06:39:58.352172

    		-1.0 ms

  





  

    		2021-03-14 07:40:01.20561

    		0.2 ms

  





  

    		2021-03-14 08:40:03.736581

    		1.7 ms

  





  

    		2021-03-14 09:40:05.476887

    		0.2 ms

  





  

    		2021-03-14 10:40:07.570556

    		2.1 ms

  





  

    		2021-03-14 11:40:09.556878

    		0.5 ms

  





  

    		2021-03-14 12:40:11.046981

    		0.9 ms

  





  

    		2021-03-14 13:40:13.212618

    		-1.3 ms

  





  

    		2021-03-14 14:40:15.309481

    		1.6 ms

  





  

    		2021-03-14 15:40:17.766556

    		1.2 ms

  





  

    		2021-03-14 16:40:20.301375

    		2.1 ms

  





  

    		2021-03-14 17:40:22.138742

    		-0.5 ms

  





  

    		2021-03-14 18:40:23.744013

    		1.3 ms

  





  

    		2021-03-14 19:40:26.397766

    		0.3 ms

  





  

    		2021-03-14 20:40:28.348035

    		-0.9 ms

  





  

    		2021-03-14 21:40:30.406292

    		2.0 ms

  





  

    		2021-03-14 22:40:31.93886

    		1.9 ms

  





  

    		2021-03-14 23:40:34.40032

    		0.7 ms

  





  

    		2021-03-15 00:44:48.449936

    		-0.8 ms

  





  

    		2021-03-15 01:44:50.033103

    		2.1 ms

  





  

    		2021-03-15 02:44:52.055355

    		3.5 ms

  





  

    		2021-03-15 03:44:53.684105

    		2.5 ms

  





  

    		2021-03-15 04:44:55.593602

    		2.1 ms

  





  

    		2021-03-15 05:44:58.212634

    		3.2 ms

  





  

    		2021-03-15 06:45:00.849918

    		2.4 ms

  





  

    		2021-03-15 07:45:02.364567

    		2.8 ms

  





  

    		2021-03-15 08:45:05.800475

    		-0.7 ms

  





  

    		2021-03-15 09:45:08.39806

    		1.1 ms

  





  

    		2021-03-15 10:45:11.590462

    		-0.6 ms

  





  

    		2021-03-15 11:45:13.364159

    		2.6 ms

  





  

    		2021-03-15 12:45:15.296901

    		-1.0 ms

  





  

    		2021-03-15 13:45:17.082061

    		0.3 ms

  





  

    		2021-03-15 14:45:19.317761

    		1.5 ms

  





  

    		2021-03-15 15:45:22.013036

    		-0.2 ms

  





  

    		2021-03-15 16:45:24.602328

    		1.9 ms

  





  

    		2021-03-15 17:45:27.437124

    		-1.0 ms

  





  

    		2021-03-15 18:45:29.504

    		-0.3 ms

  





  

    		2021-03-15 19:45:32.902432

    		0.3 ms

  





  

    		2021-03-15 20:45:35.129469

    		2.0 ms

  





  

    		2021-03-15 21:45:37.060964

    		3.0 ms

  





  

    		2021-03-15 22:45:38.74902

    		2.5 ms

  





  

    		2021-03-15 23:45:42.132991

    		0.8 ms

  





  

    		2021-03-16 00:45:45.153683

    		3.7 ms

  





  

    		2021-03-16 01:45:47.036762

    		-1.1 ms

  





  

    		2021-03-16 02:45:49.683788

    		-1.6 ms

  





  

    		2021-03-16 03:45:51.562764

    		0.5 ms

  





  

    		2021-03-16 04:45:53.540133

    		1.1 ms

  





  

    		2021-03-16 05:45:55.356471

    		0.2 ms

  





  

    		2021-03-16 06:45:57.984589

    		0.2 ms

  





  

    		2021-03-16 07:46:00.996343

    		1.2 ms

  





  

    		2021-03-16 08:46:04.665439

    		-2.4 ms

  





  

    		2021-03-16 09:46:06.311991

    		0.4 ms

  





  

    		2021-03-16 10:46:10.181106

    		3.3 ms

  





  

    		2021-03-16 11:46:15.257745

    		0.9 ms

  





  

    		2021-03-16 12:46:18.628102

    		3.6 ms

  





  

    		2021-03-16 13:46:21.428025

    		-1.7 ms

  





  

    		2021-03-16 14:46:24.158771

    		-0.1 ms

  





  

    		2021-03-16 15:46:25.708806

    		-2.0 ms

  





  

    		2021-03-16 16:46:29.075213

    		1.3 ms

  





  

    		2021-03-16 17:46:30.652631

    		-2.2 ms

  





  

    		2021-03-16 18:46:33.705175

    		-0.9 ms

  





  

    		2021-03-16 19:46:35.373192

    		-0.7 ms

  





  

    		2021-03-16 20:46:38.388073

    		-1.4 ms

  





  

    		2021-03-16 21:46:41.478292

    		1.1 ms

  





  

    		2021-03-16 22:46:43.410787

    		-1.3 ms

  





  

    		2021-03-16 23:46:46.390068

    		-1.2 ms

  





  

    		2021-03-17 00:46:49.205551

    		-0.7 ms

  





  

    		2021-03-17 01:46:51.349119

    		-0.5 ms

  





  

    		2021-03-17 02:46:52.924305

    		3.5 ms

  





  

    		2021-03-17 03:46:54.530704

    		2.4 ms

  





  

    		2021-03-17 04:46:56.910334

    		-1.2 ms

  





  

    		2021-03-17 05:46:59.205212

    		0.4 ms

  





  

    		2021-03-17 06:47:00.922822

    		2.7 ms

  





  

    		2021-03-17 07:47:03.733701

    		-0.3 ms

  





  

    		2021-03-17 08:47:05.431963

    		0.7 ms

  





  

    		2021-03-17 09:47:07.258134

    		-0.6 ms

  





  

    		2021-03-17 10:47:10.804905

    		-0.2 ms

  





  

    		2021-03-17 11:47:12.837881

    		-0.7 ms

  





  

    		2021-03-17 12:47:15.665354

    		-0.4 ms

  





  

    		2021-03-17 13:47:17.336825

    		-0.9 ms

  





  

    		2021-03-17 14:47:20.053288

    		-0.8 ms

  





  

    		2021-03-17 15:47:21.666889

    		-1.9 ms

  





  

    		2021-03-17 16:47:23.070143

    		0.4 ms

  





  

    		2021-03-17 17:47:25.005532

    		0.0 ms

  





  

    		2021-03-17 18:47:28.032402

    		1.0 ms

  





  

    		2021-03-17 19:47:30.394806

    		1.2 ms

  





  

    		2021-03-17 20:47:32.164946

    		0.0 ms

  





  

    		2021-03-17 21:47:34.751989

    		-0.6 ms

  





  

    		2021-03-17 22:47:36.326389

    		-1.6 ms

  





  

    		2021-03-17 23:47:37.719978

    		-2.0 ms

  





  

    		2021-03-18 00:47:39.789301

    		-1.1 ms

  





  

    		2021-03-18 01:47:41.69623

    		4.0 ms

  





  

    		2021-03-18 02:47:45.310186

    		-0.7 ms

  





  

    		2021-03-18 03:47:46.688124

    		-0.4 ms

  





  

    		2021-03-18 04:47:48.243322

    		2.8 ms

  





  

    		2021-03-18 05:47:49.846051

    		1.8 ms

  





  

    		2021-03-18 06:47:52.430307

    		-0.3 ms

  





  

    		2021-03-18 07:47:55.188996

    		2.9 ms

  





  

    		2021-03-18 08:47:58.28233

    		-0.4 ms

  





  

    		2021-03-18 09:47:59.88624

    		1.0 ms

  





  

    		2021-03-18 10:48:01.702655

    		3.4 ms

  





  

    		2021-03-18 11:48:03.565029

    		1.0 ms

  





  

    		2021-03-18 12:48:05.092336

    		0.1 ms

  





  

    		2021-03-18 13:48:08.487611

    		1.5 ms

  





  

    		2021-03-18 14:48:11.520582

    		-1.9 ms

  





  

    		2021-03-18 15:48:14.230149

    		1.5 ms

  





  

    		2021-03-18 16:48:16.678879

    		3.3 ms

  





  

    		2021-03-18 17:48:18.482081

    		2.6 ms

  





  

    		2021-03-18 18:48:20.603397

    		4.1 ms

  





  

    		2021-03-18 19:48:23.459175

    		-1.2 ms

  





  

    		2021-03-18 20:48:27.171338

    		-0.3 ms

  





  

    		2021-03-18 21:48:30.757792

    		-1.8 ms

  





  

    		2021-03-18 22:48:32.4204

    		1.8 ms

  





  

    		2021-03-18 23:48:35.836601

    		-0.9 ms

  





  

    		2021-03-19 00:48:38.297575

    		0.3 ms

  





  

    		2021-03-19 01:48:40.59283

    		0.2 ms

  





  

    		2021-03-19 02:48:44.123745

    		1.6 ms

  





  

    		2021-03-19 03:48:47.304311

    		-1.3 ms

  





  

    		2021-03-19 04:48:48.858953

    		0.0 ms

  





  

    		2021-03-19 05:48:50.540877

    		-0.9 ms

  





  

    		2021-03-19 06:48:53.490377

    		2.6 ms

  





  

    		2021-03-19 07:48:56.597184

    		4.1 ms

  





  

    		2021-03-19 08:49:00.075022

    		4.0 ms

  





  

    		2021-03-19 09:49:03.217065

    		1.7 ms

  





  

    		2021-03-19 10:49:06.535836

    		0.0 ms

  





  

    		2021-03-19 11:49:08.443837

    		-2.0 ms

  





  

    		2021-03-19 12:49:11.274755

    		-0.3 ms

  





  

    		2021-03-19 13:49:13.870076

    		0.5 ms

  





  

    		2021-03-19 14:49:16.106372

    		-1.2 ms

  





  

    		2021-03-19 15:49:19.324324

    		0.8 ms

  





  

    		2021-03-19 16:49:21.740277

    		0.2 ms

  





  

    		2021-03-19 17:49:24.895464

    		1.1 ms

  





  

    		2021-03-19 18:49:26.842598

    		1.0 ms

  





  

    		2021-03-19 19:49:28.688667

    		1.5 ms

  





  

    		2021-03-19 20:49:32.610734

    		0.0 ms

  





  

    		2021-03-19 21:49:34.595643

    		-0.5 ms

  





  

    		2021-03-19 22:49:36.509356

    		-3.6 ms

  





  

    		2021-03-19 23:49:40.64558

    		2.1 ms

  





  

    		2021-03-20 00:49:42.580073

    		2.6 ms

  





  

    		2021-03-20 01:49:44.507814

    		2.0 ms

  





  

    		2021-03-20 02:49:46.889589

    		1.0 ms

  





  

    		2021-03-20 03:49:49.858511

    		1.8 ms

  





  

    		2021-03-20 04:49:52.445385

    		-1.5 ms

  





  

    		2021-03-20 05:49:54.748527

    		-2.7 ms

  





  

    		2021-03-20 06:49:57.348808

    		0.6 ms

  





  

    		2021-03-20 07:49:58.779693

    		1.8 ms

  





  

    		2021-03-20 08:50:00.491125

    		-0.6 ms

  





  

    		2021-03-20 09:50:02.073467

    		-0.4 ms

  





  

    		2021-03-20 10:50:03.68866

    		1.0 ms

  





  

    		2021-03-20 11:50:06.055372

    		1.2 ms

  





  

    		2021-03-20 12:50:08.85642

    		-0.1 ms

  





  

    		2021-03-20 13:50:12.927893

    		-1.0 ms

  





  

    		2021-03-20 14:50:14.604858

    		2.2 ms

  





  

    		2021-03-20 15:50:16.703686

    		2.2 ms

  





  

    		2021-03-20 16:50:19.311068

    		0.6 ms

  





  

    		2021-03-20 17:50:22.767056

    		0.6 ms

  





  

    		2021-03-20 18:50:24.232219

    		-1.9 ms

  





  

    		2021-03-20 19:50:26.013463

    		-1.9 ms

  





  

    		2021-03-20 20:50:27.914394

    		-3.7 ms

  





  

    		2021-03-20 21:50:29.548098

    		1.5 ms

  





  

    		2021-03-20 22:50:32.827442

    		0.6 ms

  





  

    		2021-03-20 23:50:34.842641

    		-1.3 ms

  





  

    		2021-03-21 00:50:37.083409

    		-1.3 ms

  





  

    		2021-03-21 01:50:39.645617

    		2.9 ms

  





  

    		2021-03-21 02:50:42.249361

    		2.2 ms

  





  

    		2021-03-21 03:50:44.502391

    		3.1 ms

  





  

    		2021-03-21 04:50:46.744949

    		3.0 ms

  





  

    		2021-03-21 05:50:49.237708

    		2.1 ms

  





  

    		2021-03-21 06:50:51.636792

    		1.3 ms

  





  

    		2021-03-21 07:50:53.575023

    		1.5 ms

  





  

    		2021-03-21 08:50:56.187063

    		1.2 ms

  





  

    		2021-03-21 09:50:57.654683

    		0.4 ms

  





  

    		2021-03-21 10:50:59.83837

    		1.4 ms

  





  

    		2021-03-21 11:51:02.657862

    		2.3 ms

  





  

    		2021-03-21 12:51:06.099811

    		0.1 ms

  





  

    		2021-03-21 13:51:07.650938

    		2.2 ms

  





  

    		2021-03-21 14:51:09.526448

    		-0.5 ms

  





  

    		2021-03-21 15:51:13.369792

    		-1.4 ms

  





  

    		2021-03-21 16:51:15.065929

    		-2.2 ms

  





  

    		2021-03-21 17:51:17.566645

    		2.0 ms

  





  

    		2021-03-21 18:51:19.576903

    		-2.0 ms

  





  

    		2021-03-21 19:51:21.244473

    		-0.3 ms

  





  

    		2021-03-21 20:51:22.842992

    		2.4 ms

  





  

    		2021-03-21 21:51:24.560149

    		-0.1 ms

  





  

    		2021-03-21 22:51:26.251813

    		-0.1 ms

  





  

    		2021-03-21 23:51:29.16212

    		-0.5 ms

  





  

    		2021-03-22 00:51:30.940096

    		-0.5 ms

  





  

    		2021-03-22 01:51:34.494304

    		-0.7 ms

  





  

    		2021-03-22 02:51:35.938014

    		0.1 ms

  





  

    		2021-03-22 03:51:37.791792

    		0.6 ms

  





  

    		2021-03-22 04:51:40.590216

    		2.2 ms

  





  

    		2021-03-22 05:51:42.568764

    		-0.7 ms

  





  

    		2021-03-22 06:51:44.831055

    		-0.8 ms

  





  

    		2021-03-22 07:51:48.12051

    		2.4 ms

  





  

    		2021-03-22 08:51:51.976965

    		-1.7 ms

  





  

    		2021-03-22 09:51:53.971033

    		-0.9 ms

  





  

    		2021-03-22 10:51:55.571422

    		1.2 ms

  





  

    		2021-03-22 11:51:57.691493

    		0.3 ms

  





  

    		2021-03-22 12:51:59.209964

    		-1.4 ms

  





  

    		2021-03-22 13:52:01.890166

    		-0.1 ms

  





  

    		2021-03-22 14:52:03.796512

    		-2.4 ms

  





  

    		2021-03-22 15:52:07.222331

    		-1.6 ms

  





  

    		2021-03-22 16:52:08.699749

    		-2.1 ms

  





  

    		2021-03-22 17:52:11.972047

    		-1.9 ms

  





  

    		2021-03-22 18:52:13.844802

    		1.4 ms

  





  

    		2021-03-22 19:52:16.360207

    		-1.3 ms

  





  

    		2021-03-22 20:52:18.152358

    		0.4 ms

  





  

    		2021-03-22 21:52:20.859156

    		0.9 ms

  





  

    		2021-03-22 22:52:23.912948

    		3.5 ms

  





  

    		2021-03-22 23:52:25.714991

    		-0.2 ms

  





  

    		2021-03-23 00:52:28.735454

    		0.0 ms

  





  

    		2021-03-23 01:52:30.337042

    		2.0 ms

  





  

    		2021-03-23 02:52:32.436455

    		1.1 ms

  





  

    		2021-03-23 03:52:34.40639

    		0.4 ms

  





  

    		2021-03-23 04:52:37.460067

    		2.9 ms

  





  

    		2021-03-23 05:52:39.937536

    		-0.2 ms

  





  

    		2021-03-23 06:52:43.667741

    		0.3 ms

  





  

    		2021-03-23 07:52:47.378072

    		-0.7 ms

  





  

    		2021-03-23 08:52:50.515229

    		2.7 ms

  





  

    		2021-03-23 09:52:52.326408

    		2.4 ms

  





  

    		2021-03-23 10:52:54.840673

    		-0.6 ms

  





  

    		2021-03-23 11:52:56.586204

    		1.1 ms

  





  

    		2021-03-23 12:53:02.188759

    		0.4 ms

  





  

    		2021-03-23 13:53:05.147589

    		0.9 ms

  





  

    		2021-03-23 14:53:07.120141

    		0.3 ms

  





  

    		2021-03-23 15:53:08.798361

    		4.0 ms

  





  

    		2021-03-23 16:53:11.000181

    		1.8 ms

  





  

    		2021-03-23 17:53:14.001551

    		0.5 ms

  





  

    		2021-03-23 18:53:15.656872

    		1.0 ms

  





  

    		2021-03-23 19:53:17.940754

    		1.5 ms

  





  

    		2021-03-23 20:53:19.865893

    		-1.6 ms

  





  

    		2021-03-23 21:53:22.362452

    		1.9 ms

  





  

    		2021-03-23 22:53:24.017802

    		-0.1 ms

  





  

    		2021-03-23 23:53:26.552921

    		0.9 ms

  





  

    		2021-03-24 00:53:28.544551

    		2.1 ms

  





  

    		2021-03-24 01:53:30.378723

    		1.6 ms

  





  

    		2021-03-24 02:53:32.198202

    		1.1 ms

  





  

    		2021-03-24 03:53:34.434912

    		3.6 ms

  





  

    		2021-03-24 04:53:36.990935

    		1.0 ms

  





  

    		2021-03-24 05:53:39.626387

    		1.6 ms

  





  

    		2021-03-24 06:53:41.88414

    		1.3 ms

  





  

    		2021-03-24 07:53:44.837666

    		4.5 ms

  





  

    		2021-03-24 08:53:47.107552

    		0.0 ms

  





  

    		2021-03-24 09:53:49.595476

    		-0.5 ms

  





  

    		2021-03-24 10:53:51.38712

    		-0.8 ms

  





  

    		2021-03-24 11:53:53.951991

    		-1.0 ms

  





  

    		2021-03-24 12:53:57.610278

    		-1.6 ms

  





  

    		2021-03-24 13:54:00.374456

    		-1.9 ms

  





  

    		2021-03-24 14:54:02.351229

    		0.2 ms

  





  

    		2021-03-24 15:54:04.075289

    		2.4 ms

  





  

    		2021-03-24 16:54:05.980472

    		1.5 ms

  





  

    		2021-03-24 17:54:09.153151

    		3.6 ms

  





  

    		2021-03-24 18:54:10.846449

    		-0.4 ms

  





  

    		2021-03-24 19:54:12.62127

    		1.1 ms

  





  

    		2021-03-24 20:54:14.82157

    		1.9 ms

  





  

    		2021-03-24 21:54:16.882511

    		1.7 ms

  





  

    		2021-03-24 22:54:18.515498

    		2.2 ms

  





  

    		2021-03-24 23:54:20.35385

    		2.6 ms

  





  

    		2021-03-25 00:54:23.14993

    		-0.1 ms

  





  

    		2021-03-25 01:54:25.478104

    		2.1 ms

  





  

    		2021-03-25 02:54:28.038268

    		-0.5 ms

  





  

    		2021-03-25 03:54:29.523124

    		3.1 ms

  





  

    		2021-03-25 04:54:31.330295

    		2.4 ms

  





  

    		2021-03-25 05:54:33.976024

    		-0.1 ms

  





  

    		2021-03-25 06:54:36.300316

    		3.1 ms

  





  

    		2021-03-25 07:54:38.450738

    		2.1 ms

  





  

    		2021-03-25 08:54:40.984587

    		2.9 ms

  





  

    		2021-03-25 09:54:43.068001

    		-0.2 ms

  





  

    		2021-03-25 10:54:46.72064

    		2.7 ms

  





  

    		2021-03-25 11:54:49.181885

    		-0.7 ms

  





  

    		2021-03-25 12:54:50.838414

    		2.3 ms

  





  

    		2021-03-25 13:54:52.824493

    		-0.4 ms

  





  

    		2021-03-25 14:54:55.982263

    		0.5 ms

  





  

    		2021-03-25 15:54:58.039571

    		2.1 ms

  





  

    		2021-03-25 16:55:00.334482

    		-0.3 ms

  





  

    		2021-03-25 17:55:02.45373

    		0.0 ms

  





  

    		2021-03-25 18:55:04.339239

    		0.2 ms

  





  

    		2021-03-25 19:55:06.550014

    		-1.1 ms

  





  

    		2021-03-25 20:55:08.23967

    		1.5 ms

  





  

    		2021-03-25 21:55:10.770649

    		0.7 ms

  





  

    		2021-03-25 22:55:12.314477

    		2.0 ms

  





  

    		2021-03-25 23:55:15.428251

    		-0.6 ms

  





  

    		2021-03-26 00:55:16.875532

    		-0.3 ms

  





  

    		2021-03-26 01:55:18.839917

    		-0.4 ms

  





  

    		2021-03-26 02:55:21.667864

    		-1.0 ms

  





  

    		2021-03-26 03:55:23.496071

    		0.0 ms

  





  

    		2021-03-26 04:55:25.43996

    		-2.5 ms

  





  

    		2021-03-26 05:55:27.831593

    		-0.7 ms

  





  

    		2021-03-26 06:55:29.97943

    		0.3 ms

  





  

    		2021-03-26 07:55:31.876472

    		1.5 ms

  





  

    		2021-03-26 08:55:33.945923

    		2.3 ms

  





  

    		2021-03-26 09:55:35.963492

    		2.8 ms

  





  

    		2021-03-26 10:55:37.856956

    		0.5 ms

  





  

    		2021-03-26 11:55:40.320635

    		0.3 ms

  





  

    		2021-03-26 12:55:44.013873

    		-0.2 ms

  





  

    		2021-03-26 13:55:45.672527

    		0.0 ms

  





  

    		2021-03-26 14:55:48.419871

    		2.2 ms

  





  

    		2021-03-26 15:55:50.265566

    		0.3 ms

  





  

    		2021-03-26 16:55:53.124716

    		1.0 ms

  





  

    		2021-03-26 17:55:54.869232

    		1.0 ms

  





  

    		2021-03-26 18:55:58.072777

    		-0.7 ms

  





  

    		2021-03-26 19:56:00.035665

    		1.8 ms

  





  

    		2021-03-26 20:56:02.21398

    		1.6 ms

  





  

    		2021-03-26 21:56:05.226929

    		-0.3 ms

  





  

    		2021-03-26 22:56:07.0131

    		-1.3 ms

  





  

    		2021-03-26 23:56:08.701024

    		1.1 ms

  





  

    		2021-03-27 00:56:11.819141

    		-0.7 ms

  





  

    		2021-03-27 01:56:13.634555

    		0.9 ms

  





  

    		2021-03-27 02:56:15.464874

    		0.2 ms

  





  

    		2021-03-27 03:56:18.075267

    		2.5 ms

  





  

    		2021-03-27 04:56:21.602334

    		-1.2 ms

  





  

    		2021-03-27 05:56:23.200749

    		0.3 ms

  





  

    		2021-03-27 06:56:26.90904

    		1.3 ms

  





  

    		2021-03-27 07:56:29.105059

    		2.8 ms

  





  

    		2021-03-27 08:56:31.205443

    		3.0 ms

  





  

    		2021-03-27 09:56:33.552683

    		-0.1 ms

  





  

    		2021-03-27 10:56:35.447349

    		0.0 ms

  





  

    		2021-03-27 11:56:36.950539

    		-3.5 ms

  





  

    		2021-03-27 12:56:38.910387

    		-2.6 ms

  





  

    		2021-03-27 13:56:42.343211

    		2.6 ms

  





  

    		2021-03-27 14:56:43.760923

    		2.3 ms

  





  

    		2021-03-27 15:56:45.769104

    		-0.4 ms

  





  

    		2021-03-27 16:56:47.668207

    		-0.6 ms

  





  

    		2021-03-27 17:56:50.186694

    		-0.1 ms

  





  

    		2021-03-27 18:56:53.5182

    		2.1 ms

  





  

    		2021-03-27 19:56:56.910109

    		0.2 ms

  





  

    		2021-03-27 20:56:59.768762

    		0.6 ms

  





  

    		2021-03-27 21:57:02.178313

    		-0.8 ms

  





  

    		2021-03-27 22:57:05.203083

    		0.0 ms

  





  

    		2021-03-27 23:57:08.016454

    		-0.5 ms

  





  

    		2021-03-28 00:57:10.386295

    		2.2 ms

  





  

    		2021-03-28 01:57:12.017053

    		0.0 ms

  





  

    		2021-03-28 02:57:13.38267

    		3.1 ms

  





  

    		2021-03-28 03:57:15.273996

    		2.4 ms

  





  

    		2021-03-28 04:57:16.92322

    		3.1 ms

  





  

    		2021-03-28 05:57:19.609402

    		-0.1 ms

  





  

    		2021-03-28 06:57:21.541545

    		-0.6 ms

  





  

    		2021-03-28 07:57:22.969544

    		1.9 ms

  





  

    		2021-03-28 08:57:25.180943

    		-0.5 ms

  





  

    		2021-03-28 09:57:26.960392

    		1.0 ms

  





  

    		2021-03-28 10:57:29.097249

    		1.6 ms

  





  

    		2021-03-28 11:57:31.357766

    		0.1 ms

  





  

    		2021-03-28 12:57:33.638083

    		-2.1 ms

  





  

    		2021-03-28 13:57:35.68983

    		3.5 ms

  





  

    		2021-03-28 14:57:38.019301

    		3.8 ms

  





  

    		2021-03-28 15:57:40.41312

    		1.5 ms

  





  

    		2021-03-28 16:57:42.913278

    		2.4 ms

  





  

    		2021-03-28 17:57:44.873164

    		2.8 ms

  





  

    		2021-03-28 18:57:47.057746

    		1.4 ms

  





  

    		2021-03-28 19:57:49.006957

    		1.7 ms

  





  

    		2021-03-28 20:57:51.397953

    		2.2 ms

  





  

    		2021-03-28 21:57:52.949805

    		2.3 ms

  





  

    		2021-03-28 22:57:56.12642

    		0.0 ms

  





  

    		2021-03-28 23:57:57.704485

    		-0.7 ms

  





  

    		2021-03-29 00:58:00.819659

    		-0.6 ms

  





  

    		2021-03-29 01:58:02.797397

    		-0.4 ms

  





  

    		2021-03-29 02:58:06.405997

    		-0.8 ms

  





  

    		2021-03-29 03:58:09.708424

    		-0.8 ms

  





  

    		2021-03-29 04:58:11.189524

    		1.6 ms

  





  

    		2021-03-29 05:58:12.853824

    		0.5 ms

  





  

    		2021-03-29 06:58:14.421903

    		-0.5 ms

  





  

    		2021-03-29 07:58:17.390493

    		-0.5 ms

  





  

    		2021-03-29 08:58:19.97908

    		2.1 ms

  





  

    		2021-03-29 09:58:22.318272

    		0.8 ms

  





  

    		2021-03-29 10:58:25.022147

    		3.2 ms

  





  

    		2021-03-29 11:58:27.329752

    		2.1 ms

  





  

    		2021-03-29 12:58:29.883067

    		-0.6 ms

  





  

    		2021-03-29 13:58:31.93591

    		-1.6 ms

  





  

    		2021-03-29 14:58:34.161887

    		-0.5 ms

  





  

    		2021-03-29 15:58:35.808196

    		-1.1 ms

  





  

    		2021-03-29 16:58:38.833319

    		1.2 ms

  





  

    		2021-03-29 17:58:40.73098

    		1.5 ms

  





  

    		2021-03-29 18:58:42.528889

    		2.9 ms

  





  

    		2021-03-29 19:58:44.407374

    		2.2 ms

  





  

    		2021-03-29 20:58:46.077128

    		0.4 ms

  





  

    		2021-03-29 21:58:49.544274

    		0.6 ms

  





  

    		2021-03-29 22:58:52.275139

    		-0.8 ms

  





  

    		2021-03-29 23:58:54.692915

    		0.4 ms

  





  

    		2021-03-30 00:58:56.93044

    		3.4 ms

  





  

    		2021-03-30 01:58:59.789145

    		1.2 ms

  





  

    		2021-03-30 02:59:01.81746

    		0.5 ms

  





  

    		2021-03-30 03:59:03.391066

    		-0.6 ms

  





  

    		2021-03-30 04:59:05.7578

    		-0.3 ms

  





  

    		2021-03-30 05:59:08.124366

    		-0.7 ms

  





  

    		2021-03-30 06:59:10.293503

    		-1.8 ms

  





  

    		2021-03-30 07:59:12.256668

    		1.6 ms

  





  

    		2021-03-30 08:59:14.658175

    		-0.8 ms

  





  

    		2021-03-30 09:59:17.202753

    		2.4 ms

  





  

    		2021-03-30 10:59:19.197934

    		5.3 ms

  





  

    		2021-03-30 11:59:22.920974

    		2.2 ms

  





  

    		2021-03-30 12:59:25.467828

    		1.3 ms

  





  

    		2021-03-30 13:59:29.406485

    		-0.6 ms

  





  

    		2021-03-30 14:59:31.812065

    		-1.4 ms

  





  

    		2021-03-30 15:59:33.983869

    		0.1 ms

  





  

    		2021-03-30 16:59:37.248457

    		0.7 ms

  





  

    		2021-03-30 17:59:39.980544

    		0.5 ms

  





  

    		2021-03-30 18:59:42.244755

    		1.8 ms

  





  

    		2021-03-30 19:59:43.767868

    		1.9 ms

  





  

    		2021-03-30 20:59:46.288454

    		0.8 ms

  





  

    		2021-03-30 21:59:48.759051

    		0.1 ms

  





  

    		2021-03-30 22:59:51.753421

    		-1.2 ms

  





  

    		2021-03-30 23:59:53.873618

    		-2.2 ms

  





  

    		2021-03-31 00:59:56.157232

    		-0.3 ms

  





  

    		2021-03-31 01:59:58.625538

    		2.8 ms

  





  

    		2021-03-31 03:00:00.796115

    		5.4 ms

  





  

    		2021-03-31 04:00:03.630569

    		6.3 ms

  





  

    		2021-03-31 05:00:05.699608

    		3.5 ms

  





  

    		2021-03-31 06:00:08.62306

    		-1.8 ms

  





  

    		2021-03-31 07:00:10.343023

    		-1.4 ms

  





  

    		2021-03-31 08:00:12.456603

    		0.1 ms

  





  

    		2021-03-31 09:00:14.08224

    		-0.7 ms

  





  

    		2021-03-31 10:00:15.935152

    		0.2 ms

  





  

    		2021-03-31 11:00:19.006409

    		-3.3 ms

  





  

    		2021-03-31 12:00:20.861723

    		0.7 ms

  





  

    		2021-03-31 13:00:22.701408

    		0.2 ms

  





  

    		2021-03-31 14:00:24.137768

    		1.3 ms

  





  

    		2021-03-31 15:00:25.918332

    		2.0 ms

  





  

    		2021-03-31 16:00:28.55916

    		0.3 ms

  





  

    		2021-03-31 17:00:31.836001

    		-0.1 ms

  





  

    		2021-03-31 18:00:34.534565

    		0.2 ms

  





  

    		2021-03-31 19:00:36.166283

    		0.7 ms

  





  

    		2021-03-31 20:00:37.818151

    		1.9 ms

  





  

    		2021-03-31 21:00:40.000332

    		-1.0 ms

  





  

    		2021-03-31 22:00:41.488517

    		-0.2 ms

  





  

    		2021-03-31 23:00:44.450063

    		-3.3 ms

  





  

    		2021-04-01 00:00:47.61669

    		-3.5 ms

  





  

    		2021-04-01 01:00:49.643129

    		-1.6 ms

  





  

    		2021-04-01 02:00:51.061369

    		2.6 ms

  





  

    		2021-04-01 03:00:52.819676

    		2.6 ms

  





  

    		2021-04-01 04:00:54.590613

    		2.3 ms

  





  

    		2021-04-01 05:00:56.67528

    		-0.6 ms

  





  

    		2021-04-01 06:00:59.640129

    		-0.3 ms

  





  

    		2021-04-01 07:01:02.251749

    		-1.2 ms

  





  

    		2021-04-01 08:01:03.808973

    		1.6 ms

  





  

    		2021-04-01 09:01:05.689379

    		1.5 ms

  





  

    		2021-04-01 10:01:08.959062

    		0.3 ms

  





  

    		2021-04-01 11:01:12.167998

    		-0.9 ms

  





  

    		2021-04-01 12:01:14.562166

    		0.7 ms

  





  

    		2021-04-01 13:01:16.472721

    		0.9 ms

  





  

    		2021-04-01 14:01:18.151686

    		0.8 ms

  





  

    		2021-04-01 15:01:21.631628

    		-1.4 ms

  





  

    		2021-04-01 16:01:24.290149

    		0.6 ms

  





  

    		2021-04-01 17:01:26.841158

    		-0.4 ms

  





  

    		2021-04-01 18:01:29.151146

    		0.9 ms

  





  

    		2021-04-01 19:01:30.717204

    		-0.7 ms

  





  

    		2021-04-01 20:01:32.921359

    		0.0 ms

  





  

    		2021-04-01 21:01:35.472352

    		2.0 ms

  





  

    		2021-04-01 22:01:37.634521

    		3.3 ms

  





  

    		2021-04-01 23:01:39.543872

    		0.6 ms

  





  

    		2021-04-02 00:01:41.516765

    		0.4 ms

  





  

    		2021-04-02 01:01:44.058583

    		-0.3 ms

  





  

    		2021-04-02 02:01:45.513263

    		2.0 ms

  





  

    		2021-04-02 03:01:47.462817

    		0.3 ms

  





  

    		2021-04-02 04:01:49.452306

    		0.7 ms

  





  

    		2021-04-02 05:01:51.633155

    		2.8 ms

  





  

    		2021-04-02 06:01:54.441871

    		0.8 ms

  





  

    		2021-04-02 07:01:56.67636

    		0.3 ms

  





  

    		2021-04-02 08:01:59.185022

    		1.4 ms

  





  

    		2021-04-02 09:02:02.071071

    		-0.9 ms

  





  

    		2021-04-02 10:02:03.728562

    		-0.3 ms

  





  

    		2021-04-02 11:02:05.225315

    		1.1 ms

  





  

    		2021-04-02 12:02:08.131512

    		2.1 ms

  





  

    		2021-04-02 13:02:10.461634

    		0.4 ms

  





  

    		2021-04-02 14:02:12.859994

    		4.2 ms

  





  

    		2021-04-02 15:02:15.937894

    		2.5 ms

  





  

    		2021-04-02 16:02:19.364109

    		2.0 ms

  





  

    		2021-04-02 17:02:22.644621

    		-0.5 ms

  





  

    		2021-04-02 18:02:25.011756

    		-0.2 ms

  





  

    		2021-04-02 19:02:28.064572

    		-0.7 ms

  





  

    		2021-04-02 20:02:30.173734

    		-0.1 ms

  





  

    		2021-04-02 21:02:32.485821

    		-0.2 ms

  





  

    		2021-04-02 22:02:35.056279

    		-2.4 ms

  





  

    		2021-04-02 23:02:38.010966

    		2.6 ms

  





  

    		2021-04-03 00:02:40.242215

    		-1.8 ms

  





  

    		2021-04-03 01:02:42.466202

    		-1.2 ms

  





  

    		2021-04-03 02:02:44.533998

    		1.2 ms

  





  

    		2021-04-03 03:02:46.694859

    		0.0 ms

  





  

    		2021-04-03 04:02:49.036759

    		-1.0 ms

  





  

    		2021-04-03 05:02:50.880937

    		0.2 ms

  





  

    		2021-04-03 06:02:52.445756

    		1.2 ms

  





  

    		2021-04-03 07:02:54.737984

    		2.6 ms

  





  

    		2021-04-03 08:02:56.497206

    		0.3 ms

  





  

    		2021-04-03 09:02:58.796286

    		0.4 ms

  





  

    		2021-04-03 10:03:01.768412

    		-1.8 ms

  





  

    		2021-04-03 11:03:04.437985

    		-0.4 ms

  





  

    		2021-04-03 12:03:06.166633

    		-0.2 ms

  





  

    		2021-04-03 13:03:08.144958

    		-0.2 ms

  





  

    		2021-04-03 14:03:10.192128

    		-1.0 ms

  





  

    		2021-04-03 15:03:12.433186

    		2.5 ms

  





  

    		2021-04-03 16:03:14.721594

    		2.7 ms

  





  

    		2021-04-03 17:03:17.30324

    		3.0 ms

  





  

    		2021-04-03 18:03:19.891231

    		-0.6 ms

  





  

    		2021-04-03 19:03:21.695289

    		-0.4 ms

  





  

    		2021-04-03 20:03:24.92345

    		0.2 ms

  





  

    		2021-04-03 21:03:28.296073

    		1.8 ms

  





  

    		2021-04-03 22:03:30.382357

    		0.2 ms

  





  

    		2021-04-03 23:03:32.556667

    		-1.4 ms

  





  

    		2021-04-04 00:03:34.918625

    		-1.0 ms

  





  

    		2021-04-04 01:03:38.173408

    		-1.1 ms

  





  

    		2021-04-04 02:03:40.871287

    		-0.2 ms

  





  

    		2021-04-04 03:03:42.829529

    		0.9 ms

  





  

    		2021-04-04 04:03:45.502924

    		-1.2 ms

  





  

    		2021-04-04 05:03:47.479673

    		-1.8 ms

  





  

    		2021-04-04 06:03:49.360576

    		0.5 ms

  





  

    		2021-04-04 07:03:51.400174

    		2.2 ms

  





  

    		2021-04-04 08:03:53.237006

    		-0.3 ms

  





  

    		2021-04-04 09:03:54.95

    		0.3 ms

  





  

    		2021-04-04 10:03:58.006133

    		2.5 ms

  





  

    		2021-04-04 11:04:00.491158

    		0.8 ms

  





  

    		2021-04-04 12:04:02.584462

    		0.1 ms

  





  

    		2021-04-04 13:04:05.202048

    		1.6 ms

  





  

    		2021-04-04 14:04:06.873164

    		0.3 ms

  





  

    		2021-04-04 15:04:09.816905

    		-0.4 ms

  





  

    		2021-04-04 16:04:11.328366

    		0.0 ms

  





  

    		2021-04-04 17:04:13.513025

    		-0.2 ms

  





  

    		2021-04-04 18:04:16.504224

    		1.4 ms

  





  

    		2021-04-04 19:04:18.1945

    		-1.1 ms

  





  

    		2021-04-04 20:04:19.806908

    		-0.6 ms

  





  

    		2021-04-04 21:04:22.642313

    		0.1 ms

  





  

    		2021-04-04 22:04:24.376455

    		-0.7 ms

  





  

    		2021-04-04 23:04:26.514735

    		1.9 ms

  





  

    		2021-04-05 00:04:28.413893

    		1.6 ms

  





  

    		2021-04-05 01:04:30.771303

    		0.2 ms

  





  

    		2021-04-05 02:04:32.647437

    		2.6 ms

  





  

    		2021-04-05 03:04:34.757908

    		-1.2 ms

  





  

    		2021-04-05 04:04:36.669285

    		0.8 ms

  





  

    		2021-04-05 05:04:38.869657

    		-1.1 ms

  





  

    		2021-04-05 06:04:41.269163

    		1.1 ms

  





  

    		2021-04-05 07:04:43.221979

    		-0.2 ms

  





  

    		2021-04-05 08:04:46.59197

    		5.4 ms

  





  

    		2021-04-05 09:04:48.248409

    		-0.2 ms

  





  

    		2021-04-05 10:04:49.799103

    		0.4 ms

  





  

    		2021-04-05 11:04:51.783017

    		0.9 ms

  





  

    		2021-04-05 12:04:54.571394

    		2.8 ms

  





  

    		2021-04-05 13:04:56.417838

    		2.1 ms

  





  

    		2021-04-05 14:04:58.297653

    		0.5 ms

  





  

    		2021-04-05 15:05:00.097351

    		-0.2 ms

  





  

    		2021-04-05 16:05:03.4363

    		1.2 ms

  





  

    		2021-04-05 17:05:05.644203

    		-1.4 ms

  





  

    		2021-04-05 18:05:16.68015

    		-1.0 ms

  





  

    		2021-04-05 19:05:18.281634

    		-1.0 ms

  





  

    		2021-04-05 20:05:19.730921

    		-0.3 ms

  





  

    		2021-04-05 21:05:21.694084

    		2.1 ms

  





  

    		2021-04-05 22:05:24.087631

    		0.7 ms

  





  

    		2021-04-05 23:05:26.189467

    		-0.9 ms

  





  

    		2021-04-06 00:05:29.217479

    		-2.4 ms

  





  

    		2021-04-06 01:05:30.784576

    		-0.7 ms

  





  

    		2021-04-06 02:05:32.688813

    		0.2 ms

  





  

    		2021-04-06 03:05:34.848121

    		2.7 ms

  





  

    		2021-04-06 04:05:36.399213

    		0.4 ms

  





  

    		2021-04-06 05:05:38.420633

    		3.9 ms

  





  

    		2021-04-06 06:05:40.860853

    		-0.2 ms

  





  

    		2021-04-06 07:05:43.34887

    		-0.2 ms

  





  

    		2021-04-06 08:05:45.360787

    		0.7 ms

  





  

    		2021-04-06 09:05:48.598956

    		1.1 ms

  





  

    		2021-04-06 10:05:51.492681

    		-0.2 ms

  





  

    		2021-04-06 11:05:54.708966

    		-0.1 ms

  





  

    		2021-04-06 12:05:57.539349

    		-0.8 ms

  





  

    		2021-04-06 13:05:59.551787

    		1.2 ms

  





  

    		2021-04-06 14:06:01.808755

    		-0.7 ms

  





  

    		2021-04-06 15:06:06.043013

    		1.0 ms

  





  

    		2021-04-06 16:06:08.59234

    		-0.2 ms

  





  

    		2021-04-06 17:06:10.313981

    		-3.5 ms

  





  

    		2021-04-06 18:06:12.075639

    		1.6 ms

  





  

    		2021-04-06 19:06:14.071289

    		0.5 ms

  





  

    		2021-04-06 20:06:15.786116

    		0.8 ms

  





  

    		2021-04-06 21:06:18.106318

    		1.7 ms

  





  

    		2021-04-06 22:06:19.751615

    		2.8 ms

  





  

    		2021-04-06 23:06:22.682218

    		4.1 ms

  





  

    		2021-04-07 00:06:25.958751

    		1.7 ms

  





  

    		2021-04-07 01:06:28.468502

    		3.6 ms

  





  

    		2021-04-07 02:06:30.705894

    		-0.1 ms

  





  

    		2021-04-07 03:06:33.228471

    		1.5 ms

  





  

    		2021-04-07 04:06:35.083443

    		-0.7 ms

  





  

    		2021-04-07 05:06:37.134707

    		0.1 ms

  





  

    		2021-04-07 06:06:39.089995

    		0.9 ms

  





  

    		2021-04-07 07:06:41.912697

    		0.8 ms

  





  

    		2021-04-07 08:06:44.769386

    		3.6 ms

  





  

    		2021-04-07 09:06:47.293006

    		-0.8 ms

  





  

    		2021-04-07 10:06:50.818841

    		-5.0 ms

  





  

    		2021-04-07 11:06:54.113167

    		-1.7 ms

  





  

    		2021-04-07 12:06:57.263426

    		0.3 ms

  





  

    		2021-04-07 13:06:59.742653

    		-1.3 ms

  





  

    		2021-04-07 14:07:01.444593

    		-0.3 ms

  





  

    		2021-04-07 15:07:04.36996

    		1.1 ms

  





  

    		2021-04-07 16:07:05.897007

    		-0.1 ms

  





  

    		2021-04-07 17:07:08.913318

    		2.3 ms

  





  

    		2021-04-07 18:07:10.88398

    		-0.7 ms

  





  

    		2021-04-07 19:07:12.991933

    		0.7 ms

  





  

    		2021-04-07 20:07:16.983898

    		2.0 ms

  





  

    		2021-04-07 21:07:18.503602

    		3.5 ms

  





  

    		2021-04-07 22:07:20.547629

    		2.5 ms

  





  

    		2021-04-07 23:07:22.643367

    		1.2 ms

  





  

    		2021-04-08 00:07:24.770957

    		2.5 ms

  





  

    		2021-04-08 01:07:26.488191

    		0.0 ms

  





  

    		2021-04-08 02:07:29.299931

    		-0.2 ms

  





  

    		2021-04-08 03:07:30.772012

    		2.8 ms

  





  

    		2021-04-08 04:07:33.405173

    		1.7 ms

  





  

    		2021-04-08 05:07:34.980251

    		0.8 ms

  





  

    		2021-04-08 06:07:38.277333

    		2.0 ms

  





  

    		2021-04-08 07:07:41.321274

    		0.0 ms

  





  

    		2021-04-08 08:07:45.137114

    		-0.8 ms

  





  

    		2021-04-08 09:07:47.160745

    		0.1 ms

  





  

    		2021-04-08 10:07:48.938679

    		0.1 ms

  





  

    		2021-04-08 11:07:52.103959

    		2.9 ms

  





  

    		2021-04-08 12:07:54.273925

    		-0.6 ms

  





  

    		2021-04-08 13:07:56.990557

    		0.6 ms

  





  

    		2021-04-08 14:07:59.952341

    		-0.2 ms

  





  

    		2021-04-08 15:08:01.958948

    		1.7 ms

  





  

    		2021-04-08 16:08:03.602163

    		-0.9 ms

  





  

    		2021-04-08 17:08:06.980471

    		1.6 ms

  





  

    		2021-04-08 18:08:08.84183

    		-1.7 ms

  





  

    		2021-04-08 19:08:10.496905

    		2.4 ms

  





  

    		2021-04-08 20:08:12.848743

    		-0.2 ms

  





  

    		2021-04-08 21:08:15.428028

    		0.2 ms

  





  

    		2021-04-08 22:08:16.854902

    		1.2 ms

  





  

    		2021-04-08 23:08:19.834393

    		0.9 ms

  





  

    		2021-04-09 00:08:21.735138

    		-0.4 ms

  





  

    		2021-04-09 01:08:24.034207

    		0.8 ms

  





  

    		2021-04-09 02:08:26.72049

    		1.6 ms

  





  

    		2021-04-09 03:08:28.847185

    		2.3 ms

  





  

    		2021-04-09 04:08:30.580668

    		0.2 ms

  





  

    		2021-04-09 05:08:32.655788

    		1.8 ms

  





  

    		2021-04-09 06:08:36.061226

    		-0.3 ms

  





  

    		2021-04-09 07:08:39.557312

    		2.3 ms

  





  

    		2021-04-09 08:08:42.324388

    		1.8 ms

  





  

    		2021-04-09 09:08:45.169478

    		0.7 ms

  





  

    		2021-04-09 10:08:46.664905

    		0.4 ms

  





  

    		2021-04-09 11:08:49.49931

    		1.5 ms

  





  

    		2021-04-09 12:08:51.962877

    		1.5 ms

  





  

    		2021-04-09 13:08:54.011988

    		2.0 ms

  





  

    		2021-04-09 14:08:55.838623

    		0.5 ms

  





  

    		2021-04-09 15:08:57.383111

    		-0.7 ms

  





  

    		2021-04-09 16:09:00.977455

    		1.1 ms

  





  

    		2021-04-09 17:09:04.050774

    		-1.0 ms

  





  

    		2021-04-09 18:09:05.631601

    		3.3 ms

  





  

    		2021-04-09 19:09:07.105097

    		2.9 ms

  





  

    		2021-04-09 20:09:09.852029

    		2.9 ms

  





  

    		2021-04-09 21:09:12.252614

    		0.2 ms

  





  

    		2021-04-09 22:09:14.867869

    		-0.3 ms

  





  

    		2021-04-09 23:09:18.046249

    		-0.2 ms

  





  

    		2021-04-10 00:09:19.736772

    		-1.0 ms

  





  

    		2021-04-10 01:09:21.402436

    		-1.4 ms

  





  

    		2021-04-10 02:09:23.344303

    		0.2 ms

  





  

    		2021-04-10 03:09:24.753944

    		-0.3 ms

  





  

    		2021-04-10 04:09:26.432917

    		1.0 ms

  





  

    		2021-04-10 05:09:30.036009

    		2.9 ms

  





  

    		2021-04-10 06:09:31.632993

    		0.8 ms

  





  

    		2021-04-10 07:09:34.346819

    		2.6 ms

  





  

    		2021-04-10 08:09:36.917255

    		2.2 ms

  





  

    		2021-04-10 09:09:38.871015

    		2.1 ms

  





  

    		2021-04-10 10:09:40.643148

    		-1.0 ms

  





  

    		2021-04-10 11:09:42.342617

    		1.6 ms

  





  

    		2021-04-10 12:09:45.05372

    		2.2 ms

  





  

    		2021-04-10 13:09:47.153847

    		1.0 ms

  





  

    		2021-04-10 14:09:49.339537

    		0.3 ms

  





  

    		2021-04-10 15:09:50.968073

    		2.3 ms

  





  

    		2021-04-10 16:09:55.015371

    		-0.7 ms

  





  

    		2021-04-10 17:09:56.402158

    		-0.5 ms

  





  

    		2021-04-10 18:09:59.380885

    		0.3 ms

  





  

    		2021-04-10 19:10:01.036805

    		3.2 ms

  





  

    		2021-04-10 20:10:02.511374

    		0.5 ms

  





  

    		2021-04-10 21:10:04.972303

    		2.4 ms

  





  

    		2021-04-10 22:10:07.515198

    		1.7 ms

  





  

    		2021-04-10 23:10:09.330231

    		-1.2 ms

  





  

    		2021-04-11 00:10:12.296672

    		-0.4 ms

  





  

    		2021-04-11 01:10:15.013167

    		0.9 ms

  





  

    		2021-04-11 02:10:18.065567

    		-2.0 ms

  





  

    		2021-04-11 03:10:20.323164

    		-0.2 ms

  





  

    		2021-04-11 04:10:22.132746

    		-1.7 ms

  





  

    		2021-04-11 05:10:24.751176

    		-0.5 ms

  





  

    		2021-04-11 06:10:26.791038

    		-0.4 ms

  





  

    		2021-04-11 07:10:29.609898

    		2.5 ms

  





  

    		2021-04-11 08:10:32.15594

    		1.7 ms

  





  

    		2021-04-11 09:10:33.854718

    		-0.5 ms

  





  

    		2021-04-11 10:10:35.373437

    		-1.9 ms

  





  

    		2021-04-11 11:10:39.07111

    		0.6 ms

  





  

    		2021-04-11 12:10:41.3509

    		-1.2 ms

  





  

    		2021-04-11 13:10:45.15188

    		0.5 ms

  





  

    		2021-04-11 14:10:46.807673

    		-3.2 ms

  





  

    		2021-04-11 15:10:50.116792

    		1.1 ms

  





  

    		2021-04-11 16:10:52.104747

    		0.3 ms

  





  

    		2021-04-11 17:10:54.74204

    		3.1 ms

  





  

    		2021-04-11 18:10:56.393555

    		0.6 ms

  





  

    		2021-04-11 19:10:58.777181

    		2.1 ms

  





  

    		2021-04-11 20:11:00.430921

    		-0.1 ms

  





  

    		2021-04-11 21:11:02.25144

    		2.2 ms

  





  

    		2021-04-11 22:11:05.552033

    		0.1 ms

  





  

    		2021-04-11 23:11:07.338437

    		1.4 ms

  





  

    		2021-04-12 00:11:08.983526

    		4.4 ms

  





  

    		2021-04-12 01:11:10.834885

    		0.3 ms

  





  

    		2021-04-12 02:11:13.397004

    		2.9 ms

  





  

    		2021-04-12 03:11:17.142668

    		3.1 ms

  





  

    		2021-04-12 04:11:19.259299

    		-0.8 ms

  





  

    		2021-04-12 05:11:21.514301

    		1.6 ms

  





  

    		2021-04-12 06:11:24.327852

    		-1.6 ms

  





  

    		2021-04-12 07:11:26.806481

    		-0.8 ms

  





  

    		2021-04-12 08:11:30.34129

    		0.2 ms

  





  

    		2021-04-12 09:11:32.370055

    		-0.4 ms

  





  

    		2021-04-12 10:11:35.7957

    		-0.1 ms

  





  

    		2021-04-12 11:11:38.22464

    		-1.1 ms

  





  

    		2021-04-12 12:12:16.192027

    		1.2 ms

  





  

    		2021-04-12 13:13:05.376283

    		0.1 ms

  





  

    		2021-04-12 14:13:07.158129

    		0.1 ms

  





  

    		2021-04-12 15:13:09.104204

    		2.4 ms

  





  

    		2021-04-12 16:13:12.702011

    		-0.2 ms

  





  

    		2021-04-12 17:13:16.245682

    		0.5 ms

  





  

    		2021-04-12 18:13:19.860226

    		-0.9 ms

  





  

    		2021-04-12 19:13:22.815554

    		0.1 ms

  





  

    		2021-04-12 20:13:24.42526

    		3.5 ms

  





  

    		2021-04-12 21:13:26.364671

    		0.2 ms

  





  

    		2021-04-12 22:13:29.261857

    		1.3 ms

  





  

    		2021-04-12 23:13:30.857089

    		-0.6 ms

  





  

    		2021-04-13 00:13:32.880083

    		-0.7 ms

  





  

    		2021-04-13 01:13:34.464514

    		-1.5 ms

  





  

    		2021-04-13 02:13:38.083712

    		1.8 ms

  





  

    		2021-04-13 03:13:39.783437

    		-0.5 ms

  





  

    		2021-04-13 04:13:42.798319

    		-0.9 ms

  





  

    		2021-04-13 05:13:46.045195

    		-0.2 ms

  





  

    		2021-04-13 06:13:49.557506

    		-0.7 ms

  





  

    		2021-04-13 07:13:51.375886

    		0.2 ms

  





  

    		2021-04-13 08:13:53.445201

    		0.9 ms

  





  

    		2021-04-13 09:13:56.711397

    		-2.4 ms

  





  

    		2021-04-13 10:14:00.047487

    		1.2 ms

  





  

    		2021-04-13 11:14:03.528673

    		-0.4 ms

  





  

    		2021-04-13 12:14:09.176835

    		-0.6 ms

  





  

    		2021-04-13 13:14:10.986552

    		-1.3 ms

  





  

    		2021-04-13 14:14:12.811734

    		-1.9 ms

  





  

    		2021-04-13 15:14:14.778964

    		2.4 ms

  





  

    		2021-04-13 16:14:16.439324

    		3.0 ms

  





  

    		2021-04-13 17:14:18.606364

    		2.2 ms

  





  

    		2021-04-13 18:14:20.60176

    		-0.5 ms

  





  

    		2021-04-13 19:14:23.817716

    		1.8 ms

  





  

    		2021-04-13 20:14:25.622051

    		0.8 ms

  





  

    		2021-04-13 21:14:27.137885

    		2.2 ms

  





  

    		2021-04-13 22:14:28.734061

    		0.7 ms

  





  

    		2021-04-13 23:14:30.304719

    		1.2 ms

  





  

    		2021-04-14 00:14:32.059769

    		-1.1 ms

  





  

    		2021-04-14 01:14:33.720104

    		-0.1 ms

  





  

    		2021-04-14 02:14:35.655915

    		0.6 ms

  





  

    		2021-04-14 03:14:38.147008

    		-0.2 ms

  





  

    		2021-04-14 04:14:41.468467

    		-1.5 ms

  





  

    		2021-04-14 05:14:43.130518

    		0.4 ms

  





  

    		2021-04-14 06:14:45.945128

    		-0.8 ms

  





  

    		2021-04-14 07:14:49.191021

    		0.0 ms

  





  

    		2021-04-14 08:14:52.098655

    		0.1 ms

  





  

    		2021-04-14 09:14:54.617793

    		0.8 ms

  





  

    		2021-04-14 10:14:57.18167

    		-1.5 ms

  





  

    		2021-04-14 11:14:59.316821

    		-1.4 ms

  





  

    		2021-04-14 12:15:01.294134

    		0.9 ms

  





  

    		2021-04-14 13:15:04.348683

    		0.5 ms

  





  

    		2021-04-14 14:15:06.705246

    		-0.9 ms

  





  

    		2021-04-14 15:15:08.681725

    		-0.4 ms

  





  

    		2021-04-14 16:15:11.55788

    		0.1 ms

  





  

    		2021-04-14 17:15:15.578075

    		0.6 ms

  





  

    		2021-04-14 18:15:18.314887

    		0.1 ms

  





  

    		2021-04-14 19:15:20.038348

    		1.1 ms

  





  

    		2021-04-14 20:15:22.461066

    		-1.8 ms

  





  

    		2021-04-14 21:15:24.220643

    		3.0 ms

  





  

    		2021-04-14 22:15:25.771044

    		2.1 ms

  





  

    		2021-04-14 23:15:27.470199

    		2.7 ms

  





  

    		2021-04-15 00:15:29.088644

    		3.2 ms

  





  

    		2021-04-15 01:15:31.172843

    		2.8 ms

  





  

    		2021-04-15 02:15:33.013942

    		3.4 ms

  





  

    		2021-04-15 03:15:34.899192

    		2.4 ms

  





  

    		2021-04-15 04:15:36.579884

    		3.2 ms

  





  

    		2021-04-15 05:15:38.057319

    		1.8 ms

  





  

    		2021-04-15 06:15:40.514172

    		1.8 ms

  





  

    		2021-04-15 07:15:43.018309

    		3.3 ms

  





  

    		2021-04-15 08:15:44.582129

    		0.9 ms

  





  

    		2021-04-15 09:15:47.634367

    		1.6 ms

  









###
Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and Upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



  

  

    		

    		81.170.164.246

    		Erika Darljung (ED) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2021-03-23 12:28:49 UTC.

  



  

    		

    		85.228.89.223

    		Anneli Arohlén (AA) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2021-03-23 12:28:49 UTC.

  



  

    		

    		81.170.164.34

    		Hampus Haugland (HH) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2021-03-23 12:28:49 UTC.

  



  

    		

    		83.187.176.120

    		Jonathan Thor (JT) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2021-03-23 12:28:49 UTC.

  



  

    		

    		81.230.206.192

    		Rasmus Lukk (RL) signed the document. A screen capture was not done for this event. Click here to see attached screen capture of the reference signing view created at 2021-03-23 12:28:49 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.



