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Dagordning: Kårstyrelsemöte 14 
verksamhetsåret 2024/25 

Datum: 2025-05-21 
Tid: 09.00 
Plats: Eva Wibergs-rummet, Studenternas Hus 
Kallade: Kårstyrelsen 2024/25, kallelse@gota.gu.se  

 

§ Ärende Föredragande 
 

1 Preliminärer       

   
1.1 Mötets öppnande och behöriga utlysande Charlotta Pettersson 
   
1.2 Förutsättningsrunda Mötesordförande 
   
1.3 Val av mötesordförande, mötessekreterare och 

protokolljusterare 
Mötesordförande 

   
1.4 Godkännande av föredragningslistan Mötesordförande 
   
1.5 Adjungeringar Mötesordförande 
   
1.6 Avsägelser Mötesordförande  
   
1.7 Föregående mötesprotokoll Mötesordförande 
   
1.8 Sluttid idag Mötesordförande 

 

2 Rapporter        
   
2.1 Rapport från presidiet* Charlotta Pettersson 
   
2.2 Rapport presidiebeslut Siri Larsson 
   
2.3 Omvärldsbevakning* Siri Larsson 
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2.4 Kårstyrelserapport*  Charlotta Pettersson 
   
2.5 Återrapportering organisatoriska förändringar i 

verksamhetsstödet 
Charlotta Pettersson 

 

3 Valärenden        

   
 Inga valärenden föreligger.   

 

4 Beslutsärenden          
   
4.1 Beslut om kårföreningsstatus Albert Utgren 
   
4.2 Fastställande av Per Capsulam-beslut: Insparksmerch Charlotta Pettersson 

 

5 Diskussionsärenden          
   
5.1 Bordlagd punkt: Vart är vi på väg? Charlotta Pettersson 
   
5.2 Bordlagd punkt: Hur arbeta med avvecklingen av Vice 

sektionsordförande Samhällsvetarsektionen 
Siri Larsson 

   
5.3 Bordlagd punkt: Hälsomässa Moa Clasberg 
   
5.4 Policy för anmälningsärenden Charlotta Pettersson 

 

6 Övriga frågor  

   
 Inga övriga frågor föreligger.   

 

7 Mötets avslutande  

   
7.1 Mötesutvärdering Mötesordföranden 
   
7.2 Nästa möte Mötesordföranden 
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7.3 Mötets avslutande Mötesordföranden 

*punkten föredras muntligt 
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§ 1.6 Avsägelser 
Kårstyrelsemöte 14 
2024/25, 25-05-21 

 

Författare:  Organisationssamordnare  
Datum: 2025-05-14 

§ 1.6 Avsägelser 

Följande personer har avsagt sig sitt uppdrag i Göta studentkår: 
> Louise Olsson, fullmäktigeledamot verksamhetsåret 2024/25 

Förslag till beslut: 
att lägga avsägelsen till handlingarna.   
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JUSTERING AV PROTOKOLL 

Protokoll: Kårstyrelsemöte 12 
Verksamhetsåret 2024/25 

 

Datum: 2025-04-23 
Tid: 09.00 
Plats: Eva Wibergs-rummet, Studenternas Hus 
Kallade: Kårstyrelsen 24/25, kallelse@gota.gu.se 
Närvarande: Charlotta Pettersson*, Siri Larsson*, Albert Utgren*, Linn Andén*, Emma 
Lundmark*, Petrus Hagby*, Maximillian Nilsson Svart*, Angelina Lundquist*, Tove Ekroth*, 
Moa Clasberg*, Anneli Arohlén 
                                                                                                                                                                 *=Röstberättigade 

 

§ 1 Preliminärer 

  

§ 1.1 Mötets öppnande och behöriga utlysande  
Föredragande: Charlotta Pettersson 

  
Charlotta Pettersson öppnar mötet klockan 
09.00. 

Kårstyrelsen beslutar 
 
att anse mötet behörigt utlyst.  

  

§ 1.2 
Förutsättningsrunda  
Föredragande: Charlotta Pettersson 

  
Förutsättningsrunda genomförs.    

  

§ 1.3 
Val av mötesordförande, mötessekreterare och protokolljusterare  
Föredragande: Charlotta Pettersson 

  
Förslag till beslut Kårstyrelsen beslutar 
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JUSTERING AV PROTOKOLL 

att välja Charlotta Pettersson till 
mötesordförande. 
 
att välja Anneli Arohlén till 
mötessekreterare.  
 
att välja Tove Ekroth till rösträknare tillika 
justerare av dagens protokoll. 

att välja Charlotta Pettersson till 
mötesordförande. 
 
att välja Anneli Arohlén till 
mötessekreterare.  
 
att välja Tove Ekroth till rösträknare tillika 
justerare av dagens protokoll. 

  

§ 1.4 
Godkännande av föredragningslistan  
Föredragande: Charlotta Pettersson 

  
Förslag till beslut 
 
att godkänna föredragningslistan.  

Kårstyrelsen beslutar 
 
att godkänna föredragningslistan. 

  

§ 1.5 
Adjungeringar  
Föredragande: Charlotta Pettersson 

  
Förslag till beslut 
 
att hålla ett öppet möte för alla Göta 
studentkårs medlemmar.   

Kårstyrelsen beslutar 
 
att hålla ett öppet möte för alla Göta 
studentkårs medlemmar. 

  

§ 1.6 
Avsägelser  
Föredragande: Charlotta Pettersson 

  
Inga avsägelser har inkommit.  
 
Förslag till beslut 

att lämna punkten.    

Kårstyrelsen beslutar 
 
att lämna punkten.      

  

§ 1.7 
Föregående mötesprotokoll 
Föredragande: Charlotta Pettersson 

  
Protokoll från kårstyrelsemöte 11 är justerat 
som utskickat med handlingarna.  
 
Förslag till beslut 

Kårstyrelsen beslutar 
 
att lägga protokoll från kårstyrelsemöte 11 
2024/25 till handlingarna. 
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JUSTERING AV PROTOKOLL 

 
att lägga protokoll från kårstyrelsemöte 11 
2024/25 till handlingarna. 
  

§ 1.8 
Sluttid idag   
Föredragande: Charlotta Pettersson 

  
Förslag till beslut 
 
att sikta på 12.00. 

Kårstyrelsen beslutar 
 
att sikta på 12.00.  

 

§ 2 Rapporter 
  

§ 2.1 Rapport från presidiet* 
Föredragande: Charlotta Pettersson & Siri Larsson 

  
Samtliga heltidare har varit på 
påskledighet och så även presidiet! Vidare 
har SFS nu släppt handlingarna inför 
SFSFUM, bland annat kan man läsa att det 
för tillfället är vakans till posten Vice 
ordförande.  
 
Konstituerande fullmäktige för 
nästkommande verksamhetsår är nu 
genomfört. Inför mötet höll presidiet en 
fumutbildning för de nyinvalda 
ledamöterna. 
 
I övrigt har presidiet gemensamt lagt 
mycket tid på överlämningsplanering. 
 
Kårordförande har haft möte om 
förhandlingarna som ska hållas med 
personal samt arbetat en del med övriga 
personalfrågor.  
 
Vice kårordförande har tillsammans med 
utbildningsbevakningssamordnare haft 

Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna.  
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möte med GU students for Palestine. Vidare 
har Vice kårordförande även deltagit i 
ANTDS-möte där det diskuterades om 
drogproblematik i studentlivet, bland 
annat lyftas där den problematik som 
uppmärksammats till Göta studentkår 
under verksamhetsåret.  
 
Förslag till beslut  
 
att lägga rapporten till handlingarna. 
  

§ 2.2 Rapport presidiebeslut  
Föredragande: Siri Larsson 

  
Följande ekonomiska presidiebeslut har 
fattats sedan Kårstyrelsemöte 11: 

> 2900 SEK på 2 balbiljetter till Uppsala 
teknolog och naturvetarkårs bal – 
budgetpost 5230 ”Resor och 
representation”. 
 

> 13 000 SEK för nya klistermärken – 
budgetpost 6260 ”Synliggörande av 
Göta generellt (ej specifikt event)”. 

 
> 33 590 SEK för nytt profilmaterial till 

NaTsek och Utsek – budgetpost 
6260 ”Synliggörande av Göta 
generellt (ej specifikt event)”. 

 
> 16 600 SEK för tåg, hotell och 

balbiljett för 5 personer till 
Samhällsvetarbalen i Lund - 
budgetpost 5230 ”Resor och 
representation”. 

 
> Budget på upp till 25 000 SEK för 

konstituerande fullmäktigemöte – 
budgetpost 5140 ”Fullmäktige”. 

Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna. 
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> Budget på upp till 15 000 SEK för 

föreningstack – budgetpost 5260 
”Eventkostnader enstaka aktiviteter 
(ej inspark eller arbetsmarknad)”. 

Övriga presidiebeslut som har fattats 
sedan Kårstyrelsemöte 11: 

> Förlänga avtalet med Frontdesk i tre 
(3) år med en månadskostnad på 
3575 SEK. 

Följande äskningar för studiesociala 
aktiviteter har godkänts sedan 
Kårstyrelsemöte 11: 

MatNatSex 
> Ä-0871 – 1500 SEK för 

Champagnefrukost Valborg 

Idrottsrådet 
> Ä-0869 - 1500 SEK för 

Badmintonbollar till deras 
aktiviteter 

Förslag till beslut 
 
att lägga rapporten till handlingarna. 
  

§ 2.3 Omvärldsbevakning* 
Föredragande: Siri Larsson 

  
Detta har hänt sedan kårstyrelsemöte 11: 

> UKÄ har släppt en rapport där man 
visar på en positiv utveckling av 
kvalitetsarbetet från 2024 baserat 
på genomförda lärosätes-
granskningar. 
 

Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna. 
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> SQC (SFS kvalitetskommitté) håller 
just nu på med ett projekt där man 
kartlägger UKÄs lärosätes-
granskningar för att lyfta styrkor 
och svagheter på olika lärosäten i 
kategorierna student- och 
doktorandperspektiv och inflytande 
- man ser en fortsatt ökning i 
antalet nybörjare, registrerade och 
examinerade samt 
doktorsexamina. 
 

> UKÄ har tagit fram ett nytt 
insynsråd som är rådgivande UKÄ:s 
generaldirektör där SFS har varit 
med i rekryteringen av 
studentrepresentanter varav en 
kommer från SFS 
doktorandkommitté. 
 

> Israel/Palestina: Vice kårordförande 
och utbildningsbevaknings-
samordnaren har haft möte med 
GU students for Palestine kring hur 
Göta studentkår ska arbeta med 
den tidigare bifallna motionen kring 
påverkansarbete i frågan. Utefter 
vad som sas på mötet så är den 
bästa vägen att gå att bedriva 
påtryckningar på fakultetsnivå, då 
det verkar ligga på respektive 
fakultet att avsluta samarbeten 
med exempelvis israeliska 
lärosäten. Vidare är tanken även att 
skicka ett mejl till alla fakulteter med 
studentkårens krav. Slutligen 
kommer påverkan även få bedrivas 
genom Sveriges Förenade 
Studentkårer.  
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Förslag till beslut 
 
att lägga rapporten till handlingarna. 
  

§ 2.4 Kårstyrelserapport*  
Föredragande: Kårstyrelsen 

  
Event- och föreningssamordnare: 
Genomfört insparkskoordinatorsutbildning 
för Natsek och Utsek och planeras för 
Samsek senare idag. Finns nu även en plan 
även för Humsek. Deltagit i både 
FramtidsHUM och Utbudet. Genomfört 
evenemanget Göta 15-år! Varit med på 
stormöte med Business region Göteborg. 
Givetvis har det varit mycket fokus på 
arbetet inför valborg och valborgsveckan. 
Arbete kring eventsäkerhet, framför allt 
alkohol- och drogpolicyn. Varit med på ett 
beredningsgruppsmöte där det bland 
annat diskuterades upprustning av 
Studenternas Hus.  
 
Utbildningsbevakningssamordnare: 
Deltagit i flera arbetsmarknadsmässor, 
baler samt projekt- och arbetsgrupper. 
Varit en del möte med U6, GUS-valmöte, 
utbildningsråd och var också med på 
stormöte med business region Göteborg. 
Haft massor av studentärenden som 
kommit in vilket har tagit mycket tid, den 
gemensamma faktorn för alla inkomna 
ärenden är att alla kommer från samma 
fakultet. Intressant. 
 
Sektionsordförande Natsek: Göta 15-år är 
genomfört! Sektionsstyrelsemöte, 
uppstartsmöte med kommandobryggan, 
teambuilding i Kårkällar’n. Föreningarna 
har nu äntligen fått måla sina loggor! Var 

Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna. 
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med på stormöte med business region 
Göteborg. Varit i Uppsala på SNAK-möte, 
har skett mycket omstruktureringar inom 
samarbetsorganet SNAK så det har varit en 
del arbete med det. Hunnit med att vara 
påskledig också!  
 
Sektionsordförande ITsek: Göta 15-år och 
fakultetsstyrelsemöte har hunnits med. 
Vidare har det varit verksamhetsdialog 
med rektor där man bland annat pratade 
STEM-utbildningar, rektor var tydligen inte 
jättetaggad på att svara på hur man 
framöver tänker kring utbildningarna. 
Dialog med prefekt kring hur det ska 
fungera med studentrepresentanter.  
 
Sektionsordförande Samsek: Göta 15-år!, 
styrelseutbildning för förening, två 
sektionsstyrelsemöten och möte med 
utbildningsansvariga från föreningar. 
Prefektråd, fakultetsstyrelsemöte. Varit i 
Uppsala och förberett inför STREP-träffen 
ikväll. Vidare även förberett inför 
SAMverkansträff, tyvärr bara fem anmälda. 
Fått in ett antal studentärenden som 
arbetas med. Drivit frågan om Canvassidor 
för studentrepresentanter. 
 
Vice sektionsordförande Samsek: Varit 
med på Humanistsektionens och 
Utbildningsvetenskapliga sektionens 
arbetsmarknadsmässor. Var även med på 
Göta 15-år! Deltagit i verksamhetsdialog 
med rektor. Haft styrelseutbildning med en 
förening och det har varit en hel del arbete 
i olika arbetsgrupper, bland annat 
reviderat alkohol- och drogpolicy. Tillsatt 
insparkskoordinatorer inför hösten! 
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Ledighet, påskledighet och planering inför 
valborg.  
 
Sektionsordförande Utsek: Haft kaffedag 
tillsammans med min SHAMO Olof. 
Genomfört vår arbetsmarknadsmässa 
UTbudet, det gick väldigt bra med massor 
av besökare. Deltagit i stormöte med 
business region Göteborg. Haft 
verksamhetsdialog med rektor där vi bland 
annat pratade om hur vi kan säkerställa en 
god kvalitet i utbildningen trots de 
begränsade ekonomiska 
förutsättningarna. Möte inför 
examensfirandet för de internationella 
studenterna. Sektionsstyrelsemöte där vi 
pratade om att planera ett event i den nya 
studiesociala lokalen i C-huset på 
Pedagogen. Möte med GUDK där vi 
diskuterade avtal inför fördelning av 
studentrepresentantsuppdrag. Möte med 
Sveriges lärarstudenter där vi pratade om 
hur vi kan förbättra vårt samarbete inför 
nästa år. Imorgon blir det möte med 
insparkskoordinatorerna inför hösten.  
 
Sektionsordförande Humsek: Nu är 
Humanistsektionens första 
arbetsmarknadsmässa äntligen 
genomförd! Även Göta 15-år är genomfört, 
det blev väldigt bra! I övrigt har det varit 
påskledighet, arbetsgruppsmöten, 
sektionsstyrelsemöte och konstituerande 
fullmäktigemöte. Börjat planera en del inför 
insparken, förhoppningsvis har vi snart 
tillsatt två insparkskoordinatorer.  
 
Förslag till beslut 
 
att lägga rapporten till handlingarna. 
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§ 2.5 Beslutsuppföljning  
Föredragande: Anneli Arohlén 

  
Syftet med beslutsuppföljning är att 
stämma av samtliga beslut som 
kårstyrelsen och fullmäktige tagit under 
verksamhetsåret och vid behov se över 
vilka insatser som behöver göras för att 
verkställa beslut. Vidare skapar 
beslutsuppföljning även möjlighet att se 
över vad studentkåren uppnått. 
 
Kårstyrelsen tar del av underlaget på 
sittande möte. Generellt ser det bra ut i år 
och majoriteten av alla beslut är 
verkställda.  
 
Förslag till beslut 
 
att lägga rapporten till handlingarna. 

Kårstyrelsen beslutar 
 
att lägga rapporten till handlingarna. 

 

§ 3 Valärenden 

  

Inga valärenden föreligger.  
 

§ 4 Beslutsärenden  
  

§ 4.1 Beslut om antal tjänster och anställningsgrad 
Föredragande: Charlotta Pettersson 

  
Förslag till beslut 
 
att Göta studentkår avvecklar tjänsten 
”Kommunikatör med ansvar för content 
creation”. 
 

Kårstyrelsen beslutar 
 
att Göta studentkår avvecklar tjänsten 
”Kommunikatör med ansvar för content 
creation”. 
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att sysselsättningsgraden för tjänsten 
Ekonom sänks från 100% till 80%. 
 
att Charlotta Pettersson i egenskap av 
Kårordförande har mandat att kalla till 
MBL-förhandlingar. 
 
att Charlotta Pettersson i egenskap av 
Kårordförande har mandat att skicka en 
Förhandlingsframställan. 
 
Charlotta Pettersson yrkar 
 
att direktjustera punkten. 

att sysselsättningsgraden för tjänsten 
Ekonom sänks från 100% till 80%. 
 
att Charlotta Pettersson i egenskap av 
Kårordförande har mandat att kalla till 
MBL-förhandlingar. 
 
att Charlotta Pettersson i egenskap av 
Kårordförande har mandat att skicka en 
Förhandlingsframställan. 
 
att direktjustera punkten. 
 
ORDNINGSRÅGA 
Charlotta Pettersson yrkar 
 
att ajournera mötet i 10 minuter, till 10.10. 
 
Kårstyrelsen beslutar 
 
att ajournera mötet i 10 minuter, till 10.10.  

  

§ 4.2 
Mall för ekonomiska avtal 
Föredragande: Charlotta Pettersson 

  
Förslag till beslut 
 
att använda sig av detta avtal. 
 
att besluta om föreslagen kostnad. 
 
att besluta om föreslagen 
påminnelseavgift. 

Kårstyrelsen beslutar 
 
att avslå att använda sig av detta avtal. 
 
att avslå att besluta om föreslagen 
kostnad. 
 
att avslå att besluta om föreslagen 
påminnelseavgift. 

  

§ 4.3 
Beslut om medaljer 
Föredragande: Charlotta Pettersson 

  
Förslag till beslut 
 

ORDNINGSFRÅGA 
Albert Utgren begär provvotering. 
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att ge presidiet mandat att ta emot och 
godkänna offert på medaljer. 
 
att kårstyrelseledamotmedaljer har 
valören guld. 
 
att sektionsstyrelseledamot- och 
föreningsordförandemedaljen har valören 
silver. 
 
att det köps in medaljer för flertalet 
verksamhetsår. 
 
Emma Lundmark yrkar 
 
att även köpa in medaljer för kommande 
verksamhetsår. 
 
Moa Clasberg yrkar 
 
att kommittéledamotmedaljen har valören 
silver. 
 
Charlotta Pettersson yrkar 
 
att kårstyrelseledamöter, 
sektionsstyrelseledamöter, 
föreningsordföranden och 
kommittéledamöter belönas med Sigfridh-
medaljer. 
 
Siri Larsson yrkar 
 
att presidiet har mandat att besluta om 
vilken budgetpost medaljerna ska belasta. 
 
Charlotta Pettersson drar tillbaka sitt 
ursprungsyrkande om att köpa in fler 
medaljer till förmån för Emma Lundmarks 
yrkande.  

Provvotering genomförs.  
 
Kårstyrelsen beslutar 
 
att ge presidiet mandat att ta emot och 
godkänna offert på medaljer. 
 
att kårstyrelseledamotmedaljer har 
valören guld. 
 
att sektionsstyrelseledamot- och 
föreningsordförandemedaljen har valören 
silver. 
 
att även köpa in medaljer för kommande 
verksamhetsår. 
 
att kommittéledamotmedaljen har valören 
silver. 
 
att kårstyrelseledamöter, 
sektionsstyrelseledamöter, 
föreningsordföranden och 
kommittéledamöter belönas med Sigfridh-
medaljer. 
 
att presidiet har mandat att besluta om 
vilken budgetpost medaljerna ska belasta. 
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§ 4.4 
Regler för Göta studentkårs föreningar 
Föredragande: Albert Utgren 

  
Förslag till beslut 
 
att föreslå fullmäktige att revidera Regler 
för Göta studentkårs föreningar enligt 
liggande förslag. 
 
Charlotta Pettersson yrkar 
 
att föreslå fullmäktige att beslutet träder i 
kraft från och med 1 juli 2025. 
 
Charlotta Pettersson drar tillbaka sitt 
yrkande. 
 
Charlotta Pettersson yrkar 
 
att föreslå fullmäktige att vid de fall en 
förening haft årsmöte innan 1 juli 2025 och 
inte uppfyller kraven på medlemskap görs 
ett undantag fram till och med att 
föreningen ska ansöka om förnyad 
föreningsstatus. 
 
Siri Larsson yrkar 
 
att ändra från: ”Efter Kårstyrelsens 
uppmaning har föreningen i samråd med 
Event- och föreningssamordnare bestämd 
tid på sig att inkomma med komplettering 
eller ändring. Beslut tas sedan på 
nästkommande kårstyrelsemöte.” 

till 

”Efter kårstyrelsens uppmaning ska Event- 
och föreningssamordnare meddela 

ORDNINGSFRÅGA 
Albert Utgren begär provvotering. 
Provvotering genomförs.  
 
ORDNINGSFRÅGA 
Charlotta Pettersson yrkar 
 
att ajournera mötet i 5 minuter, till 11.25.  
 
Kårstyrelsen beslutar 
 
att ajournera mötet i 5 minuter, till 11.25. 
 
Kårstyrelsen beslutar 
 
att ändra från: ” Efter Kårstyrelsens 
uppmaning har föreningen i samråd med 
Event- och föreningssamordnare bestämd 
tid på sig att inkomma med komplettering 
eller ändring. Beslut tas sedan på 
nästkommande kårstyrelsemöte.” 
 
till 
 
”Efter kårstyrelsens uppmaning ska Event- 
och föreningssamordnare meddela 
föreningen om krav för komplettering eller 
ändring samt deadline för detta. Beslut tas 
sedan på nästkommande 
kårstyrelsemöte.” 
 
att ändra från: ”Efter sektionsstyrelsens 
uppmaning har föreningen i samråd med 
ansvarig sektionspresidial bestämd tid på 
sig att inkomma med komplettering eller 
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föreningen om krav för komplettering eller 
ändring samt deadline för detta. Beslut tas 
sedan på nästkommande 
kårstyrelsemöte.” 

och 

att ändra från: ”Efter sektionsstyrelsens 
uppmaning har föreningen i samråd med 
ansvarig sektionspresidial bestämd tid på 
sig att inkomma med komplettering eller 
ändring. Beslut tas sedan på 
nästkommande sektionsstyrelsemöte.” 

till 

”Efter sektionsstyrelsens uppmaning ska 
ansvarig sektionspresidial meddela 
föreningen om krav för komplettering eller 
ändring samt deadline för detta. Beslut tas 
sedan på nästkommande 
sektionsstyrelsemöte.” 

samt 

att ändra från: ”Efter att hedersföreningen 
har blivit uppmanad att komplettera eller 
ändra sin ansökan har de på bestämd tid i 
samråd med Event- och 
föreningssamordnare på sig att inkomma 
med komplettering eller ändring. Beslut tas 
sedan på nästkommande 
kårstyrelsemöte”. 

till 

”Efter kårstyrelsens uppmaning ska Event- 
och föreningssamordnare meddela 
föreningen om krav för komplettering eller 
ändring samt deadline för detta. Beslut tas 

ändring. Beslut tas sedan på 
nästkommande sektionsstyrelsemöte.” 
 
till 
 
”Efter sektionsstyrelsens uppmaning ska 
ansvarig sektionspresidial meddela 
föreningen om krav för komplettering eller 
ändring samt deadline för detta. Beslut tas 
sedan på nästkommande 
sektionsstyrelsemöte.” 
 
att ändra från: Efter att hedersföreningen 
har blivit uppmanad att komplettera eller 
ändra sin ansökan har de på bestämd tid i 
samråd med Event- och 
föreningssamordnare på sig att inkomma 
med komplettering eller ändring. Beslut tas 
sedan på nästkommande 
kårstyrelsemöte”. 
 
till 
 
”Efter kårstyrelsens uppmaning ska Event- 
och föreningssamordnare meddela 
föreningen om krav för komplettering eller 
ändring samt deadline för detta. Beslut tas 
sedan på nästkommande 
kårstyrelsemöte.” 
 
att föreslå fullmäktige att vid de fall en 
förening haft årsmöte innan 1 juli 2025 och 
inte uppfyller kraven på medlemskap görs 
ett undantag fram till och med att 
föreningen ska ansöka om förnyad 
föreningsstatus. 
 
att föreslå fullmäktige att revidera Regler 
för Göta studentkårs föreningar enligt 
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sedan på nästkommande 
kårstyrelsemöte.” 

Siri Larsson yrkar 

att föreslå fullmäktige att revidera Regler 
för Göta studentkårs föreningar enligt 
liggande förslag samt med tillkomna 
revideringsförslag. 

liggande förslag samt med tillkomna 
revideringsförslag. 

  

§ 4.5 
Motion från medlem: Offentligt krav på rektor Malin Brobergs avgång 
Föredragande: Siri Larsson 

  
Förslag till beslut från motionären:  
 
att Göta studentkår offentligt och 
skriftligen kräver rektor Malin Brobergs 
omedelbara avgång, då hennes agerande 
allvarligt underminerat studenters 
förtroende för universitetsledningen och 
försämrat förutsättningarna för kårens 
arbete enligt sitt lagstadgade uppdrag. 
 
att Göta studentkår publicerar detta 
ställningstagande på Göta studentkårs 
officiella kommunikationskanaler (hemsida 
och sociala medier), samt skickar ett 
formellt kravbrev till rektor och 
universitetsstyrelsen. 
 
att Göta studentkår tydligt markerar att 
studenters säkerhet, yttrandefrihet och 
demokratiska rättigheter – i enlighet med 
svensk lag och internationell rätt – inte är 
förhandlingsbara, och ska utgöra en 
grundläggande princip för universitetets 
verksamhet. 
 
att Göta studentkår initierar en 
samverkanskampanj med övriga 

Kårstyrelsen beslutar 
 
att föreslå fullmäktige att avslå motionen i 
sin helhet.  
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studentkårer vid Göteborgs universitet, i 
syfte att samla stöd för ett nytt, etiskt 
förankrat universitetsledarskap som sätter 
mänskliga rättigheter, akademisk frihet 
och studentinflytande i främsta rummet. 
 
Charlotta Pettersson yrkar 
 
att föreslå fullmäktige att avslå motionen i 
sin helhet 

 

§ 5 Diskussionsärenden 

  

§ 5.1  Vart är vi på väg? 
Föredragande: Charlotta Pettersson 

  
Charlotta Pettersson yrkar 
 
att bordlägga punkten.  

Kårstyrelsen beslutar 
 
att bordlägga punkten. 

  

§ 5.2 Hur arbeta med avvecklingen av Vice sektionsordförande 
Samhällsvetarsektionen 
Föredragande: Siri Larsson 

  
Charlotta Pettersson yrkar 
 
att bordlägga punkten. 

Kårstyrelsen beslutar 
 
att bordlägga punkten. 

  

§ 5.3 
Solrosen 
Föredragande: Moa Clasberg 

  
Under föregående vecka hade Moa och 
Petrus ett samtal med en student som 
informerade om Solrosen.  
 
Solrosen är ett enkelt verktyg för de som 
frivilligt vill visa/berätta om att de har en 
funktionsnedsättning eller ett tillstånd som 
inte är direkt synligt. Det finns som 

Kårstyrelsen beslutar 
 
att notera diskussionen. 
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hjälpmedel för att visa att en person kan 
behöva en hjälpande hand eller förståelse 
av sina medmänniskor. Genom att en 
person sätter på sig ett nyckelband med 
solrosor på synliggörs de annars osynliga 
tillfälliga, situationsbetingande eller 
bestående funktionsnedsättningarna.  
 
Banden är avsedda att delas ut 
kostnadsfritt till de personer som känner 
ett behov av att ta på sig banden. Enligt 
studenten finns i det i nuläget enbart 
två ställen i Sverige där personer kan 
hämta ut sina band. 
 
Efter samtal med studenten tyckte både 
Moa och Petrus att detta lät som ett 
otroligt bra och inkluderade initiativ. Dock 
har det inte funnits möjlighet att diskutera 
hur det ska implementeras i vår 
organisation ännu.  
 
Därmed finns det en önskan att öppna upp 
för diskussion gällande vad kårstyrelsen 
tycker om förslaget? Ett förslag hade varit 
att vi tar kontakt med företaget och frågar 
om möjlighet till samarbete. Ett annat hade 
varit att vi startade något liknande initiativ 
hos oss. Vad tycker styrelsen? 
 
Charlotta: Jag tycker att det är en jättebra 
idé! Vi skulle kunna ha någon typ av 
Instagramkampanj och visa på vårt 
engagemang och att det är en fråga vi vill 
arbeta med. 
 
Linn: Ja absolut, jättebra idé. Men är det här 
en etablerad sak? Har varit lite svårt att 
hitta information. 
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Petrus: Som vi förstått det så används det 
här primärt på flygplatser i dagsläget, men 
det är ingenting som används överallt 
ännu. 
 
Emma: Ja jag var lite inne på det Linn sa, 
vidare ser jag att de har massor av 
produkter, så om det är kostnadsfritt eller 
en mindre kostnad så skulle vi ju kunna 
beställa det och lägga ut på sociala 
medier att studenter kan komma och 
hämta i expeditionen exempelvis. Idén är 
bra!  
 
Albert: Ja men jag håller med tidigare 
talare, vi skulle även eventuellt kunna 
använda det under insparken för 
inkludering och synliggörande? Vi skulle 
kunna informera koordinatorer och 
phaddrar om bandens betydelse. Banden 
kan finnas att hämta på sektionskontoren 
också. 
 
Tove: Ja men jag tänker som Albert, jag tror 
att insparken skulle vara ett bra 
användningsområde. Även om det inte är 
etablerat ännu så tycker jag att vi som 
Sveriges näst största studentkår ska vara i 
framkant. Jag tycker också att det går i 
linje med vår verksamhetsplan, strategi 
och mål. 
 
Linn: Jag funderar på om detta är något vi 
skulle kunna driva mot universitetet och 
FeelGood? Jag tänker att det är relevant 
för alla studenter och inte bara de 
studenter vi representerar. Vi har även 
ingen utbildning i hur vi ska bemöta olika 
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svårigheter, så kanske bättre att det 
faktiskt görs via Göteborgs universitet.  
 
Siri: Jag vill även belysa att det är en 
medlemskostnad för oss om vi skulle vilja 
gå med i Solrosen, därav tycker jag att det 
Linn sa är bra. Driva frågan mot GU, prata 
med Linda Emanuelsson och prata med 
GUS om att driva det centralt.  
 
Emma: Ja men jag håller med om att driva 
frågan tillsammans med Göteborgs 
universitet. 
 
Petrus: Eftersom vi är en icke-vinstdrivande 
organisation skulle man kunna undersöka 
om Solrosen vill ha ett samarbete med oss 
istället för att vi betalar full medlemsavgift 
exempelvis. 
 
Moa: Jag ska ha möte med Linda 
Emanuelsson så jag skulle kunna ta med 
mig frågan dit.  
  

§ 5.4 
Hälsomässa* 
Föredragande: Moa Clasberg 

  
Charlotta Pettersson yrkar 
 
att bordlägga punkten. 

Kårstyrelsen beslutar 
 
att bordlägga punkten.  

 

§ 6 Övriga frågor 

  

Inga övriga frågor föreligger.   
 

§ 7 Mötets avslutande 
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§ 7.1 Mötesutvärdering  
Föredragande: Charlotta Pettersson 

  
Mötesutvärdering sker.    
  

§ 7.2 
Nästa möte  
Föredragande: Mötessekreterare 

  
Kårstyrelsemöte 13 är planerat till 25-05-07 
klockan 09.00.  

 

  

§ 7.3 
Mötets avslutande  
Föredragande: Charlotta Pettersson 

  
Charlotta Pettersson avslutar mötet 
klockan 12.21.  

 

 
Justering av protokoll 
 

 

 

  

Charlotta Pettersson,  
Mötesordförande 

 Anneli Arohlén,  
Mötessekreterare 
 

 

 

 

Tove Ekroth,  
Justerare 
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Författare:  Presidiet  
Datum: 2025-05-14 

§ 2.2 Rapport presidiebeslut 

Följande ekonomiska presidiebeslut har fattats sedan Kårstyrelsemöte 13: 
> 4000 SEK på inköp av Göta-pridemärken – budgetpost 6260 ”Synliggörande av Göta 

generellt (ej specifikt event)” 

Följande äskningar för studiesociala aktiviteter har godkänts sedan 
Kårstyrelsemöte 13: 

> Idrottsrådet 
> Ä-0879 – 1000 SEK för Sommaravslutning 

Följande äskningar för aktiviteter kopplat till studentinflytande har godkänts 
sedan Kårstyrelsemöte 13: 

> - 

Följande äskningar har nekats sedan Kårstyrelsemöte 13: 
> Studentgruppen för biologi 

> Ä-0878 – 5000 SEK för Fika och pizza häng under 24/25 

Förslag till beslut: 
att lägga rapporten till handlingarna. 
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Författare:  Charlotta Pettersson 
Datum: 2025-05-13 

§ 2.5 Återrapportering 
organisatoriska förändringar i 
verksamhetsstödet 

Under kårstyrelsemöte 12 fattade styrelsen beslut kring organisatoriska förändringar i 
verksamhetsstödet. Organisatoriska förändringar innebär förändringar som påverkar 
organisationens struktur och verksamhetsstödet består av Göta studentkårs anställda.  

Kårstyrelsen fattade följande beslut: 

att Göta studentkår avvecklar tjänsten ”Kommunikatör med ansvar för content creation”. 
att sysselsättningsgraden för tjänsten Ekonom sänks från 100% till 80%. 
att Charlotta Pettersson i egenskap av Kårordförande har mandat att kalla till MBL-
förhandlingar. 
att Charlotta Pettersson i egenskap av Kårordförande har mandat att skicka en 
Förhandlingsframställan. 

 
Efter att ovanstående beslut fattats har Kårordförande kallat till så kallade MBL-
förhandlingar (MBL står för Medbestämmandelagen) genom att skicka en 
förhandlingsframställan. En förhandlingsframställan är en skriftlig förfrågan till förhandling 
med fackförbund rörande ändringar i anställningar. I förhandlingsframställan ska det 
framgå varför man önskar kalla till förhandlingar, vilka som berörs och vilka faktorer eller 
beslut som ligger till grund för detta.  

Fackförbundet som mottar förhandlingsframställan är det fackförbund vars kollektivavtal 
arbetsgivaren har att förhålla sig till. I Göta studentkårs fall är det Unionen och 
kollektivavtalet för Ideella och idéburna organisationer.  
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Unionen valde att tacka nej till förhandlingar och således ligger ansvaret på arbetsgivaren 
att enligt lag och avtal genomföra förändringarna som behövs inom organisationen. Detta 
innebär alltså att det är upp till Kårordförande i egenskap av arbetsgivare att tillsammans 
med berörda anställda komma fram till hur uppsägning och minskning av 
sysselsättningsgrad ska verkställas.  

Kårstyrelsen ska efter att Kårordförande haft dialog med berörda parter fatta ett formellt 
beslut rörande specifika anställningar.  
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Författare:  Albert Utgren 
Datum: 2025-05-16 

§ 4.1 Beslut om kårföreningsstatus 

Följande föreningar föreslås få kårföreningsstatus beviljad för verksamhetsåret 2025/26: 

> KognitionsSex  
> Hattifnatteriet 
> Systemsex 
> Göteborgs akademiska symfoniorkester 
> Stella Academica 
> Festföreningen Haddock 
> Filosofiska Lätta Knästående Spexargardet 
> Patriciabaletten 
> Humanistiska sexmästeriet 

Följande föreningar föreslås få kårföreningsstatus beviljad med komplettering för 
verksamhetsåret 2025/26: 

> Lek- och Lärsexmästeriet  
> Idrottsrådet 
> Pedagogsexmästeriet 
> RecentiorsKommittén 

Förslag till beslut: 
att bevilja Kognitionssex sexmästeristatus för verksamhetsåret 2025/26. 
 
att bevilja Hattifnatteriet sexmästeristatus för verksamhetsåret 2025/26. 
 
att bevilja SystemSex sexmästeristatus för verksamhetsåret 2025/26. 
 
att bevilja Göteborgs akademiska symfoniorkester central kårföreningsstatus för 
verksamhetsåret 2025/26. 
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att bevilja Stella Academica central kårföreningsstatus verksamhetsår 2025/26. 
 
att bevilja Festföreningen Haddock sexmästeristatus för verksamhetsåret 2025/26. 
 
att bevilja Filosofiska Lätta Knästående Spexargardet central kårföreningsstatus för 
verksamhetsåret 2025/26. 
 
att bevilja Patriciabaletten central kårföreningsstatus för verksamhetsåret 2025/26. 
 
att bevilja Humanistiska sexmästeriet sexmästeristatus för verksamhetsåret 2025/26. 
 
att bevilja Lek- och Lärsexmästeriet sexmästeristatus för verksamhetsåret 2025/26 med 
premissen att Lek- och Lärsexmästeriet ser över stavfel och syftningsfel i stadgarna innan 
ansökan om föreningsstatus för verksamhetsåret 2026/27. 

att bevilja Idrottsrådet central kårföreningsstatus med premissen att de inkommer med 
ett signerat årsmötesprotokoll till Event- och föreningssamordnare senast den 20 juni 2025.  

att bevilja Pedagogsexmästeriet Göteborg sexmästeristatus för verksamhetsåret 2025/26 
med premissen att stadgarna revideras i enlighet med förslag från kårstyrelsen innan 
ansökan om föreningsstatus för verksamhetsåret 2026/27.  
 
att Pedagogsexmästeriet genomför följande revideringar i stadgarna: under §3 första 
stycket, sista meningen lägga till kategorin "kommittéer”, under §23 tydliggöra genom en 
skrivelse att narkotikaförbud alltid gäller utan undantag samt under §40 stryka 
"Utbildningsvetenskapliga sektionen vid" i första stycket andra meningen.  
 
att bevilja RecentiorsKommittén sexmästeristatus för verksamhetsåret 2025/26 med 
premissen att stadgarna revideras i enlighet med förslag från kårstyrelsen innan ansökan 
om föreningsstatus för verksamhetsåret 2026/27. 
 
att RecentiorsKommittén genomför följande revideringar i stadgarna: ta bort sidfoten med 
Göta studentkårs kontaktuppgifter, under §2.1 ändra "naturvetenskapliga fakulteten 
(natfak)" till "Fakulteten för naturvetenskap och teknik (NTfak)" samt under § 2.6.3 första 
meningen stryka "i en oändlig eller begränsad tid" till förmån för "tills vidare eller begränsad 
tid". 
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§ 4.2 Fastställande av Per Capsulam-beslut: Insparksmerch 
Kårstyrelsemöte 14 
2024/25, 25-05-21 

 

 

Författare:  Charlotta Pettersson 
Datum: 2025-05-05 

§ 4.2 Fastställande av Per 
Capsulam-beslut: Insparksmerch 

Den 28 april skickades ett Per Capsulam-beslut till kårstyrelsen 24/25 om beslut kring inköp 
av insparksmerch.  
 

Hej! 
 
Under ett ledningsråd diskuterades vilken typ av profilmaterial vi önskar se i 
insparkpåsarna för verksamhetsåret 2025/26. 
 
Patrik fick i egenskap av kommunikatör uppdraget att efterfråga en offert på 
profilmaterial baserat på ledningsrådets diskussion. För att kunna lägga beställningen i 
tid och därmed säkerställa att vi får de tygkassar vi önskar behöver beställningen läggas 
skyndsamt och därför skickar jag nu ut detta per capsulam. 
 
Nedan finner ni bakgrund och förslag till beslut. Kom ihåg att svara alla alternativt mig 
och rösträknare när du röstar samt att endast ange svarsalternativ i ditt svar.  
 
Bakgrund: 
Inför ett nytt verksamhetsår har Göta studentkår de senaste åren lagt en större 
beställning av profilmaterial. Detta för att kunna dela ut så kallade insparkspåsar till nya 
medlemmar under insparksperioden som äger rum vid (främst) höstterminens 
terminsstart. 
 
Summan av profilmaterialet är så pass stor att det behövs fattas ett kårstyrelsebeslut 
men för att säkerställa att produkterna levereras i tid måste beslut om inköp fattas 
skyndsamt. 
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En utav Göta studentkårs kommunikatörer fick i uppdrag att beställa en offert för det 
tilltänkta profilmaterialet för insparkspåsarna för verksamhetsåret 2025/26. Offerten är 
bifogad i slutet av detta utskick.  
 
Detta beslut kommer likt tidigare år att belasta nästkommande verksamhetsårs 
(2025/26) budget.  
 
Förslag till beslut: 
 
att ge Göta studentkårs kommunikatörer mandat att beställa profilmaterial till insparken 
verksamhetsåret 2025/26. 
 
att kostnaden uppgår till max 200 000 SEK inklusive moms. 
 
att belasta budgetpost 5340 "Mottagning övrigt" för verksamhetsåret 2025/26. 
 
Rösta enligt följande: 
1. BIFALL 
2. AVSLAG 
3. AVSTÅR 
 
Rösträknare är Albert Utgren, event@gota.gu.se 
Ni har 72h på er att svara. 

 
Resultatet redovisas enligt följande:  
 

> 10st BIFALL 
> 0st AVSLAG 
> 0st AVSTÅR 

Finner således bifall. 

Förslag till beslut: 
att fastställa Per Capsulam-beslut: Insparksmerch. 
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§ 5.1 Bordlagd punkt: Vart är vi på väg? 
Kårstyrelsemöte 14 
2024/25, 25-05-21 

 

 

Författare:  Charlotta Pettersson 
Datum: 2025-04-10 

§ 5.1 Bordlagd punkt: Vart är vi på 
väg? 

Vårt verksamhetsår är inne på sitt sista kvartal och överlämningen planeras för fullt. Den 
nya kårstyrelsen är vald och det som kommer att forma deras första tid på Göta 
studentkår är överlämningen. 

Överlämningen syftar till att lära upp, lämna över och välkomna nästa verksamhetsårs 
heltidare och hur vi agerar gentemot dem och varandra är viktigt att ha i åtanke.  

Vi ska därför diskutera utifrån följande frågor: 

> Vad har du för förväntningar på överlämningen? 
> Vad har du för förväntningar på nuvarande kårstyrelse? 
> Vad tycker du är viktigt att tänka på under överlämningen? 
> Hur förhåller vi oss till de som är heltidare nu och även kommer vara heltidare nästa 

år? (utrymme för att jobba, hur vi tilltalar dem under passen etc.) 
> Hur ska vi tänka för att säkerställa en god organisationskultur under 

överlämningen? 
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§ 5.2 Bordlagd punkt: Hur ska vi arbeta med avveckling av Vice sektionsordförande 
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Författare:  Siri Larsson 
Datum: 2025-04-10 

§ 5.2 Bordlagd punkt: Hur ska vi 
arbeta med avveckling av Vice 
sektionsordförande 
Samhällsvetarsektionen 

I verksamhetsplanen för 2025/26 är ett förslag på mål att arbeta med att avveckla rollen 
Vice sektionsordförande vid Samhällsvetarsektionen. För att detta mål ska vara 
genomförbart är det viktigt att nuvarande kårstyrelse börjar diskutera hur arbetet med 
detta kan se ut. Detta för att kunna skicka med ett underlag till kommande kårstyrelse.  

Nuvarande Vice sektionsordförande vid Samhällsvetarsektionen har skapat en lista på ett 
förslag till arbetsfördelningen vid avvecklingen av rollen. I detta dokument står även en del 
övriga allmänna funderingar för detta arbete. 

> Vad tycker vi om den lista som är skapad? 
> Hur kan vi på bästa sätt fördela arbetsuppgifterna? 
> Kan vi ta inspiration från andra sektioners upplägg? 
> Hur ska kårledningen vara involverade och stötta? 
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Författare:  Tove Ekroth 
Datum: 2025-03-31 

Preliminär arbetsfördelning vid 
avveckling av vice Samsek 

Nuvarande arbetsuppgifter 
> Lokalbokningar 
> Svara på frågor från föreningar 
> Äskningar 
> Inspark 

> Insparkskoordinator 
> Fråga på föreningsfrågor 
> Ekonomi 
> Faddertack 

> Arbetsgrupper och projektgrupper 
> Sektionsstyrelse 

> SSM 
> Studiesocialt 
> Kommunikation 

> Kontakt med universitetet 
> Säkerhetsavdelningen 
> Lokalsamordnare 
> Fakultetsstyrelsen 
> Prefektråd 
> Dekans beslutsmöte 

> SAMverkanträffar med tema studiesocialt 
> Gå igenom föreningsansökningar 
> Studiesocialt (tillsammans med studiesocialt ansvarig) 

> TackSAM 
> Valborg 
> Luciasittning 
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> Följa upp och utvärdera event 
> Stötta ordförande 
> Hantera förfrågningar om informationsbord och eventuell betalning 
> Närvara på kontoret och hjälpa till att svara på frågor/visa att kåren är närvarande 

på plats. 

Förslag på uppdelning 

Ordförande Samsek 
> Hantering av lokalbokningar 

> Godkänna 
> Skriva ut 
> Skriva på 
> Boka möte 
> Förening skriver på 
> Förklara eventuella frågor 
> Stämma av i baren med jämna mellanrum att allt ser okej ut 

> Ekonomi 
> Äskningar 

> Föreningars förråd (tillsammans med studiesocialt ansvarig) 
> Accessystemet 

> Kontakta föreningar om vilka som behöver access till förråd 
> Kontakta säkerhetsavdelningen med relevant information 

> Kontakt med kommunikationsansvarig om vad som behöver kommuniceras i 
relation till sektionens verksamhet (kaffedagar, måndagsuppdatering, 
studentpolitik) 

> Blir ensam studentrepresentant i beslutsorgan (fakultetsstyrelsen, prefektråd och 
dekans beslutsmöte). 

> SAMverkanträffar med tema studiesocialt (tillsammans med studiesocialt ansvarig) 
> Följa upp och utvärdera event med studiesocialt ansvarig 
> Hantera förfrågningar om informationsbord och eventuell betalning 
> Närvara på kontoret och hjälpa till att svara på frågor/visa att kåren är närvarande 

på plats. 

Event- och föreningssamordnare 
> Föreningar 

> Hjälpa föreningar med ekonomi-frågor 
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> Hjälpa föreningar med deras event 
> Bolla idéer med och vara ett stöd till studiesocialt ansvarig på Samsek 
> Valborg (tillsammans med studiesocialt på Samsek) 
> Gå igenom föreningsansökningar 

Studiesocialt ansvarig på Samsek 
> TackSam 
> Främsta kontaktperson till insparkskoordinatorerna 
> Föreningars förråd (tillsammans med ordförande) 
> Luciasittning/Större sittningar  
> Vända sig till event- och föreningssamordnare för stöd 
> Valborg 
> Kontakt med kommunikationsansvarig om vad som behöver kommuniceras i 

relation till sektionens studiesociala event (sittningar, event, etc) 
> SAMverkanträffar med tema studiesocialt (tillsammans med ordförande) 
> Följa upp och utvärdera event med ordförande 
>  

Resterande KS 
> Stötta ordförande i sina arbetsuppgifter 
> Införa mötesfri dag/ha fler möten på zoom så att det finns större möjlighet att vara 

på kontoret 

Resterande Sektionsstyrelse 
> Vara mötessekreterare på sektionsstyrelsemöten 
> Eventuellt vara mötessekreterare/mötesordförande på föreningars årsmöte 
> Utbildningsbevakningsansvarig och SHAMO kan behöva stötta upp på fronten om 

utbildningsbevakning och arbetsmiljö, om ordförande tar över en del av vices 
uppgifter 

> Närvara på kontoret och hjälpa till att svara på frågor/visa att kåren är närvarande 
på plats. 

> Ta hjälp av varandra när de kan. 

Allmänna funderingar 
Det är inte lämpligt att ta bort vice ordförande som insparkskoordinator redan till hösten. 
Detta är en väldigt stor del av mitt arbete och är i nuläget svårt att särskilja. Detta innebär 
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lokalbokningar, ekonomi och hantering av faddrar. Jag har lagt väldigt mycket tid på att ha 
kontakt med faddrar och organisationssamordnare gällande fadderkontrakt, och genom 
att ta bort insparken från vice kommer att skapa ett tomrum för den som har posten efter 
mig. Det finns en poäng att låta den vara helt fristående från KS när vice försvinner, men 
inte att plocka bort den i förskott. 

Uppdelning av arbete till studiesocialt Samsek, Event och föreningssamordnare och 
ordförande Samsek  

Förråd och lokalbokningar tar upp en väsentlig tid. Alla lokalbokningar behöver godkännas, 
skrivas ut, skrivas på, bokas möte, skrivas på och förklaras. Var och en för sig går ganska 
fort, men det är väldigt många lokalbokningar. (Samsek, för studiesocialt kommer inte 
kunna undvara tillräckligt med tid för påskrift) 

Accessystemet behöver underhållas kontinuerligt under terminen. 

Hjälpa föreningar (och vaktmästeriet) med förråd. 
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§ 5.3 Bordlagd punkt: Hälsomässa 
Kårstyrelsemöte 14 
2024/25, 25-05-21 

 

 

Författare:  Moa Clasberg 
Datum: 2025-05-14 

§ 5.3 Hälsomässa 

Under verksamhetsåret har jag och Linn suttit i samverkansorgan för studenters hälsa. 
Under dessa möten har vi diskuterat hur vi kan synliggöra studenthälsa ännu mer och för 
fler studenter. Saks och Natsek hade i början av våren en hälsomässa på 
medicinareberget där de bjöd in aktörer som arbetar med och främjar studenters hälsa. 
Mässan fungerade bra och var väldigt uppskattad. Ett förslag på att ta detta vidare hade 
varit att Göta håller en gemensam Hälsomässa för samtliga av våra representerade 
studenter alternativt om vi, genom GUS, hade en gemensam Hälsomässa. Linda 
Emanuelsson har kontakter till att hålla en likande mässa och vi hade i så fall bara behövt 
inkludera henne i planerandet för mässan. Men, jag anser att vi behöver diskutera detta i 
kårstyrelsen för att få ett hum om vad vi tycker om idén. 

> Bör vi hålla en Hälsomässa? 
> När skulle vi kunna hålla en Hälsomässa? 
> Ska Göta eller GUS arrangera en hälsomässa? 
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§ 5.4 Policy för anmälningsärenden 
Kårstyrelsemöte 14 
2024/25, 25-05-21 

 

 

Författare:  Charlotta Pettersson 
Datum: 2025-05-13 

§ 5.4 Policy för anmälningsärenden 

Det skapades en arbetsgrupp tidigare under vårterminen vars syfte har varit att arbeta 
med revideringen av Policy för anmälningsärenden. Under arbetets gång har man insett 
att revideringsarbetet behöver vara mer omfattande och därför kommer ändra den större 
delen av policyn. På grund av detta har arbetsgruppen därför valt att börja ta fram en ny 
policy som man tänker ska ersätta rådande Policy för anmälningsärenden. Under arbetets 
gång har arbetsgruppen kommit fram till att den nya policyn bör användas som ett sätt 
att arbeta förebyggande inom organisationen och således valt att döpa den 
(förhoppningsvis) nya policyn till ”Göta studentkårs incidenthanteringspolicy”.  

Arbetsgruppens mål är att fullmäktige ska upphäva rådande policy för att anta Göta 
studentkårs policy för incidentrapportering samt att kårstyrelsen i ett senare skede ska 
anta ”Rutin för incidenthantering”.  Rutindokumentet syftar till att vara ett kompletterande 
dokument för framtida hanteringar an incidentärenden. På grund av tidsbrist finns det inte 
ett fullständigt förslag till den nya policyn, utan ambitionen är att den kommer färdigställas 
innan verksamhetsåret slut och sedan skickas till Fullmäktige 1 verksamhetsåret 25/26. 

Innehållet som saknas i det första utkastet är texten till två underrubriker, men för att ge 
kårstyrelsen en inblick i hur innehållet kommer se ut finns arbetsgruppens anteckningar 
markerat i blått. Arbetsgruppen vill dela det första utkastet av den nya policyn för att ge 
kårstyrelsen möjligheten att inkomma med åsikter. 

 

 

 



 

Göta studentkårs 
policy för 
incidentrapportering.
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Typ av styrdokument:  Policy 
Antagen av:  - 
Senast reviderad: - 

Göta studentkårs policy för 
incidentrapportering 

Inledning 
Alla studenter har rätt att vara medlemmar i den studentkår som företräder dem. Det 
framgår i ”Kapitel 4. Studenterna”, 12 § i Högskolelagen, som lyder: 

12 § Alla studenter inom en studentkårs verksamhetsområde ska ha rätt att vara 
medlemmar i kåren, om de uppfyller de krav som ställs för medlemskap i en sådan 
sammanslutning som avses i 8 §. 

 
Att utesluta en medlem ur en studentkår anser Göta studentkår därför inte möjligt. 
Däremot finns det ett behov av att i en organisation bidra till en trygg miljö för alla 
medlemmar samt att säkerställa säkerheten i de situationer som en medlem befinner sig i.  

Av den anledningen har följande policy upprättats för att kunna bidra till en trygg miljö 
inom Göta studentkår. Genom att ta situationer som uppstår på allvar, skyndsamt utreda 
ärenden och arbeta förebyggande ska Göta studentkår skapa en miljö där alla 
medlemmar ska känna sig trygga under hela sin tid i studentkåren. 

Ärenden som ej hanteras av Göta studentkår 
För att försäkra att alla incidenter ska hanteras utifrån samma premisser finns det 
incidenter som Göta studentkår ej hanterar: 

> Polisiära ärenden: Incidenter som har, ska eller bör polisanmälas på grund av 
misstänkt lagbrott. 

> Incidenter som saknar koppling till Göta studentkårs verksamhet: Incidenter som 
skett utanför Göta studentkårs och dess föreningars evenemang, sammanträden 
och lokaler. 
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> Incidenter där den som rapporterar önskar vara anonym: Dessa incidenter 
noteras av kårstyrelsen, men ligger inte till grund för beslut av konsekvenser. 

> Incidenter äldre än ett år: Detta för att vi ska försäkra att informationen som 
inkommer är korrekt och ge samtliga parter likvärdiga förutsättningar. 

Definitioner 
Parter i fall 

> Part A: Den person som skickar in en incidentrapport. 
> Part B: Den person som är föremål för incidentrapport. 
> Incidenthanteringsgruppen: Det organ inom Göta studentkår som tar emot 

incidentrapporter och bereder beslutsunderlag. Består av ledamöter ur 
kårstyrelsen. 

> Kårstyrelsen: Det organ inom Göta studentkår som fattar beslut vid hantering av 
incidentrapporter. Består av studentkårens heltidsarvoderade. 

> Kårfullmäktige: Det organ inom Göta studentkår som parterna kan överklaga 
kårstyrelsens beslut till. Består av representanter valda av Göta studentkårs 
medlemmar.  

> Student- och doktorandombud: Anställda vid Göteborgs universitets studentkårer 
(GUS) och erbjuder stöd vid utbildningsrelaterade problem samt frågor av 
studentnära karaktär, inklusive ärenden i disciplinnämnden. 

Göta studentkårs verksamhet 
Evenemang och sammanträden som arrangeras i Göta studentkårs regi. Detta omfattar 
event som bekostas av Göta studentkårs budget, arrangeras i de lokaler Göta studentkår 
har till sitt förfogande, insparksverksamhet eller arrangeras av Göta studentkårs 
kårstyrelse, sektionsstyrelser, kommittéer och/eller föreningar. 

Öppen punkt  
En öppen punkt innebär att ett ärende hanteras vid ett möte där alla Göta studentkårs 
medlemmar, förtroendevalda och personal har rätt att närvara under punkten.  

Stängd punkt  
En stängd punkt innebär att ett ärende hanteras vid ett möte där röstberättigade 
ledamöter beslutar att endast de med stadgeenlig ständig närvarorätt får delta under 
punkten. Part A och part B har rätt att närvara under specifika delar av punkten. 
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Förtroendeuppdrag som väljs av fullmäktige 
Göta studentkårs fullmäktige är organisationens högst beslutande organ. Fullmäktige 
innehar mandat att välja personer till vissa förtroendeuppdrag.  

Förtroendeuppdrag som tillsätts och/eller kan entledigas av fullmäktige är: 

> Fullmäktigeledamot 
> Valberedning 
> Valnämnd 
> Verksamhetsrevisor 
> Talman 
> Talmanssuppleant 
> Kårstyrelseledamot 
> Sektionsstyrelseledamot 

Förtroendeuppdrag som väljs av kårstyrelsen 
Göta studentkårs kårstyrelse är organisationens verkställande organ. Kårstyrelsen innehar 
mandat att välja personer till vissa förtroendeuppdrag. 

Förtroendeuppdrag som tillsätts och kan entledigas av kårstyrelsen är: 

> Kommittéer 
> Marskalksämbetets styrelse 

Förtroendeuppdrag som väljs av sektionsstyrelser 
Göta studentkårs sektionsstyrelser är ansvariga för sektionernas verksamhet. 
Sektionsstyrelser innehar mandat att välja personer till vissa förtroendeuppdrag. 

Förtroendeuppdrag som tillsätts och kan entledigas av sektionsstyrelser är: 

> Insparkskoordinator 
> Phadder 
> Studentrepresentant 

 



Adress 
Götabergsgatan 17 
411 34 Göteborg 

Kontakt 
031-708 44 40 
info@gota.gu.se 

Digitalt 
gotastudentkar.se 
@gotastudentkar 

 

 

POLICY FÖR INCIDENTRAPPORTERING | SIDA 4/9 

Incidentrapportering 
Vem kan rapportera en incident? 
En student, medlem eller förtroendevald i Göta studentkår som anser att denne har 
upplevt eller bevittnat en incident inom studentkårens verksamhet där denne känt sig 
otrygg eller att situationen på annat sätt kan ha haft en negativ påverkan på Göta 
studentkårs verksamhet, har möjligheten att rapportera incidenten till Göta studentkår.  

Vem kan vara föremål för en incidentrapport? 
En student vid Göteborgs universitet eller en medlem i Göta studentkår kan vara föremål 
för en incidentrapport. Dock kan endast en medlem i Göta studentkår få konsekvenser vid 
eventuella policybrott och/eller hantering av ett ärende som inkommit via en 
incidentrapport. 

Som föremål för en incidentrapport har man rätt att läsa beskrivningen av ärendet i sin 
helhet. 

Tillvägagångssätt för incidentrapportering 
För att rapportera en incident till Göta studentkår använder man sig av det formulär som 
finns på Göta studentkårs hemsida (www.gotastudentkar.se). 

När man skapar ett ärende i form av en incidentrapport kommer ärendet att mottas av 
incidenthanteringsgruppen. Incidenthanteringsgruppen ansvarar för att hantera ärendet 
genom kontakt med berörda parter samt att förbereda underlag för eventuella beslut i 
kårstyrelsen.  

Vid behandling av ett ärende baserat på en incidentrapport har det beslutande organet 
rätt att besluta om ärendet ska behandlas som en öppen eller en stängd punkt vid 
organets sammanträde.  

Om ett ärende rör XXX rekommenderas att kontakta student- och doktorandombuden vid 
Göteborgs universitets studentkårer (GUS). Detta gör du genom att kontakta 
ombuden@gus.gu.se eller genom att öppna ett ärende på deras hemsida 
(https://gus.gu.se/ombuden).  

Vill du anmäla ett ärende kopplat till din utbildning, även kallat studentärende, gör du detta 
genom att kontakta någon av följande: 

http://www.gotastudentkar.se/
mailto:ombuden@gus.gu.se
https://gus.gu.se/ombuden
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> Utbildningsbevakningssamordnare – utbildning@gota.gu.se 
> Sektionsordförande för Humanistsektionen (om du studerar vid den Humanistiska 

fakulteten): humsek@gota.gu.se 
> Sektionsordförande för Natur- och Tekniksektionen (om du studerar fakulteten för 

Naturvetenskap och Teknik): natsek@gota.gu.se 
> Sektionsordförande för Samhällsvetarsektionen (om du studerar vid den 

Samhällsvetenskapliga fakulteten): samsek@gota.gu.se 
> Sektionsordförande för Utbildningsvetenskapliga sektionen (om du studerar vid den 

Utbildningsvetenskapliga fakulteten): utsek@gota.gu.se  

Konsekvenser av policybrott 
Eventuella konsekvenser bedöms och avgörs av kårstyrelsen utifrån situationens karaktär. 
Kårstyrelsen har inte mandat att frånta en person ett förtroendeuppdrag som tillsatts av 
fullmäktige. Därför ska entledigande av dessa uppdrag hanteras av fullmäktige. Göta 
studentkårs kårpresidium kan förbjuda tillträde till arbetsplatser tills dess att ärendet 
hanterats av fullmäktige. 

Exempel på konsekvenser  
Nedan skrivs exempel på konsekvenser vid policybrott. Kårstyrelsen kan under sittande 
kårstyrelsemöte där ärende hanteras formulera andra förslag till beslut än det som finns 
listat nedan baserat på ärendets karaktär.  

Exempel på konsekvenser kan vara enligt följande: 

> Varning från kårstyrelsen 
> Ersättningsskyldighet vid skadegörelse (summan beslutas av kårstyrelsen) 
> Entledigande från nuvarande förtroendeuppdrag inom Göta studentkår 
> Begränsad möjlighet att företräda Göta studentkår under en tidsbestämd period  
> Fråntagen möjlighet att väljas till förtroendeuppdrag inom Göta studentkår under 

en tidsbestämd period 
> Avstängning från evenemang som arrangeras i Göta studentkårs regi under en 

tidsbestämd period. 
> Avstängning från sammanträden som arrangeras i Göta studentkårs regi under en 

tidsbestämd period. 
> Förlängning av redan existerande påföljd 

 

mailto:utbildning@gota.gu.se
mailto:humsek@gota.gu.se
mailto:natsek@gota.gu.se
mailto:samsek@gota.gu.se
mailto:utsek@gota.gu.se
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Exempel på hur förslag till beslut kan formuleras: 
att Part B får en varning. 
att stänga av Part B från Göta studentkårs och dess föreningars evenemang under (tid). 
att Part B blir ersättningsskyldig för orsakad skada av egendom.  
att entlediga Part B från [sitt förtroendeuppdrag]. 
att entlediga Part B från [sitt förtroendeuppdrag] samt att Part B inte är valbar till ett 
förtroendeuppdrag under (tid).  
att existerande påföljd förlängs med (tid). 

Grund för avstängning 
En medlem kan bli avstängd från studentkårens aktiviteter om den bryter mot något av 
Göta studentkårs styrdokument, stadgar eller policy. Övrig anledning kan vara att det råder 
bristande förtroende från Göta studentkår vid studentrepresentation eller om kårstyrelsen 
anser att det är nödvändigt utifrån bedömning i enskilt fall, exempelvis om en medlem 
uppträder på ett olämpligt sätt som negativt påverkar Göta studentkårs medlemmar eller 
representerade studenter. 

Konsekvenser som rör avstängning och begränsade möjligheter att inneha 
förtroendeuppdrag kan inte vara längre än två (2) år. Vid det fall kårstyrelsen beslutar om 
förlängning av redan existerande påföljd kan förlängningen vara i upp till ytterligare två (2) 
år. Beslut om förlängning av redan existerande påföljd kan ej fattas efter att den 
tidsbestämda perioden löpt ut. 

Inkommande av ärende 
Anmälan under insparken 
Förslag från arbetsgruppen hur process under insparkstider ser ut i listform: 

Anmälan inkommer 
Event- och föreningssamordnare ansvarar för att informera relevanta 
Insparkskoordinatorer 
Insparkskoordinatorer/sektionsordförande beslutar om eventuell konsekvens under 
insparkens gång 
Incidenthanteringsgruppen hanterar ärendet i vanlig ordning så skyndsamt som möjligt 
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Kårstyrelsens krav för ett godkänt ärende 
Korrekt ifyllt formulär – ett formulär kommer att skapas i syfte att rapportera en incident. Vi 
har som ambition att den ska likna HHGS ”missuse of conduct”-formulär.  

Meddelande av beslut 
Efter beslut i kårstyrelsen 
Efter kårstyrelsens sammanträde är det Kårordförandes ansvar att meddela relevanta 
parter vilka påföljder som beslutats om av Kårstyrelsen. Kårstyrelsen beslutar om vilka som 
har rätt att ta del av besluten. Kårordförande ska vid meddelandet även ange vilka 
styrdokument som ligger till grund för eventuella påföljder.  
Personer som ska meddelas är följande enligt ordningen nedan: 

> Part B 
> Part A 
> Kårstyrelseledamöter vid det fall att de var frånvarande vid det kårstyrelsemöte då 

beslut togs 
> Övriga berörda parter som kårstyrelsen anser relevanta att informera 

 
Efter att ovanstående meddelats beslut ska verksamhetsrivor mottag en rapport om hur 
ärendet hanterats av kårstyrelsen.  

Överklagan av beslut  
Kårstyrelsens beslut kan överklagas till fullmäktige och ska göras inom 30 dagar från och 
med att berörd part delgetts beslutet. Om överklagan inte inkommit inom 30 dagar efter 
att beslut meddelats anses ärendet vara hanterat.  
 
Överklagan skickas till Kårordförande på ordf@gota.gu.se. Överklagan behandlas därefter 
på nästkommande fullmäktigemöte. Under perioden mellan överklagan och 
nästkommande fullmäktigemöte gäller kårstyrelsens beslut. Beslutet kan endast 
överklagas en gång, därefter anses ärendet vara hanterat.  

Kårstyrelsens krav för en godkänd överklagan 
> Att överklagan inkommer inom 30 dagar från att beslut har meddelats 
> Att överklagan inkommer direkt från berörd part till Kårordförande 
> Att överklagan innehåller en motivering till varför ärendet ska överklagas 

mailto:ordf@gota.gu.se
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> Vilka konsekvenser berörd part eventuellt önskar av ärendet (utifrån 
policydokumentets kriterier) 
 

Den andre parten ska efter inkommit ärende kontaktas av presidiet och informeras om 
ärendet samt hur processen för överklagan går till. 

Meddelande av beslut 
Efter beslut i fullmäktige 
Efter fullmäktiges sammanträde är det Kårordförandes ansvar att meddela relevanta 
parter vilka påföljder som beslutats om av fullmäktige. Kårordförande ska vid meddelandet 
även ange vilka styrdokument som ligger till grund för eventuella påföljder.  
Personer som ska meddelas är följande enligt ordningen nedan: 

> Överklagande part 
>  Andra part 
> Kårstyrelseledamöter vid det fall att de var frånvarande vid det 

fullmäktigesammanträde då beslut togs 
> Övriga berörda parter som kårstyrelsen tidigare ansett relevanta att informera 

Frånvarande fullmäktigeledamöter har rätt att bli informerade av Kårordförande om 
fullmäktiges beslut på egen begäran.  

Ansvar för verkställande av beslut 
Kårstyrelsen ansvarar för att beslut i anmälningsärenden verkställs. Kårstyrelsen kan inom 
sig besluta vem i styrelsen som är ansvarig för att informera relevant organ eller berörd 
evenemangsansvarig om de beslut som fattats.  

För att kårstyrelsen ska kunna verkställa vad som beslutats i ärendet kan vissa individer, 
organ eller grupper inom organisationen behöva ta del av vad som beslutades samt 
eventuella konsekvenser. Information om ärendet ska undvikas att spridas i textform och 
delges muntligt. Om berörda individer eller grupper behöver övrig information för att 
kunna rätta sig efter beslutet ska dessa kontakta Göta studentkårs Kårordförande.   

Är det exempelvis en förening vars medlem är berörd i ett anmälningsärende så bör 
informationsutbytet ske mellan ansvarig i ärendet och föreningen antingen via ett fysiskt 
möte eller per telefon. 
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Vid misstanke om att beslut inte efterföljs 
Om en fullmäktige- eller kårstyrelseledamot misstänker att ett beslut i ett 
anmälningsärende inte efterföljs bör denne informera relevant organ eller berörd 
evenemangsansvarig om de beslut som fattats. 

Vid misstanke om att beslut inte efterföljs ska information om ärendet undvikas att spridas 
i text och alltså tas muntligt.  
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.


Evidence Log

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-04-30 09:33:23.063137 UTC ±4 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      90.231.37.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The initiator Anneli Arohlén (AA) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_SV, c) set the signing due date to 2025-07-29 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-04-30 09:33:23.063137 UTC ±4 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ordf@gota.gu.se) to Charlotta Pettersson (CP). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-30 09:33:23.063137 UTC ±4 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (vice.samsek@gota.gu.se) to Tove Ekroth (TE). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-04-30 09:33:29.421816 UTC ±4 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anneli Arohlén (AA) was delivered.

      


    

  



  

  

    		2025-04-30 09:33:29.461135 UTC ±4 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Charlotta Pettersson (CP) was delivered.

      


    

  



  

  

    		2025-04-30 09:33:29.487934 UTC ±4 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Tove Ekroth (TE) was delivered.

      


    

  



  

  

    		2025-04-30 09:33:30.62828 UTC ±4 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      90.231.37.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The party Anneli Arohlén (AA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-04-30 09:34:18.165482 UTC ±5 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      90.231.37.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-04-30 09:34:18.165482 UTC ±5 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      90.231.37.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Anneli Arohlén (AA) signed in the signature box “signature 1”.
[image: signature](e Q=







The box’s placement in the Main Document:		Page		X		Y

		20		0.517		0.484



 

      


    

  



  

  

    		2025-04-30 09:34:33.088694 UTC ±5 ms

    		2025-04-30 09:24:39.330462 UTC

    		

      90.231.37.203

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Anneli Arohlén (AA) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll Kårstyrelsemöte 12 (25-04-23)" med transaktionsnummer 9222115557545581986.







Data returned from 
  the BankID network
:
  
Name: ANNELI AROHLÉN
  
ID number: 
  *Redacted by author*

  
IP: 90.231.37.203


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-05-05 08:19:06.435304 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The party Tove Ekroth (TE) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 1”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.205		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 2”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.203		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 3”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.205		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 4”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.205		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 5”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.204		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 6”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.204		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 7”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.205		0.050



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 8”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.203		0.052



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 9”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.205		0.050



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 10”. The checkbox’s placement in the Main Document:		Page		X		Y

		10		0.204		0.052



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 11”. The checkbox’s placement in the Main Document:		Page		X		Y

		11		0.206		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 12”. The checkbox’s placement in the Main Document:		Page		X		Y

		12		0.204		0.050



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 13”. The checkbox’s placement in the Main Document:		Page		X		Y

		13		0.205		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 14”. The checkbox’s placement in the Main Document:		Page		X		Y

		14		0.204		0.052



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 15”. The checkbox’s placement in the Main Document:		Page		X		Y

		15		0.204		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 16”. The checkbox’s placement in the Main Document:		Page		X		Y

		16		0.203		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 17”. The checkbox’s placement in the Main Document:		Page		X		Y

		17		0.205		0.052



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 18”. The checkbox’s placement in the Main Document:		Page		X		Y

		18		0.204		0.052



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 19”. The checkbox’s placement in the Main Document:		Page		X		Y

		19		0.203		0.052



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) checked the checkbox “checkbox 20”. The checkbox’s placement in the Main Document:		Page		X		Y

		20		0.204		0.051



  

      


    

  



  

  

    		2025-05-05 08:20:22.105695 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Tove Ekroth (TE) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		20		0.124		0.614



 

      


    

  



  

  

    		2025-05-05 08:20:37.135852 UTC ±6 ms

    		2025-05-05 07:28:54.94349 UTC

    		

      130.241.30.113

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Tove Ekroth (TE) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll Kårstyrelsemöte 12 (25-04-23)" med transaktionsnummer 9222115557545581986.







Data returned from 
  the BankID network
:
  
Name: Tove Anna Elisabeth Ekroth
  
ID number: 
  *Redacted by author*

  
IP: 95.193.106.195


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-05-05 11:10:27.824545 UTC ±25 ms

    		2025-05-05 10:29:00.856483 UTC

    		

      130.241.134.36

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Charlotta Pettersson (CP) at the request of the user Anneli Arohlén (AA).

      


    

  



  

  

    		2025-05-05 11:10:30.00028 UTC ±25 ms

    		2025-05-05 10:29:00.856483 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Charlotta Pettersson (CP) was delivered.

      


    

  



  

  

    		2025-05-06 09:03:20.994523 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The party Charlotta Pettersson (CP) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) changed the text in the text field “ID number” from 
  *Redacted by author*
 to 
  *Redacted by author*
.  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 1”. The checkbox’s placement in the Main Document:		Page		X		Y

		1		0.054		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 2”. The checkbox’s placement in the Main Document:		Page		X		Y

		2		0.054		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 3”. The checkbox’s placement in the Main Document:		Page		X		Y

		3		0.054		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 4”. The checkbox’s placement in the Main Document:		Page		X		Y

		4		0.054		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 5”. The checkbox’s placement in the Main Document:		Page		X		Y

		5		0.054		0.052



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 6”. The checkbox’s placement in the Main Document:		Page		X		Y

		6		0.053		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 7”. The checkbox’s placement in the Main Document:		Page		X		Y

		7		0.054		0.050



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 8”. The checkbox’s placement in the Main Document:		Page		X		Y

		8		0.053		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 9”. The checkbox’s placement in the Main Document:		Page		X		Y

		9		0.054		0.050



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 10”. The checkbox’s placement in the Main Document:		Page		X		Y

		10		0.053		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 11”. The checkbox’s placement in the Main Document:		Page		X		Y

		11		0.054		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 12”. The checkbox’s placement in the Main Document:		Page		X		Y

		12		0.054		0.052



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 13”. The checkbox’s placement in the Main Document:		Page		X		Y

		13		0.053		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 14”. The checkbox’s placement in the Main Document:		Page		X		Y

		14		0.053		0.052



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 15”. The checkbox’s placement in the Main Document:		Page		X		Y

		15		0.052		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 16”. The checkbox’s placement in the Main Document:		Page		X		Y

		16		0.053		0.052



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 17”. The checkbox’s placement in the Main Document:		Page		X		Y

		17		0.055		0.052



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 18”. The checkbox’s placement in the Main Document:		Page		X		Y

		18		0.053		0.052



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 19”. The checkbox’s placement in the Main Document:		Page		X		Y

		19		0.053		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) checked the checkbox “checkbox 20”. The checkbox’s placement in the Main Document:		Page		X		Y

		20		0.053		0.051



  

      


    

  



  

  

    		2025-05-06 09:04:10.734814 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Charlotta Pettersson (CP) signed in the signature box “signature 1”.
[image: signature]






The box’s placement in the Main Document:		Page		X		Y

		20		0.125		0.486



 

      


    

  



  

  

    		2025-05-06 09:04:27.340825 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      130.241.255.128

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/135.0.0.0 Safari/537.36

      

    

    		

      

        The document was signed by Charlotta Pettersson (CP) using 
  Swedish BankID
 through 
  the BankID network
 as the authentication method. 




The text signed in the 
  Swedish BankID
 client was:


Jag signerar dokumentet "Protokoll Kårstyrelsemöte 12 (25-04-23)" med transaktionsnummer 9222115557545581986.







Data returned from 
  the BankID network
:
  
Name: MAJ CHARLOTTA PETTERSSON
  
ID number: 
  *Redacted by author*

  
IP: 95.193.99.80


















Signature: 


  *Redacted by author*




Online Certificate Status Protocol (OCSP) Response:
  









      


    

  



  

  

    		2025-05-06 09:04:27.340825 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-05-06 09:04:27.79856 UTC ±3 ms

    		2025-05-06 08:29:44.456394 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.

		Let [image: 1.png]





 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)






, [image: 3.png]mazx(S)






.

		Let [image: 4.png]





 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]





.

		Let [image: 7.png]Fg:Ik — [0, 1






, [image: 8.png]Hs€s:s =i
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 be the the empirical distribution function.

		Let [image: 9.png]





 be the size of discretized value space, [image: 10.png]





. Let [image: 11.png]





 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.

		[image: 16.png]P(|E| <€)






 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 1.74 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈84.878%

		|e| < 5 ms: ≈99.590%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-03-25 16:52:21.41677 UTC and 2025-05-06 08:29:44.456394 UTC:







  		Time collected

  		Clock offset







  

    		2025-03-25 16:52:21.41677

    		-0.9 ms

  





  

    		2025-03-25 17:52:22.936165

    		-2.2 ms

  





  

    		2025-03-25 18:52:26.003061

    		-0.1 ms

  





  

    		2025-03-25 19:52:28.23008

    		0.1 ms

  





  

    		2025-03-25 20:52:31.017734

    		0.0 ms

  





  

    		2025-03-25 21:52:33.787456

    		0.5 ms

  





  

    		2025-03-25 22:52:35.710545

    		-1.1 ms

  





  

    		2025-03-25 23:52:37.294547

    		-4.0 ms

  





  

    		2025-03-26 00:52:39.452705

    		-1.0 ms

  





  

    		2025-03-26 01:52:41.749436

    		-0.5 ms

  





  

    		2025-03-26 02:52:43.926794

    		-1.5 ms

  





  

    		2025-03-26 03:52:45.937414

    		0.7 ms

  





  

    		2025-03-26 04:52:47.957483

    		0.8 ms

  





  

    		2025-03-26 05:52:50.475633

    		-2.4 ms

  





  

    		2025-03-26 06:52:53.341312

    		-2.0 ms

  





  

    		2025-03-26 07:52:54.884731

    		1.6 ms

  





  

    		2025-03-26 08:52:57.157296

    		-0.1 ms

  





  

    		2025-03-26 09:52:59.63917

    		-0.6 ms

  





  

    		2025-03-26 10:53:01.252594

    		0.2 ms

  





  

    		2025-03-26 11:53:03.031443

    		1.6 ms

  





  

    		2025-03-26 12:53:04.680667

    		2.3 ms

  





  

    		2025-03-26 13:53:06.104878

    		1.6 ms

  





  

    		2025-03-26 14:53:08.41108

    		-5.3 ms

  





  

    		2025-03-26 15:53:09.910177

    		1.8 ms

  





  

    		2025-03-26 16:53:11.560848

    		2.4 ms

  





  

    		2025-03-26 17:53:13.682026

    		0.6 ms

  





  

    		2025-03-26 18:53:15.720037

    		2.5 ms

  





  

    		2025-03-26 19:53:18.277063

    		-0.1 ms

  





  

    		2025-03-26 20:53:20.430944

    		-2.4 ms

  





  

    		2025-03-26 21:53:22.606639

    		-0.9 ms

  





  

    		2025-03-26 22:53:24.371706

    		-5.7 ms

  





  

    		2025-03-26 23:53:26.471363

    		-5.2 ms

  





  

    		2025-03-27 00:53:28.600898

    		2.4 ms

  





  

    		2025-03-27 01:53:31.107994

    		2.0 ms

  





  

    		2025-03-27 02:53:33.665146

    		2.1 ms

  





  

    		2025-03-27 03:53:35.483236

    		0.9 ms

  





  

    		2025-03-27 04:53:37.356148

    		-4.0 ms

  





  

    		2025-03-27 05:53:39.385185

    		-2.8 ms

  





  

    		2025-03-27 06:53:41.774019

    		1.3 ms

  





  

    		2025-03-27 07:53:43.846978

    		-0.9 ms

  





  

    		2025-03-27 08:53:45.473164

    		1.0 ms

  





  

    		2025-03-27 09:53:47.800626

    		-1.5 ms

  





  

    		2025-03-27 10:53:49.45423

    		5.5 ms

  





  

    		2025-03-27 11:53:51.297363

    		1.5 ms

  





  

    		2025-03-27 12:53:53.169881

    		0.0 ms

  





  

    		2025-03-27 13:53:55.319737

    		1.1 ms

  





  

    		2025-03-27 14:53:57.048433

    		1.5 ms

  





  

    		2025-03-27 15:53:58.752315

    		1.5 ms

  





  

    		2025-03-27 16:54:00.243731

    		1.0 ms

  





  

    		2025-03-27 17:54:01.947926

    		1.1 ms

  





  

    		2025-03-27 18:54:04.244509

    		-1.7 ms

  





  

    		2025-03-27 19:54:06.227635

    		-2.2 ms

  





  

    		2025-03-27 20:54:09.035965

    		-1.0 ms

  





  

    		2025-03-27 21:54:11.564987

    		-4.0 ms

  





  

    		2025-03-27 22:54:13.378486

    		-5.5 ms

  





  

    		2025-03-27 23:54:15.891069

    		-0.9 ms

  





  

    		2025-03-28 00:54:17.66385

    		-1.6 ms

  





  

    		2025-03-28 01:54:19.854713

    		-1.8 ms

  





  

    		2025-03-28 02:54:21.913364

    		-1.3 ms

  





  

    		2025-03-28 03:54:24.287443

    		-3.0 ms

  





  

    		2025-03-28 04:54:26.226287

    		1.6 ms

  





  

    		2025-03-28 05:54:28.643772

    		1.6 ms

  





  

    		2025-03-28 06:54:31.321185

    		4.6 ms

  





  

    		2025-03-28 07:54:34.302738

    		4.0 ms

  





  

    		2025-03-28 08:54:36.452177

    		2.4 ms

  





  

    		2025-03-28 09:54:38.262377

    		0.9 ms

  





  

    		2025-03-28 10:54:40.628842

    		4.2 ms

  





  

    		2025-03-28 11:54:42.471127

    		0.2 ms

  





  

    		2025-03-28 12:54:44.179674

    		0.4 ms

  





  

    		2025-03-28 13:54:45.848824

    		-1.3 ms

  





  

    		2025-03-28 14:54:47.473847

    		0.9 ms

  





  

    		2025-03-28 15:54:49.275546

    		1.7 ms

  





  

    		2025-03-28 16:54:51.381685

    		-0.3 ms

  





  

    		2025-03-28 17:54:53.64477

    		-3.2 ms

  





  

    		2025-03-28 18:54:55.753877

    		0.6 ms

  





  

    		2025-03-28 19:54:58.089729

    		-0.5 ms

  





  

    		2025-03-28 20:55:01.196023

    		1.3 ms

  





  

    		2025-03-28 21:55:03.696741

    		1.0 ms

  





  

    		2025-03-28 22:55:06.145999

    		-1.1 ms

  





  

    		2025-03-28 23:55:08.42681

    		-2.2 ms

  





  

    		2025-03-29 00:55:10.479266

    		-2.8 ms

  





  

    		2025-03-29 01:55:12.647425

    		-0.3 ms

  





  

    		2025-03-29 02:55:14.558422

    		1.2 ms

  





  

    		2025-03-29 03:55:16.866794

    		0.7 ms

  





  

    		2025-03-29 04:55:19.073697

    		2.0 ms

  





  

    		2025-03-29 05:55:21.270192

    		1.6 ms

  





  

    		2025-03-29 06:55:22.732368

    		-1.4 ms

  





  

    		2025-03-29 07:55:25.774512

    		1.0 ms

  





  

    		2025-03-29 08:55:27.903708

    		1.0 ms

  





  

    		2025-03-29 09:55:29.604474

    		-0.8 ms

  





  

    		2025-03-29 10:55:31.183784

    		6.3 ms

  





  

    		2025-03-29 11:55:32.761473

    		-1.3 ms

  





  

    		2025-03-29 12:55:34.749197

    		1.2 ms

  





  

    		2025-03-29 13:55:36.410759

    		0.4 ms

  





  

    		2025-03-29 14:55:38.94357

    		1.1 ms

  





  

    		2025-03-29 15:55:40.556236

    		2.1 ms

  





  

    		2025-03-29 16:55:42.217406

    		1.4 ms

  





  

    		2025-03-29 17:55:44.067445

    		-0.3 ms

  





  

    		2025-03-29 18:55:47.435951

    		2.2 ms

  





  

    		2025-03-29 19:55:50.631955

    		0.7 ms

  





  

    		2025-03-29 20:55:53.016476

    		-0.3 ms

  





  

    		2025-03-29 21:55:55.716131

    		0.6 ms

  





  

    		2025-03-29 22:55:57.96594

    		-0.2 ms

  





  

    		2025-03-29 23:56:00.401641

    		1.0 ms

  





  

    		2025-03-30 00:56:02.777471

    		1.3 ms

  





  

    		2025-03-30 01:56:04.755736

    		-1.6 ms

  





  

    		2025-03-30 02:56:07.299251

    		0.9 ms

  





  

    		2025-03-30 03:56:09.481892

    		-1.4 ms

  





  

    		2025-03-30 04:56:12.076579

    		-1.6 ms

  





  

    		2025-03-30 05:56:14.739298

    		-0.8 ms

  





  

    		2025-03-30 06:56:17.345719

    		-0.3 ms

  





  

    		2025-03-30 07:56:20.053376

    		-0.4 ms

  





  

    		2025-03-30 08:56:21.517643

    		1.1 ms

  





  

    		2025-03-30 09:56:23.326904

    		0.1 ms

  





  

    		2025-03-30 10:56:25.696063

    		1.2 ms

  





  

    		2025-03-30 11:56:27.851378

    		-0.3 ms

  





  

    		2025-03-30 12:56:30.350843

    		-0.6 ms

  





  

    		2025-03-30 13:56:31.914001

    		0.0 ms

  





  

    		2025-03-30 14:56:34.374754

    		0.9 ms

  





  

    		2025-03-30 15:56:37.14453

    		2.4 ms

  





  

    		2025-03-30 16:56:39.674531

    		0.7 ms

  





  

    		2025-03-30 17:56:41.693355

    		1.8 ms

  





  

    		2025-03-30 18:56:44.101673

    		1.8 ms

  





  

    		2025-03-30 19:56:46.092362

    		0.9 ms

  





  

    		2025-03-30 20:56:48.740458

    		-0.8 ms

  





  

    		2025-03-30 21:56:51.494108

    		1.1 ms

  





  

    		2025-03-30 22:56:54.190553

    		2.6 ms

  





  

    		2025-03-30 23:56:55.941417

    		0.5 ms

  





  

    		2025-03-31 00:56:58.468165

    		2.1 ms

  





  

    		2025-03-31 01:57:01.019408

    		4.3 ms

  





  

    		2025-03-31 02:57:03.063186

    		3.5 ms

  





  

    		2025-03-31 03:57:05.421474

    		-1.5 ms

  





  

    		2025-03-31 04:57:08.34366

    		0.1 ms

  





  

    		2025-03-31 05:57:11.247214

    		-1.3 ms

  





  

    		2025-03-31 06:57:13.508209

    		1.1 ms

  





  

    		2025-03-31 07:57:15.816103

    		0.7 ms

  





  

    		2025-03-31 08:57:17.370188

    		0.0 ms

  





  

    		2025-03-31 09:57:18.988925

    		-1.0 ms

  





  

    		2025-03-31 10:57:20.930433

    		3.5 ms

  





  

    		2025-03-31 11:57:22.568005

    		-2.1 ms

  





  

    		2025-03-31 12:57:24.063142

    		-1.0 ms

  





  

    		2025-03-31 13:57:25.873172

    		0.2 ms

  





  

    		2025-03-31 14:57:27.584396

    		-0.2 ms

  





  

    		2025-03-31 15:57:29.206063

    		-2.0 ms

  





  

    		2025-03-31 16:57:30.799099

    		-0.1 ms

  





  

    		2025-03-31 17:57:33.180793

    		-1.6 ms

  





  

    		2025-03-31 18:57:35.63146

    		-0.1 ms

  





  

    		2025-03-31 19:57:37.782549

    		3.1 ms

  





  

    		2025-03-31 20:57:40.35643

    		-0.8 ms

  





  

    		2025-03-31 21:57:43.170395

    		-2.5 ms

  





  

    		2025-03-31 22:57:45.091493

    		-2.5 ms

  





  

    		2025-03-31 23:57:47.156762

    		-0.9 ms

  





  

    		2025-04-01 00:57:49.226158

    		-0.2 ms

  





  

    		2025-04-01 01:57:51.487802

    		-2.4 ms

  





  

    		2025-04-01 02:57:53.31427

    		-1.4 ms

  





  

    		2025-04-01 03:57:55.36953

    		2.9 ms

  





  

    		2025-04-01 04:57:57.724655

    		0.5 ms

  





  

    		2025-04-01 05:58:00.40129

    		0.5 ms

  





  

    		2025-04-01 06:58:02.049772

    		1.7 ms

  





  

    		2025-04-01 07:58:04.096301

    		2.7 ms

  





  

    		2025-04-01 08:58:06.156617

    		0.3 ms

  





  

    		2025-04-01 09:58:08.023587

    		3.6 ms

  





  

    		2025-04-01 10:58:09.91146

    		-0.3 ms

  





  

    		2025-04-01 11:58:11.586361

    		1.2 ms

  





  

    		2025-04-01 12:58:13.848035

    		5.4 ms

  





  

    		2025-04-01 13:58:15.999094

    		-0.2 ms

  





  

    		2025-04-01 14:58:17.748597

    		-0.7 ms

  





  

    		2025-04-01 15:58:20.013515

    		-0.9 ms

  





  

    		2025-04-01 16:58:22.124562

    		1.8 ms

  





  

    		2025-04-01 17:58:24.803528

    		0.2 ms

  





  

    		2025-04-01 18:58:27.3178

    		-1.4 ms

  





  

    		2025-04-01 19:58:29.697151

    		0.9 ms

  





  

    		2025-04-01 20:58:32.267636

    		-1.1 ms

  





  

    		2025-04-01 21:58:34.776826

    		1.5 ms

  





  

    		2025-04-01 22:58:36.419989

    		0.6 ms

  





  

    		2025-04-01 23:58:38.271876

    		1.0 ms

  





  

    		2025-04-02 00:58:40.309598

    		0.0 ms

  





  

    		2025-04-02 01:58:42.081015

    		0.7 ms

  





  

    		2025-04-02 02:58:44.160688

    		-2.1 ms

  





  

    		2025-04-02 03:58:46.074477

    		-2.2 ms

  





  

    		2025-04-02 04:58:48.124913

    		-0.9 ms

  





  

    		2025-04-02 05:58:50.513368

    		1.6 ms

  





  

    		2025-04-02 06:58:52.738905

    		0.5 ms

  





  

    		2025-04-02 07:58:55.628525

    		2.8 ms

  





  

    		2025-04-02 08:58:57.189334

    		0.3 ms

  





  

    		2025-04-02 09:58:58.863596

    		0.4 ms

  





  

    		2025-04-02 10:59:01.137823

    		2.4 ms

  





  

    		2025-04-02 11:59:02.623808

    		1.0 ms

  





  

    		2025-04-02 12:59:04.682641

    		0.7 ms

  





  

    		2025-04-02 13:59:06.192344

    		-0.7 ms

  





  

    		2025-04-02 14:59:08.078916

    		-1.0 ms

  





  

    		2025-04-02 15:59:10.20453

    		1.5 ms

  





  

    		2025-04-02 16:59:11.746414

    		-1.6 ms

  





  

    		2025-04-02 17:59:14.397075

    		-0.6 ms

  





  

    		2025-04-02 18:59:18.308671

    		0.8 ms

  





  

    		2025-04-02 19:59:20.0759

    		-0.9 ms

  





  

    		2025-04-02 20:59:22.788944

    		-1.1 ms

  





  

    		2025-04-02 21:59:24.801077

    		-0.1 ms

  





  

    		2025-04-02 22:59:27.282044

    		0.1 ms

  





  

    		2025-04-02 23:59:29.725049

    		0.5 ms

  





  

    		2025-04-03 00:59:32.017543

    		1.4 ms

  





  

    		2025-04-03 01:59:33.596168

    		3.0 ms

  





  

    		2025-04-03 02:59:35.497891

    		2.3 ms

  





  

    		2025-04-03 03:59:36.869295

    		1.4 ms

  





  

    		2025-04-03 04:59:38.575136

    		0.7 ms

  





  

    		2025-04-03 05:59:40.61822

    		-0.2 ms

  





  

    		2025-04-03 06:59:42.878336

    		2.5 ms

  





  

    		2025-04-03 07:59:46.179624

    		-0.1 ms

  





  

    		2025-04-03 08:59:47.674554

    		1.0 ms

  





  

    		2025-04-03 09:59:50.030433

    		3.5 ms

  





  

    		2025-04-03 10:59:53.358329

    		5.1 ms

  





  

    		2025-04-03 11:59:54.870378

    		0.5 ms

  





  

    		2025-04-03 12:59:56.79511

    		1.4 ms

  





  

    		2025-04-03 13:59:58.833172

    		-0.6 ms

  





  

    		2025-04-03 15:00:01.311136

    		1.1 ms

  





  

    		2025-04-03 16:00:03.946529

    		1.7 ms

  





  

    		2025-04-03 17:00:06.42779

    		1.6 ms

  





  

    		2025-04-03 18:00:07.839248

    		-1.2 ms

  





  

    		2025-04-03 19:00:09.508589

    		-3.0 ms

  





  

    		2025-04-03 20:00:11.838599

    		-3.3 ms

  





  

    		2025-04-03 21:00:14.37854

    		-1.9 ms

  





  

    		2025-04-03 22:00:16.053345

    		1.1 ms

  





  

    		2025-04-03 23:00:17.940249

    		-1.3 ms

  





  

    		2025-04-04 00:00:20.503082

    		-2.4 ms

  





  

    		2025-04-04 01:00:22.884694

    		-2.6 ms

  





  

    		2025-04-04 02:00:25.022619

    		0.3 ms

  





  

    		2025-04-04 03:00:26.59113

    		-1.1 ms

  





  

    		2025-04-04 04:00:28.807361

    		-4.1 ms

  





  

    		2025-04-04 05:00:30.493315

    		-4.8 ms

  





  

    		2025-04-04 06:00:32.629573

    		-3.2 ms

  





  

    		2025-04-04 07:00:35.07483

    		3.5 ms

  





  

    		2025-04-04 08:00:37.00459

    		-0.4 ms

  





  

    		2025-04-04 09:00:40.345642

    		1.6 ms

  





  

    		2025-04-04 10:00:42.409733

    		0.6 ms

  





  

    		2025-04-04 11:00:44.672729

    		1.0 ms

  





  

    		2025-04-04 12:00:47.307219

    		0.1 ms

  





  

    		2025-04-04 13:00:49.403289

    		-1.7 ms

  





  

    		2025-04-04 14:00:51.015092

    		7.7 ms

  





  

    		2025-04-04 15:00:54.108395

    		5.7 ms

  





  

    		2025-04-04 16:00:55.692834

    		1.9 ms

  





  

    		2025-04-04 17:00:58.449243

    		-0.7 ms

  





  

    		2025-04-04 18:01:00.870141

    		-0.3 ms

  





  

    		2025-04-04 19:01:02.894444

    		-0.7 ms

  





  

    		2025-04-04 20:01:04.643655

    		0.6 ms

  





  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  





  

    		2025-04-11 09:07:12.353985

    		3.7 ms

  





  

    		2025-04-11 10:07:13.796268

    		0.9 ms

  





  

    		2025-04-11 11:07:15.647385

    		0.0 ms

  





  

    		2025-04-11 12:07:18.261319

    		-0.4 ms

  





  

    		2025-04-11 13:07:21.345236

    		-0.7 ms

  





  

    		2025-04-11 14:07:24.027677

    		-0.6 ms

  





  

    		2025-04-11 15:07:26.964998

    		-0.1 ms

  





  

    		2025-04-11 16:07:29.471589

    		-1.3 ms

  





  

    		2025-04-11 17:07:32.446034

    		2.3 ms

  





  

    		2025-04-11 18:07:34.638236

    		-1.4 ms

  





  

    		2025-04-11 19:07:37.183871

    		-2.0 ms

  





  

    		2025-04-11 20:07:39.072579

    		-2.0 ms

  





  

    		2025-04-11 21:07:41.228003

    		-4.0 ms

  





  

    		2025-04-11 22:07:43.215194

    		-0.9 ms

  





  

    		2025-04-11 23:07:45.30682

    		0.3 ms

  





  

    		2025-04-12 00:07:47.367119

    		-1.1 ms

  





  

    		2025-04-12 01:07:49.271504

    		-1.3 ms

  





  

    		2025-04-12 02:07:51.520172

    		-2.1 ms

  





  

    		2025-04-12 03:07:53.816191

    		-1.5 ms

  





  

    		2025-04-12 04:07:55.843524

    		1.2 ms

  





  

    		2025-04-12 05:07:58.134667

    		1.1 ms

  





  

    		2025-04-12 06:08:00.607916

    		1.3 ms

  





  

    		2025-04-12 07:08:03.27949

    		0.1 ms

  





  

    		2025-04-12 08:08:05.325785

    		2.4 ms

  





  

    		2025-04-12 09:08:07.760813

    		1.3 ms

  





  

    		2025-04-12 10:08:09.393463

    		1.8 ms

  





  

    		2025-04-12 11:08:11.5956

    		-0.5 ms

  





  

    		2025-04-12 12:08:13.516212

    		0.1 ms

  





  

    		2025-04-12 13:08:15.399906

    		-0.6 ms

  





  

    		2025-04-12 14:08:17.916643

    		1.5 ms

  





  

    		2025-04-12 15:08:20.848575

    		0.0 ms

  





  

    		2025-04-12 16:08:24.04212

    		3.0 ms

  





  

    		2025-04-12 17:08:26.880654

    		1.0 ms

  





  

    		2025-04-12 18:08:29.484062

    		-1.8 ms

  





  

    		2025-04-12 19:08:32.082477

    		1.1 ms

  





  

    		2025-04-12 20:08:35.196335

    		-2.4 ms

  





  

    		2025-04-12 21:08:37.795537

    		-1.5 ms

  





  

    		2025-04-12 22:08:39.994442

    		-1.6 ms

  





  

    		2025-04-12 23:08:42.787909

    		-1.3 ms

  





  

    		2025-04-13 00:08:44.824538

    		-1.8 ms

  





  

    		2025-04-13 01:08:47.025293

    		0.0 ms

  





  

    		2025-04-13 02:08:49.326518

    		1.0 ms

  





  

    		2025-04-13 03:08:51.186988

    		1.6 ms

  





  

    		2025-04-13 04:08:53.650752

    		1.1 ms

  





  

    		2025-04-13 05:08:55.868267

    		0.0 ms

  





  

    		2025-04-13 06:08:57.888809

    		-0.2 ms

  





  

    		2025-04-13 07:09:00.696312

    		0.0 ms

  





  

    		2025-04-13 08:09:03.511001

    		2.2 ms

  





  

    		2025-04-13 09:09:06.42031

    		0.3 ms

  





  

    		2025-04-13 10:09:09.04752

    		1.7 ms

  





  

    		2025-04-13 11:09:11.156411

    		0.1 ms

  





  

    		2025-04-13 12:09:13.304697

    		1.1 ms

  





  

    		2025-04-13 13:09:16.952781

    		0.0 ms

  





  

    		2025-04-13 14:09:19.725143

    		0.3 ms

  





  

    		2025-04-13 15:09:22.08911

    		1.3 ms

  





  

    		2025-04-13 16:09:24.470122

    		-1.0 ms

  





  

    		2025-04-13 17:09:27.415601

    		0.4 ms

  





  

    		2025-04-13 18:09:28.998073

    		1.2 ms

  





  

    		2025-04-13 19:09:30.904573

    		1.5 ms

  





  

    		2025-04-13 20:09:33.222373

    		-1.2 ms

  





  

    		2025-04-13 21:09:35.637058

    		-0.5 ms

  





  

    		2025-04-13 22:09:37.856529

    		1.1 ms

  





  

    		2025-04-13 23:09:40.55926

    		-1.4 ms

  





  

    		2025-04-14 00:09:42.690939

    		-1.3 ms

  





  

    		2025-04-14 01:09:44.863711

    		0.4 ms

  





  

    		2025-04-14 02:09:47.025927

    		-1.1 ms

  





  

    		2025-04-14 03:09:49.099027

    		0.7 ms

  





  

    		2025-04-14 04:09:51.665292

    		-1.6 ms

  





  

    		2025-04-14 05:09:53.704585

    		-0.8 ms

  





  

    		2025-04-14 06:09:56.636334

    		2.7 ms

  





  

    		2025-04-14 07:09:59.662597

    		0.0 ms

  





  

    		2025-04-14 08:10:02.378128

    		1.8 ms

  





  

    		2025-04-14 09:10:04.779971

    		0.9 ms

  





  

    		2025-04-14 10:10:06.502287

    		-0.6 ms

  





  

    		2025-04-14 11:10:08.208677

    		-0.8 ms

  





  

    		2025-04-14 12:10:10.645802

    		-3.3 ms

  





  

    		2025-04-14 13:10:13.169604

    		0.3 ms

  





  

    		2025-04-14 14:10:15.200275

    		-0.3 ms

  





  

    		2025-04-14 15:10:17.183689

    		1.7 ms

  





  

    		2025-04-14 16:10:19.494468

    		-0.4 ms

  





  

    		2025-04-14 17:10:21.378029

    		1.0 ms

  





  

    		2025-04-14 18:10:23.367411

    		0.5 ms

  





  

    		2025-04-14 19:10:25.766099

    		-3.0 ms

  





  

    		2025-04-14 20:10:28.909854

    		-3.7 ms

  





  

    		2025-04-14 21:10:31.623208

    		-1.6 ms

  





  

    		2025-04-14 22:10:33.81554

    		-1.1 ms

  





  

    		2025-04-14 23:10:36.301206

    		0.0 ms

  





  

    		2025-04-15 00:10:38.137962

    		-1.4 ms

  





  

    		2025-04-15 01:10:39.881208

    		-1.8 ms

  





  

    		2025-04-15 02:10:41.312909

    		0.0 ms

  





  

    		2025-04-15 03:10:43.920151

    		1.4 ms

  





  

    		2025-04-15 04:10:46.351497

    		0.3 ms

  





  

    		2025-04-15 05:10:47.992973

    		0.6 ms

  





  

    		2025-04-15 06:10:50.584513

    		2.2 ms

  





  

    		2025-04-15 07:10:53.075323

    		3.4 ms

  





  

    		2025-04-15 08:10:56.293905

    		1.9 ms

  





  

    		2025-04-15 09:10:58.38819

    		-0.2 ms

  





  

    		2025-04-15 10:11:00.554154

    		-0.1 ms

  





  

    		2025-04-15 11:11:02.111791

    		2.3 ms

  





  

    		2025-04-15 12:11:04.823371

    		-1.1 ms

  





  

    		2025-04-15 13:11:06.281646

    		-0.8 ms

  





  

    		2025-04-15 14:11:09.066421

    		-1.1 ms

  





  

    		2025-04-15 15:11:10.627987

    		-0.2 ms

  





  

    		2025-04-15 16:11:12.550943

    		1.8 ms

  





  

    		2025-04-15 17:11:15.237743

    		1.3 ms

  





  

    		2025-04-15 18:11:17.109911

    		-1.2 ms

  





  

    		2025-04-15 19:11:18.92034

    		-1.2 ms

  





  

    		2025-04-15 20:11:21.119288

    		-6.0 ms

  





  

    		2025-04-15 21:11:22.746261

    		-2.6 ms

  





  

    		2025-04-15 22:11:24.877262

    		3.9 ms

  





  

    		2025-04-15 23:11:26.344968

    		-0.6 ms

  





  

    		2025-04-16 00:11:28.003641

    		1.3 ms

  





  

    		2025-04-16 01:11:30.318555

    		-0.8 ms

  





  

    		2025-04-16 02:11:32.069788

    		-0.8 ms

  





  

    		2025-04-16 03:11:34.016269

    		-2.0 ms

  





  

    		2025-04-16 04:11:36.179277

    		-1.7 ms

  





  

    		2025-04-16 05:11:39.575274

    		-1.7 ms

  





  

    		2025-04-16 06:11:41.339015

    		-1.9 ms

  





  

    		2025-04-16 07:11:43.032169

    		2.1 ms

  





  

    		2025-04-16 08:11:46.689163

    		-0.8 ms

  





  

    		2025-04-16 09:11:48.782767

    		-1.2 ms

  





  

    		2025-04-16 10:11:51.07488

    		1.6 ms

  





  

    		2025-04-16 11:11:53.624675

    		1.8 ms

  





  

    		2025-04-16 12:11:55.258173

    		-0.3 ms

  





  

    		2025-04-16 13:11:57.060359

    		-1.6 ms

  





  

    		2025-04-16 14:11:58.951249

    		0.0 ms

  





  

    		2025-04-16 15:12:00.870131

    		1.7 ms

  





  

    		2025-04-16 16:12:02.374008

    		-0.9 ms

  





  

    		2025-04-16 17:12:03.883319

    		1.3 ms

  





  

    		2025-04-16 18:12:05.806334

    		-1.6 ms

  





  

    		2025-04-16 19:12:08.506816

    		-1.3 ms

  





  

    		2025-04-16 20:12:11.407595

    		0.4 ms

  





  

    		2025-04-16 21:12:14.054355

    		2.2 ms

  





  

    		2025-04-16 22:12:16.38522

    		-0.5 ms

  





  

    		2025-04-16 23:12:18.583927

    		3.5 ms

  





  

    		2025-04-17 00:12:20.541625

    		0.1 ms

  





  

    		2025-04-17 01:12:22.939416

    		-3.8 ms

  





  

    		2025-04-17 02:12:25.061106

    		-3.2 ms

  





  

    		2025-04-17 03:12:27.936305

    		-5.0 ms

  





  

    		2025-04-17 04:12:30.583207

    		1.0 ms

  





  

    		2025-04-17 05:12:32.699479

    		-1.4 ms

  





  

    		2025-04-17 06:12:35.451335

    		-0.8 ms

  





  

    		2025-04-17 07:12:38.308989

    		0.8 ms

  





  

    		2025-04-17 08:12:40.288663

    		-1.2 ms

  





  

    		2025-04-17 09:12:43.217846

    		0.3 ms

  





  

    		2025-04-17 10:12:45.27443

    		0.8 ms

  





  

    		2025-04-17 11:12:46.806564

    		0.4 ms

  





  

    		2025-04-17 12:12:48.858907

    		0.9 ms

  





  

    		2025-04-17 13:12:50.852461

    		-1.6 ms

  





  

    		2025-04-17 14:12:53.282486

    		-0.4 ms

  





  

    		2025-04-17 15:12:55.961894

    		0.2 ms

  





  

    		2025-04-17 16:12:59.404358

    		-0.5 ms

  





  

    		2025-04-17 17:13:01.509385

    		-11.7 ms

  





  

    		2025-04-17 18:13:05.758568

    		-1.5 ms

  





  

    		2025-04-17 19:13:08.200559

    		1.6 ms

  





  

    		2025-04-17 20:13:10.178962

    		2.1 ms

  





  

    		2025-04-17 21:13:12.846833

    		0.6 ms

  





  

    		2025-04-17 22:13:15.286192

    		-1.9 ms

  





  

    		2025-04-17 23:13:17.700387

    		-2.4 ms

  





  

    		2025-04-18 00:13:19.793473

    		-0.8 ms

  





  

    		2025-04-18 01:13:21.990511

    		0.8 ms

  





  

    		2025-04-18 02:13:24.502805

    		-1.0 ms

  





  

    		2025-04-18 03:13:27.165656

    		1.9 ms

  





  

    		2025-04-18 04:13:29.442137

    		-0.2 ms

  





  

    		2025-04-18 05:13:32.039035

    		0.1 ms

  





  

    		2025-04-18 06:13:34.315249

    		2.2 ms

  





  

    		2025-04-18 07:13:37.183192

    		1.4 ms

  





  

    		2025-04-18 08:13:39.413755

    		-0.9 ms

  





  

    		2025-04-18 09:13:42.493371

    		2.6 ms

  





  

    		2025-04-18 10:13:44.418353

    		1.7 ms

  





  

    		2025-04-18 11:13:45.992133

    		1.9 ms

  





  

    		2025-04-18 12:13:47.599237

    		0.3 ms

  





  

    		2025-04-18 13:13:51.193354

    		-0.5 ms

  





  

    		2025-04-18 14:13:54.08781

    		2.4 ms

  





  

    		2025-04-18 15:13:57.151841

    		0.6 ms

  





  

    		2025-04-18 16:13:58.596764

    		-0.5 ms

  





  

    		2025-04-18 17:14:00.263005

    		-0.5 ms

  





  

    		2025-04-18 18:14:03.170611

    		-1.4 ms

  





  

    		2025-04-18 19:14:05.781128

    		-0.8 ms

  





  

    		2025-04-18 20:14:08.043102

    		2.2 ms

  





  

    		2025-04-18 21:14:10.678881

    		0.0 ms

  





  

    		2025-04-18 22:14:12.917162

    		0.8 ms

  





  

    		2025-04-18 23:14:15.224806

    		-2.6 ms

  





  

    		2025-04-19 00:14:17.911602

    		-1.9 ms

  





  

    		2025-04-19 01:14:20.943519

    		-0.2 ms

  





  

    		2025-04-19 02:14:23.658621

    		-1.7 ms

  





  

    		2025-04-19 03:14:26.096691

    		0.4 ms

  





  

    		2025-04-19 04:14:28.486989

    		-1.0 ms

  





  

    		2025-04-19 05:14:31.013506

    		-0.4 ms

  





  

    		2025-04-19 06:14:33.139223

    		1.7 ms

  





  

    		2025-04-19 07:14:35.911306

    		0.1 ms

  





  

    		2025-04-19 08:14:37.939107

    		2.4 ms

  





  

    		2025-04-19 09:14:39.629214

    		2.1 ms

  





  

    		2025-04-19 10:14:42.431163

    		-2.1 ms

  





  

    		2025-04-19 11:14:45.426864

    		-0.7 ms

  





  

    		2025-04-19 12:14:47.804419

    		1.8 ms

  





  

    		2025-04-19 13:14:49.653429

    		-0.4 ms

  





  

    		2025-04-19 14:14:51.821538

    		1.9 ms

  





  

    		2025-04-19 15:14:53.511294

    		-2.2 ms

  





  

    		2025-04-19 16:14:55.1085

    		2.1 ms

  





  

    		2025-04-19 17:14:58.010134

    		-0.7 ms

  





  

    		2025-04-19 18:14:59.591989

    		-0.6 ms

  





  

    		2025-04-19 19:15:01.530413

    		-0.6 ms

  





  

    		2025-04-19 20:15:04.516091

    		-0.4 ms

  





  

    		2025-04-19 21:15:07.070489

    		1.0 ms

  





  

    		2025-04-19 22:15:09.539668

    		-1.4 ms

  





  

    		2025-04-19 23:15:11.938499

    		-1.9 ms

  





  

    		2025-04-20 00:15:14.163852

    		0.8 ms

  





  

    		2025-04-20 01:15:16.016201

    		0.5 ms

  





  

    		2025-04-20 02:15:18.694601

    		-0.8 ms

  





  

    		2025-04-20 03:15:20.738925

    		1.5 ms

  





  

    		2025-04-20 04:15:22.791185

    		-0.9 ms

  





  

    		2025-04-20 05:15:25.255456

    		-0.9 ms

  





  

    		2025-04-20 06:15:27.80631

    		1.8 ms

  





  

    		2025-04-20 07:15:29.568822

    		1.4 ms

  





  

    		2025-04-20 08:15:32.196404

    		0.0 ms

  





  

    		2025-04-20 09:15:34.137021

    		-0.8 ms

  





  

    		2025-04-20 10:15:36.697044

    		-0.6 ms

  





  

    		2025-04-20 11:15:39.158827

    		1.1 ms

  





  

    		2025-04-20 12:15:41.63132

    		-0.8 ms

  





  

    		2025-04-20 13:15:43.657726

    		1.2 ms

  





  

    		2025-04-20 14:15:45.721412

    		-0.9 ms

  





  

    		2025-04-20 15:15:47.36816

    		-0.7 ms

  





  

    		2025-04-20 16:15:49.650531

    		-1.2 ms

  





  

    		2025-04-20 17:15:52.95878

    		2.2 ms

  





  

    		2025-04-20 18:15:55.210535

    		1.6 ms

  





  

    		2025-04-20 19:15:57.683755

    		-0.8 ms

  





  

    		2025-04-20 20:15:59.772721

    		-1.1 ms

  





  

    		2025-04-20 21:16:01.636074

    		-1.3 ms

  





  

    		2025-04-20 22:16:04.386396

    		-1.7 ms

  





  

    		2025-04-20 23:16:07.066728

    		0.2 ms

  





  

    		2025-04-21 00:16:09.499339

    		-1.7 ms

  





  

    		2025-04-21 01:16:12.105623

    		0.6 ms

  





  

    		2025-04-21 02:16:14.850117

    		-1.7 ms

  





  

    		2025-04-21 03:16:17.355486

    		-1.4 ms

  





  

    		2025-04-21 04:16:20.121665

    		-0.5 ms

  





  

    		2025-04-21 05:16:23.095036

    		-0.7 ms

  





  

    		2025-04-21 06:16:25.595487

    		1.3 ms

  





  

    		2025-04-21 07:16:28.130844

    		-0.3 ms

  





  

    		2025-04-21 08:16:31.510069

    		0.0 ms

  





  

    		2025-04-21 09:16:35.801687

    		1.2 ms

  





  

    		2025-04-21 10:16:37.256272

    		2.5 ms

  





  

    		2025-04-21 11:16:38.983004

    		1.3 ms

  





  

    		2025-04-21 12:16:41.488066

    		0.7 ms

  





  

    		2025-04-21 13:16:43.613782

    		0.4 ms

  





  

    		2025-04-21 14:16:46.37903

    		1.5 ms

  





  

    		2025-04-21 15:16:48.732304

    		-0.2 ms

  





  

    		2025-04-21 16:16:50.494986

    		1.8 ms

  





  

    		2025-04-21 17:16:52.313754

    		-1.0 ms

  





  

    		2025-04-21 18:16:54.270943

    		-0.8 ms

  





  

    		2025-04-21 19:16:56.314771

    		1.4 ms

  





  

    		2025-04-21 20:16:58.257865

    		0.7 ms

  





  

    		2025-04-21 21:17:00.213486

    		-1.9 ms

  





  

    		2025-04-21 22:17:02.545485

    		2.3 ms

  





  

    		2025-04-21 23:17:05.537721

    		-0.6 ms

  





  

    		2025-04-22 00:17:08.004872

    		1.3 ms

  





  

    		2025-04-22 01:17:10.587184

    		0.8 ms

  





  

    		2025-04-22 02:17:13.042059

    		0.8 ms

  





  

    		2025-04-22 03:17:15.767814

    		1.9 ms

  





  

    		2025-04-22 04:17:18.492947

    		2.5 ms

  





  

    		2025-04-22 05:17:21.151314

    		1.2 ms

  





  

    		2025-04-22 06:17:23.046193

    		0.0 ms

  





  

    		2025-04-22 07:17:25.504104

    		-0.1 ms

  





  

    		2025-04-22 08:17:26.969937

    		1.8 ms

  





  

    		2025-04-22 09:17:29.12228

    		0.0 ms

  





  

    		2025-04-22 10:17:30.94269

    		4.3 ms

  





  

    		2025-04-22 11:17:33.544961

    		-2.1 ms

  





  

    		2025-04-22 12:17:35.286754

    		-0.9 ms

  





  

    		2025-04-22 13:17:36.854711

    		1.2 ms

  





  

    		2025-04-22 14:17:38.807073

    		-1.5 ms

  





  

    		2025-04-22 15:17:40.350661

    		-0.6 ms

  





  

    		2025-04-22 16:17:43.377639

    		-1.0 ms

  





  

    		2025-04-22 17:17:45.508013

    		1.2 ms

  





  

    		2025-04-22 18:17:47.605398

    		-0.1 ms

  





  

    		2025-04-22 19:17:49.337169

    		-1.5 ms

  





  

    		2025-04-22 20:17:52.693811

    		-1.3 ms

  





  

    		2025-04-22 21:17:55.22284

    		-0.6 ms

  





  

    		2025-04-22 22:17:56.967296

    		0.9 ms

  





  

    		2025-04-22 23:17:59.338508

    		-2.1 ms

  





  

    		2025-04-23 00:18:01.277865

    		-0.7 ms

  





  

    		2025-04-23 01:18:03.262188

    		-0.7 ms

  





  

    		2025-04-23 02:18:05.457813

    		-1.1 ms

  





  

    		2025-04-23 03:18:08.197536

    		-1.4 ms

  





  

    		2025-04-23 04:18:10.14116

    		-0.7 ms

  





  

    		2025-04-23 05:18:11.730069

    		1.8 ms

  





  

    		2025-04-23 06:18:15.853917

    		0.8 ms

  





  

    		2025-04-23 07:18:18.47254

    		-0.6 ms

  





  

    		2025-04-23 08:18:21.114239

    		2.3 ms

  





  

    		2025-04-23 09:18:23.705909

    		0.7 ms

  





  

    		2025-04-23 10:18:25.619466

    		1.4 ms

  





  

    		2025-04-23 11:18:27.850895

    		0.4 ms

  





  

    		2025-04-23 12:18:29.765023

    		0.2 ms

  





  

    		2025-04-23 13:18:31.636801

    		1.5 ms

  





  

    		2025-04-23 14:18:33.381025

    		1.3 ms

  





  

    		2025-04-23 15:18:35.75685

    		-0.4 ms

  





  

    		2025-04-23 16:18:37.532269

    		1.7 ms

  





  

    		2025-04-23 17:18:39.997693

    		-0.8 ms

  





  

    		2025-04-23 18:18:43.296888

    		0.2 ms

  





  

    		2025-04-23 19:18:46.067245

    		-4.5 ms

  





  

    		2025-04-23 20:18:48.861022

    		-3.0 ms

  





  

    		2025-04-23 21:18:50.99071

    		-2.2 ms

  





  

    		2025-04-23 22:18:53.452078

    		1.0 ms

  





  

    		2025-04-23 23:18:55.96054

    		4.2 ms

  





  

    		2025-04-24 00:18:58.53055

    		-0.5 ms

  





  

    		2025-04-24 01:19:00.8267

    		-2.7 ms

  





  

    		2025-04-24 02:19:02.559117

    		0.2 ms

  





  

    		2025-04-24 03:19:04.477593

    		-1.5 ms

  





  

    		2025-04-24 04:19:06.7463

    		-0.7 ms

  





  

    		2025-04-24 05:19:08.934259

    		-0.1 ms

  





  

    		2025-04-24 06:19:10.883061

    		0.2 ms

  





  

    		2025-04-24 07:19:12.872591

    		-0.5 ms

  





  

    		2025-04-24 08:19:15.064958

    		1.5 ms

  





  

    		2025-04-24 09:19:17.054098

    		-1.8 ms

  





  

    		2025-04-24 10:19:19.673128

    		-4.2 ms

  





  

    		2025-04-24 11:19:21.306489

    		-0.7 ms

  





  

    		2025-04-24 12:19:23.909996

    		-0.4 ms

  





  

    		2025-04-24 13:19:26.465052

    		-2.1 ms

  





  

    		2025-04-24 14:19:28.259198

    		-3.1 ms

  





  

    		2025-04-24 15:19:30.20677

    		-0.7 ms

  





  

    		2025-04-24 16:19:33.112759

    		1.8 ms

  





  

    		2025-04-24 17:19:36.381198

    		-94.9 ms

  





  

    		2025-04-24 18:19:40.345877

    		-5.3 ms

  





  

    		2025-04-24 19:19:42.254557

    		-2.4 ms

  





  

    		2025-04-24 20:19:44.76131

    		-3.4 ms

  





  

    		2025-04-24 21:19:46.868582

    		-4.1 ms

  





  

    		2025-04-24 22:19:49.072282

    		-4.9 ms

  





  

    		2025-04-24 23:19:51.554588

    		-2.4 ms

  





  

    		2025-04-25 00:19:54.063167

    		-2.0 ms

  





  

    		2025-04-25 01:19:55.916022

    		2.2 ms

  





  

    		2025-04-25 02:19:57.73582

    		0.4 ms

  





  

    		2025-04-25 03:20:00.149806

    		-1.3 ms

  





  

    		2025-04-25 04:20:02.000834

    		0.0 ms

  





  

    		2025-04-25 05:20:04.101227

    		0.9 ms

  





  

    		2025-04-25 06:20:06.975351

    		-0.6 ms

  





  

    		2025-04-25 07:20:10.337664

    		0.1 ms

  





  

    		2025-04-25 08:20:12.816758

    		0.2 ms

  





  

    		2025-04-25 09:20:15.121214

    		2.2 ms

  





  

    		2025-04-25 10:20:17.169337

    		6.7 ms

  





  

    		2025-04-25 11:20:19.905484

    		-0.1 ms

  





  

    		2025-04-25 12:20:21.426255

    		2.1 ms

  





  

    		2025-04-25 13:20:23.569273

    		-1.3 ms

  





  

    		2025-04-25 14:20:25.338635

    		-0.1 ms

  





  

    		2025-04-25 15:20:26.890609

    		0.7 ms

  





  

    		2025-04-25 16:20:28.943255

    		2.5 ms

  





  

    		2025-04-25 17:20:31.712208

    		-1.4 ms

  





  

    		2025-04-25 18:20:33.25674

    		-0.5 ms

  





  

    		2025-04-25 19:20:35.220198

    		-0.5 ms

  





  

    		2025-04-25 20:20:37.202996

    		0.1 ms

  





  

    		2025-04-25 21:20:38.844465

    		-2.9 ms

  





  

    		2025-04-25 22:20:40.585353

    		-1.5 ms

  





  

    		2025-04-25 23:20:42.712782

    		0.8 ms

  





  

    		2025-04-26 00:20:44.660316

    		1.1 ms

  





  

    		2025-04-26 01:20:47.060165

    		-0.5 ms

  





  

    		2025-04-26 02:20:49.073179

    		-2.1 ms

  





  

    		2025-04-26 03:20:51.272671

    		1.0 ms

  





  

    		2025-04-26 04:20:53.280299

    		-1.6 ms

  





  

    		2025-04-26 05:20:55.740326

    		-1.0 ms

  





  

    		2025-04-26 06:20:57.766704

    		-1.1 ms

  





  

    		2025-04-26 07:21:01.690661

    		-1.4 ms

  





  

    		2025-04-26 08:21:03.359997

    		2.1 ms

  





  

    		2025-04-26 09:21:05.524976

    		-0.8 ms

  





  

    		2025-04-26 10:21:07.130456

    		6.1 ms

  





  

    		2025-04-26 11:21:08.919206

    		-0.3 ms

  





  

    		2025-04-26 12:21:11.62853

    		0.7 ms

  





  

    		2025-04-26 13:21:13.933376

    		-0.7 ms

  





  

    		2025-04-26 14:21:15.426936

    		-1.7 ms

  





  

    		2025-04-26 15:21:17.206052

    		2.0 ms

  





  

    		2025-04-26 16:21:19.473483

    		-0.2 ms

  





  

    		2025-04-26 17:21:21.665398

    		-0.6 ms

  





  

    		2025-04-26 18:21:23.920062

    		-0.1 ms

  





  

    		2025-04-26 19:21:25.684449

    		2.0 ms

  





  

    		2025-04-26 20:21:28.048598

    		0.8 ms

  





  

    		2025-04-26 21:21:30.840824

    		1.9 ms

  





  

    		2025-04-26 22:21:33.354924

    		1.3 ms

  





  

    		2025-04-26 23:21:35.69964

    		2.0 ms

  





  

    		2025-04-27 00:21:38.09903

    		-0.4 ms

  





  

    		2025-04-27 01:21:40.124128

    		1.0 ms

  





  

    		2025-04-27 02:21:42.144002

    		-1.2 ms

  





  

    		2025-04-27 03:21:44.407469

    		-4.0 ms

  





  

    		2025-04-27 04:21:46.801267

    		-2.2 ms

  





  

    		2025-04-27 05:21:49.017801

    		0.3 ms

  





  

    		2025-04-27 06:21:50.927279

    		2.9 ms

  





  

    		2025-04-27 07:21:54.258167

    		4.5 ms

  





  

    		2025-04-27 08:21:56.81057

    		2.1 ms

  





  

    		2025-04-27 09:21:59.029891

    		0.7 ms

  





  

    		2025-04-27 10:22:00.460428

    		-1.0 ms

  





  

    		2025-04-27 11:22:01.985654

    		-1.0 ms

  





  

    		2025-04-27 12:22:04.629002

    		2.0 ms

  





  

    		2025-04-27 13:22:06.246207

    		1.7 ms

  





  

    		2025-04-27 14:22:09.1742

    		1.9 ms

  





  

    		2025-04-27 15:22:11.992025

    		1.1 ms

  





  

    		2025-04-27 16:22:13.509151

    		-1.9 ms

  





  

    		2025-04-27 17:22:15.850696

    		2.5 ms

  





  

    		2025-04-27 18:22:18.759272

    		1.9 ms

  





  

    		2025-04-27 19:22:20.795624

    		-0.3 ms

  





  

    		2025-04-27 20:22:23.65804

    		1.5 ms

  





  

    		2025-04-27 21:22:26.700401

    		-1.3 ms

  





  

    		2025-04-27 22:22:28.736849

    		-0.5 ms

  





  

    		2025-04-27 23:22:31.142024

    		1.6 ms

  





  

    		2025-04-28 00:22:33.347057

    		-1.5 ms

  





  

    		2025-04-28 01:22:35.418497

    		-0.6 ms

  





  

    		2025-04-28 02:22:37.908431

    		-1.2 ms

  





  

    		2025-04-28 03:22:40.020237

    		1.3 ms

  





  

    		2025-04-28 04:22:41.97198

    		-0.6 ms

  





  

    		2025-04-28 05:22:44.165214

    		1.2 ms

  





  

    		2025-04-28 06:22:47.296713

    		2.7 ms

  





  

    		2025-04-28 07:22:48.878906

    		-0.1 ms

  





  

    		2025-04-28 08:22:50.758064

    		0.5 ms

  





  

    		2025-04-28 09:22:52.325817

    		-0.1 ms

  





  

    		2025-04-28 10:22:53.965749

    		4.3 ms

  





  

    		2025-04-28 11:22:56.031006

    		0.4 ms

  





  

    		2025-04-28 12:22:59.095174

    		0.8 ms

  





  

    		2025-04-28 13:23:00.790898

    		0.2 ms

  





  

    		2025-04-28 14:23:03.48938

    		1.9 ms

  





  

    		2025-04-28 15:23:05.985599

    		0.8 ms

  





  

    		2025-04-28 16:23:07.630074

    		1.9 ms

  





  

    		2025-04-28 17:23:09.567345

    		1.4 ms

  





  

    		2025-04-28 18:23:11.662361

    		-1.7 ms

  





  

    		2025-04-28 19:23:13.596142

    		1.2 ms

  





  

    		2025-04-28 20:23:15.523134

    		-3.5 ms

  





  

    		2025-04-28 21:23:17.69803

    		-1.3 ms

  





  

    		2025-04-28 22:23:19.730109

    		-1.7 ms

  





  

    		2025-04-28 23:23:22.489422

    		0.0 ms

  





  

    		2025-04-29 00:23:24.789188

    		-2.2 ms

  





  

    		2025-04-29 01:23:26.879769

    		-1.4 ms

  





  

    		2025-04-29 02:23:29.059

    		-0.9 ms

  





  

    		2025-04-29 03:23:31.146876

    		-0.8 ms

  





  

    		2025-04-29 04:23:33.178564

    		1.2 ms

  





  

    		2025-04-29 05:23:35.708227

    		-1.0 ms

  





  

    		2025-04-29 06:23:38.476593

    		-0.9 ms

  





  

    		2025-04-29 07:23:40.026303

    		10.7 ms

  





  

    		2025-04-29 08:23:42.034006

    		-0.2 ms

  





  

    		2025-04-29 09:23:44.181822

    		-1.8 ms

  





  

    		2025-04-29 10:23:46.27446

    		3.4 ms

  





  

    		2025-04-29 11:23:48.586004

    		0.0 ms

  





  

    		2025-04-29 12:23:50.266728

    		0.7 ms

  





  

    		2025-04-29 13:23:53.504757

    		0.3 ms

  





  

    		2025-04-29 14:23:55.618755

    		-1.7 ms

  





  

    		2025-04-29 15:23:57.60404

    		-1.4 ms

  





  

    		2025-04-29 16:23:59.318733

    		-1.3 ms

  





  

    		2025-04-29 17:24:01.325546

    		0.2 ms

  





  

    		2025-04-29 18:24:03.084823

    		1.8 ms

  





  

    		2025-04-29 19:24:05.841937

    		-0.8 ms

  





  

    		2025-04-29 20:24:08.721257

    		-1.9 ms

  





  

    		2025-04-29 21:24:12.339311

    		-2.7 ms

  





  

    		2025-04-29 22:24:14.632106

    		0.4 ms

  





  

    		2025-04-29 23:24:17.476314

    		2.2 ms

  





  

    		2025-04-30 00:24:19.827303

    		-1.0 ms

  





  

    		2025-04-30 01:24:21.892582

    		0.0 ms

  





  

    		2025-04-30 02:24:24.351696

    		1.8 ms

  





  

    		2025-04-30 03:24:27.120565

    		-1.1 ms

  





  

    		2025-04-30 04:24:29.161841

    		1.5 ms

  





  

    		2025-04-30 05:24:32.102406

    		2.5 ms

  





  

    		2025-04-30 06:24:33.752651

    		-0.7 ms

  





  

    		2025-04-30 07:24:35.807761

    		0.8 ms

  





  

    		2025-04-30 08:24:37.499151

    		1.2 ms

  





  

    		2025-04-30 09:24:39.330462

    		0.1 ms

  





  

    		2025-04-30 10:24:41.375306

    		3.6 ms

  





  

    		2025-04-30 11:24:43.608115

    		1.2 ms

  





  

    		2025-04-30 12:24:45.906861

    		-0.3 ms

  





  

    		2025-04-30 13:24:47.64731

    		0.5 ms

  





  

    		2025-04-30 14:24:50.442865

    		-0.3 ms

  





  

    		2025-04-30 15:24:52.291495

    		2.6 ms

  





  

    		2025-04-30 16:24:54.846981

    		0.7 ms

  





  

    		2025-04-30 17:24:57.650385

    		-0.1 ms

  





  

    		2025-04-30 18:25:00.522816

    		-0.6 ms

  





  

    		2025-04-30 19:25:02.426749

    		-0.6 ms

  





  

    		2025-04-30 20:25:04.401421

    		-0.8 ms

  





  

    		2025-04-30 21:25:06.246885

    		-1.3 ms

  





  

    		2025-04-30 22:25:08.429653

    		1.6 ms

  





  

    		2025-04-30 23:25:10.434591

    		-0.5 ms

  





  

    		2025-05-01 00:25:12.212315

    		-1.3 ms

  





  

    		2025-05-01 01:25:14.197971

    		-1.1 ms

  





  

    		2025-05-01 02:25:16.206005

    		-1.1 ms

  





  

    		2025-05-01 03:25:18.209061

    		-1.1 ms

  





  

    		2025-05-01 04:25:20.069591

    		-0.8 ms

  





  

    		2025-05-01 05:25:22.126667

    		-0.7 ms

  





  

    		2025-05-01 06:25:24.013218

    		2.2 ms

  





  

    		2025-05-01 07:25:25.683965

    		0.4 ms

  





  

    		2025-05-01 08:25:28.373178

    		1.8 ms

  





  

    		2025-05-01 09:25:31.026208

    		1.2 ms

  





  

    		2025-05-01 10:25:32.568893

    		3.6 ms

  





  

    		2025-05-01 11:25:34.744428

    		2.2 ms

  





  

    		2025-05-01 12:25:36.236866

    		0.8 ms

  





  

    		2025-05-01 13:25:37.721635

    		-0.5 ms

  





  

    		2025-05-01 14:25:39.357551

    		-0.4 ms

  





  

    		2025-05-01 15:25:42.107711

    		0.0 ms

  





  

    		2025-05-01 16:25:43.762486

    		-0.8 ms

  





  

    		2025-05-01 17:25:46.834955

    		-0.3 ms

  





  

    		2025-05-01 18:25:48.991835

    		-1.4 ms

  





  

    		2025-05-01 19:25:50.838897

    		-1.4 ms

  





  

    		2025-05-01 20:25:53.046398

    		-0.5 ms

  





  

    		2025-05-01 21:25:55.248985

    		2.1 ms

  





  

    		2025-05-01 22:25:56.848843

    		2.6 ms

  





  

    		2025-05-01 23:25:59.24132

    		2.0 ms

  





  

    		2025-05-02 00:26:01.635486

    		-2.4 ms

  





  

    		2025-05-02 01:26:03.529938

    		-1.8 ms

  





  

    		2025-05-02 02:26:05.456227

    		-2.0 ms

  





  

    		2025-05-02 03:26:07.910482

    		0.2 ms

  





  

    		2025-05-02 04:26:09.673483

    		-2.6 ms

  





  

    		2025-05-02 05:26:11.960941

    		-1.3 ms

  





  

    		2025-05-02 06:26:15.227426

    		1.3 ms

  





  

    		2025-05-02 07:26:18.271562

    		-0.5 ms

  





  

    		2025-05-02 08:26:21.058032

    		0.0 ms

  





  

    		2025-05-02 09:26:23.44819

    		2.4 ms

  





  

    		2025-05-02 10:26:26.489037

    		1.2 ms

  





  

    		2025-05-02 11:26:28.254528

    		-1.3 ms

  





  

    		2025-05-02 12:26:29.99633

    		-0.4 ms

  





  

    		2025-05-02 13:26:32.026264

    		3.1 ms

  





  

    		2025-05-02 14:26:34.153545

    		-0.4 ms

  





  

    		2025-05-02 15:26:36.929153

    		0.4 ms

  





  

    		2025-05-02 16:26:40.013655

    		1.3 ms

  





  

    		2025-05-02 17:26:42.139155

    		2.0 ms

  





  

    		2025-05-02 18:26:44.681411

    		1.4 ms

  





  

    		2025-05-02 19:26:46.665487

    		-0.7 ms

  





  

    		2025-05-02 20:26:48.452241

    		0.3 ms

  





  

    		2025-05-02 21:26:50.552971

    		-1.5 ms

  





  

    		2025-05-02 22:26:52.339145

    		0.0 ms

  





  

    		2025-05-02 23:26:54.064509

    		0.5 ms

  





  

    		2025-05-03 00:26:55.920974

    		-6.2 ms

  





  

    		2025-05-03 01:26:58.970538

    		-0.8 ms

  





  

    		2025-05-03 02:27:01.107115

    		1.5 ms

  





  

    		2025-05-03 03:27:03.168547

    		1.4 ms

  





  

    		2025-05-03 04:27:05.171721

    		1.1 ms

  





  

    		2025-05-03 05:27:06.944076

    		-0.6 ms

  





  

    		2025-05-03 06:27:08.890088

    		-0.9 ms

  





  

    		2025-05-03 07:27:11.341835

    		1.7 ms

  





  

    		2025-05-03 08:27:13.699685

    		-0.6 ms

  





  

    		2025-05-03 09:27:15.261397

    		1.9 ms

  





  

    		2025-05-03 10:27:16.896024

    		1.3 ms

  





  

    		2025-05-03 11:27:18.456795

    		3.2 ms

  





  

    		2025-05-03 12:27:20.003047

    		1.2 ms

  





  

    		2025-05-03 13:27:21.653759

    		1.4 ms

  





  

    		2025-05-03 14:27:23.181483

    		-1.1 ms

  





  

    		2025-05-03 15:27:25.361738

    		-0.7 ms

  





  

    		2025-05-03 16:27:27.924034

    		-1.7 ms

  





  

    		2025-05-03 17:27:30.334648

    		-1.5 ms

  





  

    		2025-05-03 18:27:31.859138

    		1.2 ms

  





  

    		2025-05-03 19:27:34.179716

    		-0.3 ms

  





  

    		2025-05-03 20:27:36.677155

    		-0.3 ms

  





  

    		2025-05-03 21:27:38.985592

    		0.4 ms

  





  

    		2025-05-03 22:27:41.474847

    		-3.5 ms

  





  

    		2025-05-03 23:27:43.916667

    		-3.4 ms

  





  

    		2025-05-04 00:27:45.9133

    		-1.4 ms

  





  

    		2025-05-04 01:27:47.680681

    		-0.7 ms

  





  

    		2025-05-04 02:27:49.525207

    		-0.7 ms

  





  

    		2025-05-04 03:27:51.622471

    		2.1 ms

  





  

    		2025-05-04 04:27:53.43646

    		2.8 ms

  





  

    		2025-05-04 05:27:55.164325

    		-0.4 ms

  





  

    		2025-05-04 06:27:57.124875

    		-0.7 ms

  





  

    		2025-05-04 07:27:59.454996

    		-0.1 ms

  





  

    		2025-05-04 08:28:02.149308

    		0.4 ms

  





  

    		2025-05-04 09:28:05.512394

    		2.2 ms

  





  

    		2025-05-04 10:28:07.531356

    		-1.6 ms

  





  

    		2025-05-04 11:28:09.28575

    		1.3 ms

  





  

    		2025-05-04 12:28:10.894857

    		-0.9 ms

  





  

    		2025-05-04 13:28:12.734863

    		-1.5 ms

  





  

    		2025-05-04 14:28:14.84866

    		1.0 ms

  





  

    		2025-05-04 15:28:16.901107

    		0.3 ms

  





  

    		2025-05-04 16:28:18.451015

    		-1.2 ms

  





  

    		2025-05-04 17:28:19.874456

    		-1.3 ms

  





  

    		2025-05-04 18:28:22.593778

    		-1.7 ms

  





  

    		2025-05-04 19:28:24.244512

    		1.4 ms

  





  

    		2025-05-04 20:28:26.977277

    		2.4 ms

  





  

    		2025-05-04 21:28:29.791201

    		0.0 ms

  





  

    		2025-05-04 22:28:32.311202

    		-1.6 ms

  





  

    		2025-05-04 23:28:34.93243

    		-0.8 ms

  





  

    		2025-05-05 00:28:36.97798

    		-2.8 ms

  





  

    		2025-05-05 01:28:40.372688

    		-1.5 ms

  





  

    		2025-05-05 02:28:42.825104

    		-0.9 ms

  





  

    		2025-05-05 03:28:45.228151

    		0.7 ms

  





  

    		2025-05-05 04:28:47.142394

    		0.7 ms

  





  

    		2025-05-05 05:28:49.642589

    		0.5 ms

  





  

    		2025-05-05 06:28:52.393626

    		1.0 ms

  





  

    		2025-05-05 07:28:54.94349

    		0.8 ms

  





  

    		2025-05-05 08:28:56.90916

    		0.4 ms

  





  

    		2025-05-05 09:28:59.25214

    		-0.6 ms

  





  

    		2025-05-05 10:29:00.856483

    		2.2 ms

  





  

    		2025-05-05 11:29:02.442292

    		-0.6 ms

  





  

    		2025-05-05 12:29:04.210811

    		1.0 ms

  





  

    		2025-05-05 13:29:06.623858

    		2.2 ms

  





  

    		2025-05-05 14:29:09.350268

    		1.7 ms

  





  

    		2025-05-05 15:29:11.011818

    		2.4 ms

  





  

    		2025-05-05 16:29:12.708175

    		-0.6 ms

  





  

    		2025-05-05 17:29:14.334862

    		1.5 ms

  





  

    		2025-05-05 18:29:16.467533

    		-0.5 ms

  





  

    		2025-05-05 19:29:18.787342

    		1.5 ms

  





  

    		2025-05-05 20:29:20.487063

    		-1.1 ms

  





  

    		2025-05-05 21:29:22.577738

    		-1.5 ms

  





  

    		2025-05-05 22:29:24.913193

    		-1.1 ms

  





  

    		2025-05-05 23:29:26.724343

    		-1.3 ms

  





  

    		2025-05-06 00:29:28.559417

    		0.4 ms

  





  

    		2025-05-06 01:29:30.208528

    		1.3 ms

  





  

    		2025-05-06 02:29:31.995433

    		-2.5 ms

  





  

    		2025-05-06 03:29:34.063675

    		-0.2 ms

  





  

    		2025-05-06 04:29:35.903035

    		2.6 ms

  





  

    		2025-05-06 05:29:38.211821

    		0.3 ms

  





  

    		2025-05-06 06:29:40.618886

    		0.7 ms

  





  

    		2025-05-06 07:29:42.740308

    		2.1 ms

  





  

    		2025-05-06 08:29:44.456394

    		3.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-04-30 09:33:31.875 UTC

    		90.231.37.203

    		Anneli Arohlén (AA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-04-30 09:34:16.806 UTC

    		90.231.37.203

    		Anneli Arohlén (AA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-05 08:19:07.694 UTC

    		130.241.30.113

    		Tove Ekroth (TE) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-05 08:20:21.359 UTC

    		130.241.30.113

    		Tove Ekroth (TE) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.

  

  

    		2025-05-06 09:03:22.933 UTC

    		130.241.255.128

    		Charlotta Pettersson (CP) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-06 09:04:09.444 UTC

    		130.241.255.128

    		Charlotta Pettersson (CP) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-04-23 14:15:09 UTC.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Evidence quality of Scrive e-signed documents
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


{"access_token":"e4126dbf08d90d81","author_attachments":[],"auto_remind_time":null,"confirmation_message":"","ctime":"2025-04-30T09:21:11.85029Z","date_format":"%Y-%m-%d","days_to_sign":90,"display_options":{"allow_reject_reason":true,"document_is_receipt":false,"show_arrow":true,"show_footer":true,"show_form":false,"show_form_arrow":true,"show_header":true,"show_pdf_download":true,"show_reject_option":true},"experimental_features":{"pades_evidence_file_type":"bundled","process_management":"esign","signatory_status_summary":"document_signed","use_new_signview":true},"file":{"id":"9222591558084204818","name":"Protokoll Kårstyrelsemöte 12 (25-04-23).pdf"},"folder_id":"337517","from_shareable_link":false,"id":"9222115557545581986","invitation_message":"","is_deleted":false,"is_saved":true,"is_shared":false,"is_template":false,"is_trashed":false,"lang":"sv","mtime":"2025-05-06T09:04:27.34082Z","object_version":19,"parties":[{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"email","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":true,"type":"name","value":"Anneli"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":true,"type":"name","value":"Arohlén"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"anneli.arohlen@gota.gu.se"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":"Göta Studentkår"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"**********"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 1","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":1,"tip":"left","wrel":4.23076e-2,"xrel":0.12930314912579588,"yrel":5.131420547827663e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 2","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":2,"tip":"left","wrel":4.23076e-2,"xrel":0.12970454289362982,"yrel":5.1160300893746256e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 3","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":3,"tip":"left","wrel":4.23076e-2,"xrel":0.12921667245718152,"yrel":5.155104334458602e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 4","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":4,"tip":"left","wrel":4.23076e-2,"xrel":0.12970907651461086,"yrel":5.124863336443494e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 5","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":5,"tip":"left","wrel":4.23076e-2,"xrel":0.12922117673433745,"yrel":5.0946389353436275e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 6","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":6,"tip":"left","wrel":4.23076e-2,"xrel":0.12873329162597658,"yrel":5.133690058971899e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 7","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":7,"tip":"left","wrel":4.23076e-2,"xrel":0.12922571035531852,"yrel":5.103465657872093e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 8","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":8,"tip":"left","wrel":4.23076e-2,"xrel":0.12873779590313253,"yrel":5.1424774640587506e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 9","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":9,"tip":"left","wrel":4.23076e-2,"xrel":0.12923019996056193,"yrel":5.112246939348059e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 10","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":10,"tip":"left","wrel":4.23076e-2,"xrel":0.12972261868990387,"yrel":5.082016414637244e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 11","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":11,"tip":"left","wrel":4.23076e-2,"xrel":0.129234733581543,"yrel":5.2597636102664734e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 12","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":12,"tip":"left","wrel":4.23076e-2,"xrel":0.12972713763897237,"yrel":5.160197296777137e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 13","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":13,"tip":"left","wrel":4.23076e-2,"xrel":0.12923926720252407,"yrel":5.199236173183636e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 14","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":14,"tip":"left","wrel":4.23076e-2,"xrel":0.1297316565880409,"yrel":5.1690720361345234e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 15","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":15,"tip":"left","wrel":4.23076e-2,"xrel":0.12924377147968,"yrel":5.138802193981848e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 16","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":16,"tip":"left","wrel":4.23076e-2,"xrel":0.12875588637131913,"yrel":5.177946775491538e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 17","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":17,"tip":"left","wrel":4.23076e-2,"xrel":0.12826797191913314,"yrel":5.216931511458478e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 18","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":18,"tip":"left","wrel":4.23076e-2,"xrel":0.1287604199923002,"yrel":5.186580458646526e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 19","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":19,"tip":"left","wrel":4.23076e-2,"xrel":0.12925283872164214,"yrel":5.1564433918172545e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 20","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":20,"tip":"left","wrel":4.23076e-2,"xrel":0.12876489492563103,"yrel":5.126119409225143e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_obligatory":true,"name":"signature 1","placements":[{"anchors":[],"fsrel":1.6842105263157894e-2,"hrel":6.846658558647013e-2,"page":20,"tip":"left","wrel":0.35875100062443654,"xrel":0.5167274797879733,"yrel":0.4843859594509194}],"should_be_filled_by_sender":false,"signature":"9222591558084221305","type":"signature"}],"has_authenticated_to_view":false,"hide_personal_number":true,"highlighted_pages":[],"id":"9221402946480542058","is_author":true,"is_signatory":true,"mobile_delivery_status":"unknown","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2025-04-30T09:33:30.62828Z","sign_order":1,"sign_policy":"immediate","sign_time":"2025-04-30T09:34:33.08869Z","signatory_role":"signing_party","user_id":"9221662934817060707"},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"none","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Charlotta"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Pettersson"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"ordf@gota.gu.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":""},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"mobile","value":""},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"************"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 1","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":1,"tip":"left","wrel":4.23076e-2,"xrel":5.3728772676908045e-2,"yrel":5.1462665197397076e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 2","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":2,"tip":"left","wrel":4.23076e-2,"xrel":5.4221176734337434e-2,"yrel":5.116023965763724e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 3","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":3,"tip":"left","wrel":4.23076e-2,"xrel":5.3733284290020306e-2,"yrel":5.085797389817123e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 4","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":4,"tip":"left","wrel":4.23076e-2,"xrel":5.422569568340595e-2,"yrel":5.1248755836652046e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 5","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":5,"tip":"left","wrel":4.23076e-2,"xrel":5.3737810575045064e-2,"yrel":5.1639267072935376e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 6","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":6,"tip":"left","wrel":4.23076e-2,"xrel":5.3249910794771656e-2,"yrel":5.133702306193671e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 7","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":7,"tip":"left","wrel":4.23076e-2,"xrel":5.3742329524113605e-2,"yrel":5.03415693931329e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 8","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":8,"tip":"left","wrel":4.23076e-2,"xrel":5.325444441575273e-2,"yrel":5.1424774640587506e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 9","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":9,"tip":"left","wrel":4.23076e-2,"xrel":5.374683380126955e-2,"yrel":5.0429775382308695e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 10","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":10,"tip":"left","wrel":4.23076e-2,"xrel":5.3258948692908675e-2,"yrel":5.0820286618591407e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 11","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":11,"tip":"left","wrel":4.23076e-2,"xrel":5.3751367422250625e-2,"yrel":5.121079785487411e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 12","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":12,"tip":"left","wrel":4.23076e-2,"xrel":5.424375680776745e-2,"yrel":5.1601850495552416e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 13","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":13,"tip":"left","wrel":4.23076e-2,"xrel":5.2775575197660025e-2,"yrel":5.1298217495217645e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 14","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":14,"tip":"left","wrel":4.23076e-2,"xrel":5.3267971919133135e-2,"yrel":5.169099106354117e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 15","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":15,"tip":"left","wrel":4.23076e-2,"xrel":5.222776575753268e-2,"yrel":5.089267112081356e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 16","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":16,"tip":"left","wrel":4.23076e-2,"xrel":5.327251287607049e-2,"yrel":5.247174283390818e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 17","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":17,"tip":"left","wrel":4.23076e-2,"xrel":5.4745206099290136e-2,"yrel":5.216956005902022e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 18","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":18,"tip":"left","wrel":4.23076e-2,"xrel":5.3277024489182714e-2,"yrel":5.186713233969435e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 19","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":19,"tip":"left","wrel":4.23076e-2,"xrel":5.27891540527344e-2,"yrel":5.0871346732584505e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 20","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":20,"tip":"left","wrel":4.23076e-2,"xrel":5.32815140944261e-2,"yrel":5.126092339005302e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_obligatory":true,"name":"signature 1","placements":[{"anchors":[],"fsrel":1.6842105263157894e-2,"hrel":6.569429613610928e-2,"page":20,"tip":"left","wrel":0.34698735457200264,"xrel":0.12460606208214395,"yrel":0.4857720745301042}],"should_be_filled_by_sender":false,"signature":"9222591558088612193","type":"signature"}],"has_authenticated_to_view":false,"hide_personal_number":true,"highlighted_pages":[],"id":"9221402946480542059","is_author":false,"is_signatory":true,"mobile_delivery_status":"unknown","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2025-05-06T09:03:20.99452Z","sign_order":1,"sign_policy":"immediate","sign_time":"2025-05-06T09:04:27.34082Z","signatory_role":"signing_party","user_id":null},{"allows_highlighting":false,"api_delivery_url":null,"attachments":[],"authentication_method_to_sign":"se_bankid","authentication_method_to_view":"standard","authentication_method_to_view_archived":"standard","authentications":{"sign":{"name":"se_bankid"},"view":{"name":"standard"},"view_archived":{"name":"standard"}},"can_forward":false,"confirmation_delivery_method":"none","confirmation_email_delivery_status":"unknown","deferred_time":null,"delivery_method":"email","document_roles":[],"email_delivery_status":"delivered","experimental":{"signatory_status":"document_signed"},"fields":[{"editable_by_signatory":false,"is_obligatory":true,"order":1,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Tove"},{"editable_by_signatory":false,"is_obligatory":true,"order":2,"placements":[],"should_be_filled_by_sender":false,"type":"name","value":"Ekroth"},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":true,"type":"email","value":"vice.samsek@gota.gu.se"},{"placements":[],"type":"full_name"},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"company","value":""},{"editable_by_signatory":false,"is_obligatory":false,"placements":[],"should_be_filled_by_sender":false,"type":"mobile","value":""},{"editable_by_signatory":false,"is_obligatory":true,"placements":[],"should_be_filled_by_sender":false,"type":"personal_number","value":"*************"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 1","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":1,"tip":"left","wrel":4.23076e-2,"xrel":0.20513693918815407,"yrel":5.06211286657607e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 2","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":2,"tip":"left","wrel":4.23076e-2,"xrel":0.2032273160494291,"yrel":5.116021790916944e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 3","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":3,"tip":"left","wrel":4.23076e-2,"xrel":0.20470003861647387,"yrel":5.0857851425953206e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 4","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":4,"tip":"left","wrel":4.23076e-2,"xrel":0.20519244267390324,"yrel":5.0555336712756735e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 5","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":5,"tip":"left","wrel":4.23076e-2,"xrel":0.20372425372783953,"yrel":5.094645058954576e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 6","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":6,"tip":"left","wrel":4.23076e-2,"xrel":0.2042166724571815,"yrel":5.064381340413095e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 7","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":7,"tip":"left","wrel":4.23076e-2,"xrel":0.2047090765146109,"yrel":5.03415693931329e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 8","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":8,"tip":"left","wrel":4.23076e-2,"xrel":0.20324087289663464,"yrel":5.2118255000591675e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 9","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":9,"tip":"left","wrel":4.23076e-2,"xrel":0.20471358079176685,"yrel":5.0429775382308695e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 10","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":10,"tip":"left","wrel":4.23076e-2,"xrel":0.20422571035531853,"yrel":5.1512980629763304e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 11","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":11,"tip":"left","wrel":4.23076e-2,"xrel":0.20569841825045074,"yrel":5.121106855707129e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 12","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":12,"tip":"left","wrel":4.23076e-2,"xrel":0.20423022930438703,"yrel":5.021567612437634e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 13","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":13,"tip":"left","wrel":4.23076e-2,"xrel":0.20472263336181643,"yrel":5.1298217495217645e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 14","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":14,"tip":"left","wrel":4.23076e-2,"xrel":0.20423471890963044,"yrel":5.169044965914682e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 15","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":15,"tip":"left","wrel":4.23076e-2,"xrel":0.2037468484731821,"yrel":5.138748053542412e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 16","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":16,"tip":"left","wrel":4.23076e-2,"xrel":0.20325896336482124,"yrel":5.108556846273211e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 17","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":17,"tip":"left","wrel":4.23076e-2,"xrel":0.20517405453286316,"yrel":5.207012822332438e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 18","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":18,"tip":"left","wrel":4.23076e-2,"xrel":0.20424378615159258,"yrel":5.1867918688526624e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 19","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":19,"tip":"left","wrel":4.23076e-2,"xrel":0.20308357249480075,"yrel":5.1862516727166415e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_checked":true,"is_obligatory":true,"name":"checkbox 20","placements":[{"anchors":[],"fsrel":0,"hrel":0,"page":20,"tip":"left","wrel":4.23076e-2,"xrel":0.20424830510066108,"yrel":5.1261439036686875e-2}],"should_be_filled_by_sender":false,"type":"checkbox"},{"is_obligatory":true,"name":"signature 1","placements":[{"anchors":[],"fsrel":1.6842105263157894e-2,"hrel":6.70796248664618e-2,"page":20,"tip":"left","wrel":0.34698732522817755,"xrel":0.12362577291635368,"yrel":0.6139913939982561}],"should_be_filled_by_sender":false,"signature":"9222591558087532315","type":"signature"}],"has_authenticated_to_view":false,"hide_personal_number":true,"highlighted_pages":[],"id":"9221402946480542416","is_author":false,"is_signatory":true,"mobile_delivery_status":"unknown","notification_delivery_method":"none","read_invitation_time":null,"rejected_time":null,"rejection_reason":null,"seen_time":"2025-05-05T08:19:06.43530Z","sign_order":1,"sign_policy":"immediate","sign_time":"2025-05-05T08:20:37.13585Z","signatory_role":"signing_party","user_id":null}],"sealed_file":null,"sms_confirmation_message":"","sms_invitation_message":"","status":"closed","tags":[],"template_id":null,"timeout_time":"2025-07-29T21:59:59.00000Z","timezone":"Europe/Stockholm","title":"Protokoll Kårstyrelsemöte 12 (25-04-23)","viewer":{"role":"sealing"}}



